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DEFENSE INFORMATION SYSTEMS AGENCY

701 S. COURTHOUSE ROAD
ARLINGTON, VIRGINIA 22204-2199

DI SA Cl RCULAR 310-70- 1* 25 June 1998
Last reviewed on 88-May-2002

METHODS AND PROCEDURES
DIl Techni cal Control

1. Purpose. This Grcular prescribes policy and provi des procedures
for all DIl Facility Control Ofices (FCOs), Network Control O fices
(NCGs), Technical Control Facilities (TFCs), and Patch and Test
Facilities (PTFs) operating at levels 3, 4, and 5 in the Defense

I nformati on Systens Agency (DI SA) system control hierarchy.

2. Applicability. This Grcular applies to DISA, the mlitary
departnents (M LDEPs), other activities of the DOD or governnent al
agenci es, and contractors responsible for the operati on and mai nt enance
(&M of the Defense Information Infrastructure (D).

3. Authority. This Grcular is published in accordance with the
authority contained in DoD Directive 5105.19, Defense Infornation
Systens Agency (DI SA), 25 June 1991.

4. Ref er ences.

4.1 DoDD 4640.13, Mnagenent of Base and Long-Haul Tel econmuni cations
Equi pnrent and Services, 5 Decenber 1991.

4.2 DI SAC 310-55-1, Status Reporting for DI, 3 October 1989.

4.3 DI SAC 310-65-1, Circuit and Trunk File Data El enents & Codes
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Manual of the DI, 21 April 1987.

4.4 DI SAC 310-D70-30, DIl AUTODIN Switching Center and Subscri ber
Qper ations, 20 May 1988.

4.5 DI SAC 300-85-1, Reporting of DIl Facility and Link Data, 6 Apri
1993.

4.6 DI SAC 310-130-1, Subni ssion of Tel ecommuni cati ons Service
Requests, 23 July 1992.

4.7 DI SAC 310-130-2, DI Managenent Threshol ds and Performance
bj ectives, 13 February 1979.

4.8 DI SAC 310-130-4, Defense User's Guide to the Tel ecommuni cati ons
Service Priority System 8 Septenber 1997.

4.9 DI SA-DI TCOC 350-135-1, Defense Comrerci al Conmuni cati ons
Acqui sition Procedures, 12 February 1996.

4.10 DI SAC 300-175-9, DIl Operating-Mintenance El ectrical Performance
St andards, 29 August 1986.

5. Definitions. Definitions of terns used in this G rcul ar
I mmedi ately follow the table of contents.

6. Policy. This Circular is the governing directive for exercising
transm ssion control of DII |inks, trunks, and circuits by the DI

FCOs, NCGs, TCFs, and PTFs.

7. Relationship to G her Publications.

7.1 The procedures contained in this Crcular have precedence over al
service publications or other directives regarding control of DI

transm ssion facilities, links, trunks, and circuits.

7.2 Personnel nust be famliar with related A lied Conmuni cati ons
Publ i cati ons (ACPs), other DI SA Circulars and M LDEP regul ati ons,
techni cal manual s, and technical orders that contain detailed and
specific informati on necessary for effective and efficient operations

of DIl facilities.
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8. Suppl enental Procedures. Any supplenental procedures to this
Crcular must be submtted to the Director, DI SA, ATTN. D3, 701 S
Court house Road, Arlington, VA, 22204-2199, for approval prior to

publ i cati on.

9. Procedural Changes. Al DI SA activities, MLDEPs, and O&M el enent s
are invited to submt recommended changes to this Circular. The
recomnmendations will be forwarded through the appropriate D SA Regi onal
Control Center (RCC) to the Director, DI SA, ATTN. D3, 701 S. Courthouse
Road, Arlington, VA, 22204-2199, with an information copy to the

appropri ate O&M headquarters.

FOR THE DI RECTOR

A. FRANK VH TEHEAD

Col onel , USA
Chi ef of Staff

SUMVARY OF SI GNI FI CANT CHANGES. This revision includes adm ni strative
changes only.
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DEFINITIONS

Area Communi cations Qperations Center (ACOC). The ACOC exerci ses day-
t o-day operational direction over the DIl control facilities, DIl

voi ce and data traffic swtching facilities, satellite facilities,

and other DIl operating elenents, either directly or indirectly,

t hrough its subordinate regions within the assigned geographi cal

area. The ACOC is part of the DI SA Operations Control Conplex (DOCC)
and exercises responsibilities at level 2 of the DIl system control

hi er ar chy.

Communi cations Control Ofice (CCO. The CCOis responsible for

t asks associated with the initial activation of a circuit/trunk such
as accepting | eased service on behalf of the U S. Governnent and
subm tting the appropriate conpletion reports. It is also
responsi bl e for coordinating the realignnment of the circuit/trunk
when necessary to maintain the end-to-end engi neered val ues as stated
i n the Tel ecomruni cations Service Order (TSO. A CCOis assigned to
every circuit/trunk, for the life of the circuit/trunk. A CCOis
designated in the TSO and will receive copies of subsequent TSO s

| ssued on the circuit.

Comuni cations Facility. A communications facility, normally
operated and nai ntai ned by an O&M that provides sonme comruni cati ons
service and has at |east one circuit termnating or passing through

the facility.

Critical Control GCrcuits (CCC. OCitical control circuits are voice
and data comuni cations circuits used by the DI SA Operations Control
Conpl ex (DOCC) for operational direction and exchange of DIl status

I nformati on between DOCC el enents and between the DOCC and Di |
technical control, traffic swtching or relay facilities, satellite
facilities, and other DI operating elenents. Critical control
circuits represent DI SA requirenents and are subject to the

validation of the D rector, DI SA

Defense Informati on Systens Agency Network Managenent (DI SA RCC)
Operations Control Conplex (DOCC). The DOCC is the collection of

DI SA control centers that are assigned the responsibilities of |evels
1 and 2 of the systemcontrol hierarchy. This includes the DI SA
RCC s, ACOC s, RCOC s, and associ ated energency rel ocation sites
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(ERS' s).

Digital Patch and Access System (DPAS). An electronic digital cross-
connect system for cross-connecting 64 Kbps signals. DPAS is based

on the AT&T Digital Access Cross-connect System (DACS).

Digital Patch and Access System (DPAS) Control Terminal (DCT). A
term nal provided with DPAS that uses enhanced software for

converting AT&T Man Machi ne Language (MWL) code to DIl | anguage.

Dl Grcuit. Any circuit assigned a CCSD by DI SA TSO Acti on.

Dl Facility. A DIl facility is any facility that has been
identified as a DIl facility in DI SAC 310-70-61 Identification of
Conmponents of the DII. "It could be Governnent-owned or a

conbi nati on of Governnent-owned, fixed, transportable, npbile assets
or | eased equi pnents, as appropriate, that provide general purpose,

| ong- haul , point-to-point transm ssion nedia system traffic
switching function, or communi cations support capability. A DI
facility is normally operated and nmai ntai ned by the Governnent or a
contractor through which or to which DIl or a conbination of DI/ non-
DI I conmunications links, trunks, or circuits pass or termnate. A
Dl facility can acconplish a variety of functions including
terrestrial or satellite transm ssion, nessage switching, circuit
swtching, circuit restoration, rerouting, trouble isolation, repair,

circuit coordination, or facility coordination.

DSCS Operations Center (DSCSOC). The DSCSOC exerci ses day-to-day
networ k and payl oad control of the DSCS. The DSCSOC is part of the
DOCC and exercises responsibilities at level 2 of the DIl system

control hierarchy.

Enmergency Relocation Site (ERS). An ERS is a designated site for

rel ocation of the NCS/ DI SACC and the ACOC s if required during a
crisis situation.

End-to-End. As used in this circular, end-to-end refers to the total
circuit path, as prescribed in the TSO fromthe term nal equi pnent

at one end to the term nal equipnent at the far end.

Facility Surveillance. Facility surveillance provides real-tine
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equi pnment, transm ssion network, and term nal data concerning the
status of the system network, and facilities, and their near-term

performance over a period of tinme. It also includes associated near-
termdata reduction and analysis to support near-term network and
technical control. It provides data to support md- and | ong-range

syst em nmanagenent, engi neering, operation and nai nt enance.

Facility Control Ofice (FCO. The FCOis responsible for day-to-day
operation and mai ntenance of DIl facilities within a designated
geographical area. FCO s are staffed and equi pped by O&M activities
and are assigned level 3 responsibilities in the system control

hi erarchy. FCO s are manned 24 hours a day and nust have sufficient
commruni cations connectivity (to include a secure neans) to fulfill

the functions and responsibilities contained in this circul ar.

Internediate Control O fices (ICO. |If the |ayout of a circuit or
trunk is such that the overall CCOis not in the best position to
performtests and coordinate the activities of sone of the

i nternmedi ate TCF' s, another TCF may be designated as an ICO. 1CO s
will be designated in the TSO at the tine the layout is placed in
effect and will assune the responsibility for the general service
condition of the assigned segnent. Tenporary |ICO s nay be designated
by the appropriate TSO issuing authority for the specific purpose of
conpl eti ng TSO change actions. Oherw se, the CCO assigned to the
circuit will be designated in the TSOto effect the change. 1CO s

are responsible to the CCO for operational direction.

Interswitch Trunk. A trunking circuit between swi tching centers.
For exanple, in DSN an I ST is any trunking circuit that connects two

DSN nmul ti-functions sw tches together.

Managenment Control. Managenent control is the review, evaluation,
coordi nati on, and gui dance of managenent actions necessary to fulfill

the responsibility of operational direction of the DII.

Monitoring Center (MC). The MICis located at a DIl control facility
where one or nore trunks term nate or where renotely controll able
testing access to all derived channels exists. The MIC exercises
techni cal supervision over swtching centers and assigned trunks to
the distant end facilities where the trunks break out into individual
channels. The MIC is responsible for initial activation, acceptance
of | eased trunks on behalf of the U S. Governnent, and subm ssion of
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appropriate conpletion reports required by the TSO i ssui ng
authority. MICis also responsible for coordinating realignnent of
the trunk when necessary to maintain end-to-end engi neered val ues

stated in the TSO

Nat i onal Communi cati ons Systeni Def ense I nformation Systens Agency

Net wor kK Managenent Operations Center (NCS/ DI SA GOSC). The NCS/ DI SA
AOSC is the DISA field activity responsible for exercising day-to-day
operational direction over the worldw de DI| operating el enents. The
NCS/ DI SA GOSC is part of the DOCC and exerci ses control
responsibilities at level 1 of the DIl systemcontrol hierarchy. The
Western Hem sphere ACOC is collocated with the NCS/ DI SA GOSC and

exercises control responsibilities at |evel 2.

Near-Term \Were "real-tinme" is the tine it takes to react to a
situation, "near-term is a |longer period of tinme in which anal yses

and nore permanent corrective actions are initiated.

Network. An interrel ated organi zati on of devices, workstations,
swtching centers, or facilities tied together to serve a common

pur pose, capabl e of intercomunicating.

Network Control. Network control provides real-tine and near-term
control of swtched or special networks; reconstitution, restoral,
and extension supervision; and satellite system and payl oad control;

and resource all ocati on.

Network Control Ofice. An activity or function assigned network
control responsibilities for a specialized DIl network. Designation
of a network control station/office can only be nmade by DI SA with
concurrence of the OPR for DI SAC 310-70-1. The network control
station/office is normally assigned by function rather than
geographic area and is collateral with level 3 functions in the
system control hierarchy with responsibilities limted to the

assi gned network. The network control station/office is required to
coordinate with other DI SA functions (i.e. ACOC, FCO and TCF

el ements), especially when networks cross geographi cal boundari es.
Suf ficient manni ng and conmuni cati ons connectivity nust be avail able

to provide proper managenent and control of the assigned network.

Network Elenment. A termused to identify any line or path
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term nating equi pnent where automated performance nonitoring nmay be
acconpl i shed. Network el enments include such equi pnent as

mul ti pl exers, sw tching devices, cross-connect devices, etc.

Net wor kK Managenent. A set of procedures, equi pnent, and operations
designed to keep a network operating near nmaxi mum efficiency when
unusual | oads or equi pnent failures would otherwi se force the network

into a congested, inefficient state.

Net wor Kk Managenent Control Center. A centralized control center from
whi ch a specific network is nonitored and controll ed and statistical

information i s coll ected.

&M El enents (O&M Activities). Mlitary Departnent (M| Dep),
Department of Defense (DoD), or contracted el enents that are
responsi bl e for the operation and mai ntenance (O&) for a DI

facility or system

Operational Direction. Operational direction includes authority to
direct the operating elenents of the DI, assign tasks to those

el enments, and supervise the execution of those tasks; allocate and
reallocate DIl facilities to acconplish the DI SA m ssion; and devel op
techni cal standards, practices, nethods and procedures for the

performance and operation of the DI.

Operating Elenents of the DII. An operating elenent is a control
center staffed and equi pped by O&M activities that exercises
responsibilities at levels 3, 4, or 5 of the DIl system control

hi er ar chy.

Oderwire. Oderwires are those voice and data tel ecommuni cati ons
circuits (to include tel etype) used for exchange of surveillance and

control information between operating elenents of the DII.

Patch and Test Facility (PTF). The PTF is the part of a DIl facility
that functions as a supporting activity normally under the technical
supervision of a TCF. PTF s have the sanme functions and
responsibilities as a TCF wwth the exception that the physical and

el ectrical capabilities may be limted. A PTFis a facility which
normal | y supports one nmjor user or several mnor users; is the 2nd,
3rd, 4th, etc. control facility in a GEOLOCO that reports to a TCF,;
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may or may not be manned 24 hours a day; can access sone circuits and
trunks traversing the facility for purposes of nonitoring, testing,
and restoral; has sone testing capabilities; nmay or may not be able

to restore mgjor equi pnent conponents.

Regi onal Communi cations QOperations Center (RCOC). The RCOC exercises
day-to-day operational direction over the DIl elenents within its
assi gned geographical area. The RCOC is part of the DOCC and
exercises responsibilities at level 2 of the DIl system control

hi er ar chy.

Serving Technical Control/Patch and Test (TCFH/ PTF). A TCF or PTF
t hat provides direct interface between |ocal users and the DII. The
serving TCF/ PTF is responsi ble for coordination with the user and

ensuring conplete end-to-end service for that user.

System Control. Systemcontrol ensures user-to-user service is
mai nt ai ned under changing traffic conditions, changing user
requi renents, natural or manmade stresses and di sturbances, and

equi pnent failures or degradations. It includes the interrel ated
activities of facility surveillance, traffic surveillance, network
control, traffic control, and technical control. System control

facilities include the DI SA control centers, O&M technical control
facilities, and other facilities that are capable of providing system

control at all levels of the hierarchy.

Techni cal Control (Tech Control). Technical control includes the
real -tinme transm ssion system configuration control, quality
assurance, quality control, alternate routing, patching, testing,

di recting, coordinating, restoring, and reporting functions necessary
for effective maintenance of transm ssion paths and facilities. This
al so includes direction of activities in any work area of the DIl
station containing distribution franmes and associ ated jacks or

swi tches through which equi pnment and facilities are patched or
swtched to provide the required transm ssion path. The work areas

al so include any test equi pnment or testing capability.

Technical Control Facility (TCF). The TCF is the part of a DIl
station that functions as the interface between the transm ssion

el ements of the DIl and the users of the system |t has the physical
and el ectrical capabilities necessary to performthe required
functions of technical control described in this Grcular. A TCF is
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a facility which supports nore than one major user and; is normally
manned 24 hours a day; can access all circuits and trunks traversing
the facility for purposes of nonitoring, testing, and restoral; has
conplete testing capabilities; can restore mjor equi pnent conponents

(i.e., receivers, transmtters, nultiplexers, etc.).

Traffic Control. Traffic control provides real-tine and near-term
control of traffic flow and routing such as code cancel |l ati on, code
bl ocking, alternate route cancellation, line |oad control, and user

prioritization.

Traffic Surveillance. Traffic surveillance provides real-tine data
concerni ng systens and network | oadi ng, data processing queue status,
nmessage backl og, and buffer-fill-rate data and ot her neasures to
descri be system network, and facility congestion and traffic | oad.
It also includes associated near-termdata reduction and analysis to
support traffic control. It provides data to support md- and | ong-

range system nmanagenent engi neering, operation, and mai ntenance.
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CHAPTER 1. DEFENSE | NFORMATI ON SYSTEMS AGENCY (DI SA) OPERATI ONAL
CONTROL COVPLEX ( DOCC)

Cl.1 Authority and Mssion. DoD D rective 5105.19 established the
Defense Informati on Systens Agency (Dl SA) as a Conbat Support Agency
of the Departnent of Defense (DOD) under the direction, authority,
and control of the Assistant Secretary of Defense for Conmand,
Control, Communications, and Intelligence (ASD(C3l)) and provides the
authority to conduct its mssion. The Director, DI SA is
specifically delegated authority to comunicate directly with the
heads of the DOD Conponents and ot her Executive Departnents and
Agenci es, as necessary, to carry out DI SA' s responsibilities and
functions. The Secretaries of the Mlitary Departnents and the
Directors of the Defense Agencies shall provide support to include

pl anni ng, progranmm ng, and budgeting; test and eval uation; operations
and mai ntenance; and integrated |ogistics support for prograns,
projects, and systens for which the DISA is responsible. DISA is
responsi bl e for planning, devel opi ng, and supporting command,

control, conmunications, and information systens that serve the needs
of the National Command Aut horities (NCA) under all conditions of
peace and war. |t provides guidance and support on technical and
operati onal command, control, and communi cations (C3) and information
systens issues affecting the Ofice of the Secretary of Defense
(CsD), the Mlitary Departnents, the Joint Staff, the Unified
Commands, and the Defense Agencies. It ensures the interoperability
of the dobal Command and Control System (GCCS), the Defense

| nformation Infrastructure (DI I), theater and tactical conmand and
control systenms, North Atlantic Treaty Organi zation (NATO and/or
allied C3 systens, and those national and/or international commerci al
systens that affect the DISA mssion. |t supports national security
ener gency preparedness (NS/ EP) tel econmuni cations functions of the

Nat i onal Communi cati ons System

Cl.2 Defense Information Infrastructure (D).

Cl.2.1 The DIl is a conposite of DoD owned and DoD-| eased
t el ecommuni cati ons subsystens and networks as prescribed in DoD

Directive 5105.19. DIl conponents include fixed, transportable, and

| eased equi pnents that provide |ong-haul transm ssion nedia, traffic
sw tching or relay functions, or comruni cations support capability
I ncl udi ng assets of the Defense Satellite Conmunications System
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( DSCS) .

Cl.2.2 Recommendations by DI SA or other DOD activities for
i dentifying communi cations facilities as DIl require review and
approval by the appropriate unified command and the review of the

appropriate conponent command. |f a communications facility or
system bei ng considered for inclusion in the DIl neets the conponent
criteria but does not neet established DIl interface, installation,

or engi neering standards (e.g., facilities designed for tactical
applications), the unified command and Headquarters, DI SA Qperations
Directorate (D3), will approve the inclusion on an excepted basis.
Such exception does not relieve responsible elenments from upgradi ng
facilities and equipnent to neet DI standards as resources and
funding permt. Once a communications facility is designated as a
Dl facility, the DIl facility is then responsible for ensuring
appropriate reports are submtted to DI SA in accordance with DI SAC

300- 85- 1.

Cl.3 Defense Information System Network (DISN). As directed by the
O fice of the Assistant Secretary of Defense for Conmmand, Control,
Communi cations, and Intelligence (OASD(C31)), DI SA has been directed
to devel op and i nplenent the DI SN programto provide a cost

effective, efficient, and an interoperable information system network
for DOD. Each of the individual mlitary service and DOD agency

t el ecommuni cati ons networks (e.g., DCN, AFNET, NAVNET) w Il be
integrated into the DI SN under the nmanagenent control and operational

direction of DISA. Integration of the networks and establishnment of
Net wor kK Managenent Centers (NMCs) began in 1992. As the D SN

evol ves, nost DOD tel econmuni cations requirenents will be provided by
t he DI SN.

Cl.4 DI SA Operations Control Conplex (DOCC). The DOCC is the
functional elenent through which the Director, DI SA exercises
managenent control and operational direction of the DII. Managenent
control and operational direction are applied either directly to
conponents of the or through the service/agency responsible for the
operations and nmai ntenance (O&\VW) of the DII. The DOCC i ncludes the
HQ DI SA staff elenents and the DI SA network operations centers that
are responsi bl e for managing, controlling, and nonitoring the DII.
The network operations centers are: the D SA G obal Operations and
Security Center (DI SA GOSC); the Regional Control Centers (RCCs); and

t he Energency Rel ocation Sites (ERS).
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Cl.5 DI SA System Control Hierarchy. The current DI SA system contr ol
hi erarchy, established by DI SAC 310-50-5, is structured within five
hi erarchical levels as depicted in figqure 1.1. The first two |levels

are normally DI SA operated and staffed while the remaining three

| evel s are operated and staffed by the O%M agencies. The exception
Is that the RCCs are operated and staffed by O&M personnel. The DI SA
|l evel 1 and 2 elenents are described in paragraph Cl.4 above. The
Q&M el enents at DI SA levels 3, 4, and 5 include Local Control Centers
(LCCs), Network Control Ofices (NCOs), Technical Control Facilities
(TCFs), Patch and Test Facilities (PTFs), DI SN Voice and Data
Swtching Centers, and Satellite Earth Term nals. The day-to-day
flow of information such as status reporting and coordination is
acconpli shed through each DI SA | evel depicted by the solid lines in_

fiqure 1.1. However, when situations dictate, inmedi ate operati onal

control may flow fromthe DISA |levels 1 or 2 directly to DI SN
el ements operating at DISA levels 3, 4, or 5 as depicted by the

dashed lines in figqure 1.1.

Cl.5.1 Level 1: Wrldw de DI SA G obal Operations and Security
Center (DI SA GOSC). Worldw de control of the DIl is exercised at the
DI SA GOSC. The DISA GOSC is directly responsible for managi ng,
controlling, and nonitoring various networks such as the Internet
Protocol (IP) Router Networks (IP Router Networks), the Defense
Switched Network (DSN), the Defense Satellite Comruni cati ons System
(DSCS), and the Defense Informati on System Network (DI SN). The DI SA

G0SC is supported by the Regional Control Center (RCC) staff.

Cl.5.2 Level 2: Theater Regional Control Centers (RCCs). DISA

| evel 2 consists of RCCs. RCCs are established in the Pacific and
Eur opean theaters to provide operational control and direction within
t hose areas to enhance system survivability. Each RCC has a

desi gnated Continuity of Operations Plan (COOP) site, or Energency
Rel ocation Site (ERS), for contingency operations. The RCC al so
becones the operations manager for the overseas Commander-i n- Chi ef
(CINC) when the CINC assunes tenporary operational control of DI SA
field organi zations under his area of responsibility. The RCC al so
perforns DSCS managenent actions for the satellites and earth
termnals within their area. DI SN plans for OCONUS have not been

devel oped.

Cl1.5.3 Level 3: Local Control Centers (LCCs). LCC control is the
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hi ghest | evel of O&M control within the DIl. LCCs are designated by
each DI SA Area to provide operational control and technical

supervi sion over level 4 and 5 DIl facilities within a designated
geographical area. LCCs report directly to the DI SA GOSC or
appropriate RCC/RCOC. The control structure parallels the DI SA
reporting systemto provide a logical flow of operational and
technical information between the LCC and subordinate facilities.
MIlitary service boundaries will not restrict a LCCin fulfilling its

responsibilities.

Cl.5.4 Level 3: Network Control Ofice (NCO. An NCOis also an
&M |l evel 3 facility wthin the DI SA system control hierarchy,
simlar to an LCC, but is assigned on a functional basis rather than
geographical. NCOs are designated by DI SA to provi de necessary

noni toring and control of specific DI SN subnetworks. The function
and responsibility of an NCOis limted to the subnetwork for which
It has been assigned. NCOs normally report directly to each area
RCC. The functions and responsibilities of an NCO nmay cross LCC
boundaries; therefore, the NCOis required to coordinate all
activities with other DISA (i.e., GOSC RCC) and O&M (i.e., LCC, TCF,

PTF) el enents.

Cl1.5.5 Level 4: Technical Control Facilities (TCFs). TCFs operate
at DI SA |l evel 4 where &M functions are perforned on DIl transm ssion
| i nks, trunks, and circuits. TCFs nust have the physical and

el ectrical capabilities, in accordance wth M L-STD 188-154,
necessary to performall technical control functions prescribed by
this Circular. TCFs report directly to the designated LCC. In those
cases where an LCC has not been designated, the TCF will report

directly to the DI SA GOSC, or appropriate RCC

Cl.5.6 Level 5: Patch and Test Facilities (PTF), Swtching Centers,
and Satellite Earth Termnals. These control facilities are the

| onest | evel of control and are nornmally associated with a specific
function. In many cases a PTF serves one specific user. Level 5
facilities may have the physical and electrical capabilities of a
TCF. However, sone of these capabilities (i.e., manning, patching,
testing, etc.) may be imted. PTFs and other DI facilities
normally report directly to a designated DIl TCF within the
geographical location. |In sone |ocations, DI swtching centers (e.
g., DSN) may not report directly to a TCF, particularly when a DIl
swtch is nonitored and controlled froma DI SA | evel 1 or 2
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facility. However, if there is a DIl TCF within the geographi cal
area, the DIl switch personnel nust coordinate with the TCF, and

advi se the TCF whenever any of the conditions contained in this
Crcular or DI SAC 310-55-1 occur. Satellite earth termnals normally
report directly to a DIl PTF that is collocated with the earth
termnal. Oherwise they report to a designated DIl TCF or directly

to the RCC.

Cl.6 Reporting Responsibilities. The DI SA GOSC, |ocated in
Arlington, VA is the central control elenent for the DI SA
Reporting to the DI SA GOSC are the DI SN NMCs and RCCs which exercise
operational direction over specified geographical areas and
networks. Areas may be further reduced to geographic regions under
t he operational direction of RCCs, LCCs, and NCGCs del egated

responsi bility for exercising operational control over individual
geogr aphi cal areas or specific networks, report to the DI SA GOSC or
appropriate RCC. TCFs, responsible for exercising operational
control over subordinate PTFs and other DIl facilities, report to the
appropriate LCC or NCO. PTFs and other DIl facilities are
responsi ble for reporting directly to the servicing TCF assi gned
within their specific geographic location. Although the D SA GOSC
and RCCs may have renote nonitoring and network managenent
responsibilities for sonme DIl switching centers, the DIl sw tching
centers are required to report specific requirenents contained in

this Crcular, and DI SAC 310-55-1, through the designated TCF.
ClL.7 DI SA Operating Messages.

ClL.7.1 OQperational Direction Messages (ODMs).

ClL.7.1.1 The DI SA Operations Centers (i.e., GOSC and RCCs) nmy issue
nmessages or tel ephone instructions in exercising operational
direction over DIl facilities. ODMs direct actions or request
additional information involving the operational responsiveness of
the DIl and normally require direct, immediate actions by the DIl

operating el enents.
Cl.7.1.2 ODMs are tenporary. |If long-termmaterial is initially
publ i shed by COMthe DM wi || be canceled within 90 days and its

contents placed in official correspondence or directions.

ClL.7.1.3 ODMs will be assigned and rel eased only by the System
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Control O ficer (SCO or network controller on duty in the D SA
operati ons centers.

ClL.7.1.4 ODMs wll be nunerically identified by the date/tine group
(e.g., 010001z January 98).

ClL.7.1.5 ODMs nmay be transmtted either by record nessage or by
voi ce, dependi ng upon the urgency of the situation; however, voice

COvs will be followed with a record copy within 24 hours.

ClL.7.1.6 Commanders of DI SA elenents will initiate appropriate
instructions to DIl facilities to ensure that ODVMs are distributed to

appropriate personnel for imedi ate action.

ClL.7.1.7 Information copies of OCDMs will be sent to the appropriate
O&M agenci es and to higher and | ateral elenents of the D SA

Cl.7.2 (Qperational Coordination Messages (OCM).

ClL.7.2.1 OCMs provide the capability for DIl facilities and
subordi nate DI SA el enents to respond to ODMs or to furnish nonaction

i nformation to higher or lateral elenents.

Cl.7.2.2 These nessages wll be identified in the sane manner as
ODMs.

Cl.7.2.3 OCMs may be transmtted either by record nessage or by
voi ce, depending on the urgency of the situation; however, voice OCMs

will be followed with a record copy within 24 hours.

ClL.7.2.4 Information copies of OCMs will be sent to other DIl
facilities, O&M agencies, and DI SA el enents, as appropriate.

ClL.7.3 Detailed Qutage Reports (DOR). DORs nay be requested by any
DI SA el enment to assist in the resolution of problens in the DI.
Reporting of comunications failures and operational status fromthe
| ownest control |evel, via voice or record orderwires, to D SA

el enents is absolutely necessary. The purpose of the DORis to
provi de i mmedi ate outage analysis information to hi gher |evel
authorities. DORs are normally requested when extenuating
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ci rcunstances occur or during extensive outages on high interest
circuits. DORs are a nonformatted narrative type report that nust be
submtted as expeditiously as possible. Local requirenents nust not
del ay subm ssions. As a mninmm the LCC shift supervisor wll
provide DORs to the appropriate DI SA elenent within 2 hours of

request, with the follow ng information:

ClL.7.3.1 A brief description of initial synptons.

Cl.7.3.2 An analysis of troubleshooting efforts, test results, and
any other pertinent information that occurred during the outage.

Cl1.7.3.3 A clear reason for outage. If the problemwas not isol ated
to a definite problemthen a "probable cause” will be |isted.

ClL.7.3.4 Any recommendation(s) for inproving service or howto
prevent reoccurrence of this type problem (i.e., circuit routing,

procedures used, etc.).

Cl.8 Oderwires. Effective operation of DIl tel ecomrunications
facilities requires frequent coordi nati on anong technical controllers
and mai nt enance personnel exercising technical control of the DI.
This coordination is acconplished over voice and data circuits as

expl ai ned bel ow.

Cl.8.1 Critical Control Crcuits. These are voice and data
communi cations circuits between DIl and DI elenents used in
di ssem nati ng operational direction over the DIl and in receiving Dl

status reports.

Cl1.8.2 Coordination Crcuits. (See DI SAC 310-50-6, DIl Orderwre,
13 Novenber 1980).

Cl.8.2.1 System Orderwires. Communications circuits, either voice
or data, between sel ected nodal TCFs and LCC/ NCOs. Functional POC

has to evaluate, and do gl obal changes if appropriate.

Cl.8.2.2 Express Oderwires. Communications circuits, normally
voi ce, between selected LCC s serving as Conmuni cati ons Contr ol
Ofice (CCO or Internediate Control Ofice (I1CO for a | arge nunber
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of trunks, or circuits.

Cl1.8.2.3 Link Oderwres. Communications circuits, normally voice,
bet ween adj acent communi cations facilities.

Cl1.8.3 Tenporary Oderwire Crcuits. Tenporary orderwires are
established as required by the LCC when avail able orderwires are not
adequate for restoral of high priority circuitry or facilities.

These orderwires may be voice or data, dependi ng upon station
capability. Normally, these tenporary orderwires will be established
as on-call patches as prescribed in chapter 5 of this Crcular. In

the event that orderwires cannot be established by on-call patch
procedures due to preenption limtations inposed, the TCF w ||
contact the appropriate LCC or DI SA el enent for assistance.

Functional POC has to eval uate and do gl obal changes, if appropriate.

Cl.8.4 Intercommunications Crcuits. These are comuni cati ons
circuits between the LCC and selected termnal |locations within the

DI SN station conplex at a specific geographic |ocation.

Conti nue to:
CHAPTER 2. DIl CONTROL FACI LI TI ES AND PERSONNEL

Return to:
Basic C rcul ar

Tabl e of Contents
Publ i cati on Listing

M chael E. Craft, craftmawcr.disa.ml| - Last revision: 12 June 1998
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CHAPTER 2. DIl CONTROL FACI LI TIES AND PERSONNEL

C2.1 GCeneral. This chapter defines the general configuration
criteria, functions, duties, and responsibilities of DIl facilities
and personnel responsible for performng technical control functions

at levels 3, 4, and 5 of the DI SA system control hierarchy.

C2.2 Configuration Concept and Criteria. Al DI Technical Control
Facilities (TCFs) and Patch and Test Facilities (PTFs) nust be
configured and engi neered in accordance with the criteria of ML-STD
188-154. Followi ng are sone of the basic concepts and criteria that
are designed to provide survivability, flexibility, standardization,
and cost effectiveness of the DIl. Although non-DIl facilities are
not required to neet the technical criteria of this docunent, they
must attenpt to provide the sane technical characteristics for DI
circuits traversing their facility, especially when interfacing with
DIl facilities. Non-DII facilities neeting all the criteria of ML-
STD 188-154 may request identification as DIl facilities in

accordance wth DI SAC 310-70-61.

C2.2.1 Concept. DIl facilities nust be configured and engi neered to
enabl e technical controllers as well as other operations and

mai nt enance personnel to maxim ze the full capabilities of the D SN
equi prment and personnel. These facilities nust take into
consideration the non-Dil tactical mssions of the mlitary
departnments and nust be designed to achieve opti mum standardi zation
of equipnment in terns of |ayout and procurenent specifications,
operati ng procedures, training, manning guidelines, and techni cal
control functions. These facilities nust be designed to enable the
technical controller to effectively exercise assigned functions and

responsi bilities.
C2.2.2 Criteria.

C2.2.2.1 Each DIl TCF is required to performthe functions of
technical control of the DIlI. Several control facilities may exist at
a geographical location (GEOLOCO but only one facility wll be
designated as the servicing DIl TCF. Owher DI facilities having
patch and test capabilities nust be designated PTFs and nust be

technically conpatible wwth the servicing DIl TCF.
C2.2.2.2 Al DI trunks and circuits nust be routed through existing
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Dl TCF/ PTFs, or be renotely nonitored and controlled by another DIl
facility (e.g., DSN circuits not routed through a TCF can be
nonitored and tested with a Mai ntenance and Adm nistration Facility
termnal) or through DI SA approved commercial control facility. This
i ncl udes all trunks and circuits, governnent-owned or | eased, ordered
by DI SA TSO action. At those GEOLOCO s wthout a DI TCF PTF, and
where renpote nonitoring and controlling capabilities do not exist,
efforts nust be made to ensure that DIl trunks and circuits are
routed through existing non-DI|l facilities that have simlar
capabilities or through DI SA approved commercial control facilities.
The criteria outlined in this paragraph nust be adhered to as |ong as
it is technically feasible, cost effective, and does not violate
comercial tariffs. This routing doctrine applies equally to |eased

DIl trunks and circuits using GSA procured FTS2000.

C2.2.2.3 Al transm ssion nedia and interface equi pnent nust neet,
and be naintained in accordance with DIl performance standards (refer
to DI SAC 300-175-9). Any portion of a systemor circuit that fails
to neet DIl performance standards nust be corrected prior to
acceptance. |If the systemor circuit is accepted with exceptions,

t he cause nmust be annotated and appropriate action taken to correct

t he exceptions or obtain a waiver fromthe appropriate DI SA

Al | ocati on and Engineering (A&) activity.

C2.2.2.4 Al circuits and trunks, digital or analog, that traverse
DIl TCF' s nust be accessible for purposes of quality control testing,
performance nonitoring, operational control, rerouting, and restoral.
PTF's nust be designed with simlar capabilities, although sone

capabilities may be limted.

C2.2.2.5 Al user interfaces nust be conditioned to neet Dl
transm ssion standards. All circuits traversing the DIl TCF/ PTF in
anal og form nust be conditioned to provide equal transmtting and

receiving levels in accordance with M L-STD- 188- 154.

C2.2.2.6 The capability for manual ly patching or electronically

sw tching spare equi pnent nust be provided to permt tinely equi pnent
substitution and circuit conditioning. This includes the capability
to provide at |east 10 percent additional conditioning, interfacing,
and ancillary equi pnent for expansion as required by M L-STD 188-
154. DIl TCFs interfacing with I ong haul transm ssion nedia nust be
configured and equi pped to provide at |east one standby conditioning
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string for every 10 strings (or portion thereof) of the sane
configuration.

C2.2.2.7 The orderwire networks required for effective technical
control of the DIl nust be configured and installed in accordance

wi th DI SAC 310-50-6, Defense Communi cations System Orderwire. The

ef fective acconplishnment of these functions requires a well -designed
orderw re conmuni cations network within and between the DI SA el enents

and O&M facilities supporting DI SA levels 3, 4, and 5 functi ons.

C2.2.2.8 Al unattended alarmindicators essential to performance of
DIl Network Elenents (NE) should appear in the TCF PTF for
performance and alarmnonitoring. (Refer to chapter 3 of this
circular for a description of a NE). This includes, but is not
limted to: radio and nultiplex alarns, major and mnor alarns from
DI switching equi pnment (e.g., DSN, |IP Router Networks), power supply

alarns, and timng and sync alarns (e.g., LORAN-C, CDS-10).

C2.2.2.9 Each DIl TCF/ PTF is required to have systens di agrans that
depict signal flow through the facility readily available in the
operations area of the TCF/ PTF to aid restoration and troubl eshooti ng
efforts. At a mninum these diagranms nust include interface,

mul tiplex, timng, and transm ssion equi pnent configurations that

I ndi cate the required frequencies, transmssion | evel point (TLP),
signal |evels, and noise |evels for anal og transm ssion nedi a.

Digital transm ssion nedia nust include bit rates, bit error rate

specification, and timng and sync information.

C2.2.2.10 In-facility circuit |ayout records (CLRs) nust be
conpleted for all trunks and circuits that have a physical patch
panel appearance in the TCF/ PTF, and for all trunks and circuits for
whi ch the TCF/ PTF is the servicing TCFH PTF. The CLR nust depict "in-
facility" equi pnment and cross-connect information. The reverse side
of DD Form 1441 may be used to satisfy this requirenent. O her

nmet hods, including automated, may al so be used. TCF/ PTFs with
nunmerous circuits of the sane configuration (e.g., DSN I ST's) nay use
one CLR that depicts the commobn configuration as |ong as specific
cross-connect, conditioning equipnent, and other pertinent

information is naintai ned for each individual circuit.

C2.2.2.11 CLRs for analog circuits nust include audio signal |evels,
type signaling, and signaling frequency for each transm ssion | evel
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poi nt (TLP).

C2.2.2.12 CLRs for digital circuits nust include timng and sync

i nformation (e.g., synchronous, asynchronous or isochronous), data
rate, electrical and nechanical interface type (i.e., RS-232, RS-449,
M L- STD- 188- 114A, etc.), signal type (i.e., NRZ Bipolar/AM, B8ZS,
etc.), protocol (i.e., Bisync, HDLC, SDLC, etc.), and source of

timng.

C2.3 Functions and Responsibilities of a Local Control Center (LCC).
The m ni mum functions and responsibilities of LCC s are as foll ows:

C2.3.1 LCCs may designate subordinate facilities as Internedi ate
Local Control Centers (ILCCs), with the concurrence of the O&M
agency, to assist the LCC with the managenent and control of |arge
geogr aphi cal areas. Wen designated, |LCCs have the sane basic

functions and responsibilities as that of an LCC

C2.3.2 LCGCs nust be manned 24 hours per day, have sufficient
comruni cations capabilities to coordinate with the appropriate DI SA
| evel 2 facility, and be able to provide operational control over
subordinate facilities. Each LCC nust have at |east one neans of
secure communi cations capability that is conpatible with the D SA

| evel 2 facility.

C2.3.3 Responds to operational direction fromthe D SA GOSC/ RCC.

C2.3.4 Exercises operational direction and managenent control over
al | assigned subordinate DIl facilities, transm ssion systens,
networ ks, etc., and perforns network managenent functions as assigned

by DI SA.

C2.3.5 Functions as the reporting facility for all assigned
subordinate DIl facilities, transm ssion systens, networks, etc.

C2.3.6 Devel ops specific operating procedures pertinent to the area
of assigned responsibility. Distributes these procedures to all D SA
el ements and to subordinate facilities (e.g., D SA GOSC/ RCC, |LCC,

TCF, PTF) having responsibility within that geographical area.
C2.3.7 Be the focal point for DIl Station Reporting Guide and the
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Dl Facility and Link Reports. The LCC nust distribute these
products to subordinate facilities and ensure subordinate facilities
review and update the products. LCCs nust determne if updates wll
be forwarded back through the LCC or directly to the appropriate DI SA
el ement. Wen Internediate Local Control Centers (ILCC) are
assigned, the LCC nust distribute the products to the ILCC and the

| LCC nust distribute to their subordinate facilities. Reports for
unmanned | ocati ons nust be forwarded to the next higher O%M conmand

el enent.

C2.3.8 Records and reports all DIl outages and degradati ons
occurring at subordinate facilities in accordance with DI SAC 310-55-1

and area suppl enents.

C2.3.9 Miintains a Master Station Log (MSL) to record information on
significant events occurring within the area of assigned
responsibility. Facilities having dual responsibilities (i.e., LCC
NCO and TCF/ PTF) nust naintain two separate | ogs.

C2.3.10 Muaintains cognizance of the current operational status of
all subordinate facilities including specific networks (e.g., IP
Router Networks, DSN). C2.3.11 Be the focal point for Dl SA area
restoral plans (R-Plans), M ninum Essential G rcuit Listings (MECLS),
and | ocal restoral plans (LRPs). Assists in the devel opnent,
coordinate periodic review wth subordinate facilities, and ensure
subordinate facilities provide corrections to DISA. Approves LRPs
for subordinate facilities and nmaintains current copies of DISA R

Pl ans, MECL's, and LRFP's.

C2.3.12 Directs subordinate facilities to inplenent restoral plans
during major systemfailures, to support exercises, etc., as directed
by the DI SA GOSC/ RCC. The LCC cannot inplenent DI SA area R Plans or

MECLs wi thout authority fromthe DI SA GOSC/ RCC.
C2.3.13 Maintains a listing of all nmjor equipnment installed at
subordinate DI SN facilities. A current copy of each facility's DI

Facility and Link report is sufficient.

C2.3.14 Requests and directs special testing to isolate system and
net wor kK probl ens.
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C2.3.15 Refers system network problens beyond the capability of the
LCC to the DI SA GOSC/ RCC.

C2.3.16 Acts as the sole approving authority for authorizing
tenporary renoval of diversity equipnent at subordinate DI SN
facilities. Except for energencies, diversity equipnment nust not be
taken off-line during peak traffic periods unless the LCC deens it
absol utely necessary. O her disruptive naintenance actions such as
switching to standby equi pnment is not authorized during peak traffic
periods. Any of the above actions have the possibility of causing
degradation to DIl systens, especially to timng and synchroni zati on

signals on digital systens that may affect nunerous data circuits.

C2.3.17 Coordi nates schedul ed service interruptions in accordance
with chapter 7 of this circular.

C2.3.18 Reviews performance data of subordinate sites as determ ned
by the DISA or LCC. This should include Performance Monitoring
Program (PMP) data, outage trend analysis data, etc. Assists in the

resol ution of problens identified.
C2.3.19 Hosts an annual neeting with subordinate facilities to

address technical, nmanagerial, and adm nistrative issues that affect
DI I operations.

C2.3.20 Conducts an annual visit to each subordi nate manned TCF.

C2.3.21 Maintains a DISA reference library in accordance wth
chapter 9 of this circular, and any applicable D SA area suppl enents.

C2.4 Functions and Responsibilities of a Network Control Ofice
(NCO. The m ninmum functions and responsibilities of an NCO are:

C2.4.1 NCO s nust be manned 24 hours per day, have sufficient
comruni cations capabilities to coordinate with the appropriate DI SA
|l evel 2 facilities, and be able to provide network control over
subordinate facilities. Each NCO nust have at | east one neans of
secure communi cations capability that is conpatible with the D SA

|l evel 2 facility and subordinate facilities. NCOs currently report
to the DISA GOSC or to an RCC. As DI SN evolves, NCOs wll report to

a DI SN NMC.
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C2.4.2 Responds to operational direction fromthe D SA GOSC/ RCC.

C2.4.3 Exercises operational control over the assigned network.
Perforns network managenent functions as assigned by DI SA

C2.4.4 Devel ops specific operating procedures pertinent to the
network of responsibility. Distributes these procedures to all
appropriate DI SA elenents (e.g., DI SA GOSC/ RCC) and to subordinate
facilities (e.g., TCF, PTF) having responsibility for equi pnent and
circuits supporting the assigned network.

C2.4.5 Maintains cogni zance of the current operational status of the
assi gned network.

C2.4.6 Functions as the reporting facility for all circuits within
t he assi gned networKk.

C2.4.7 Maintains copies of those DI SA area restoral plans and
M ni mum Essential Circuit Listings (MECL) containing circuits for the

speci fi ed networKk.

C2.4.8 Maintains a listing of all circuits supporting the assigned
networ k and naj or transm ssion systens that the circuits traverse.

C2.4.9 In coordination with LCCs and TCF/ PTFs, requests and directs
special testing to isolate network problens. C2.4.10 Refers network

probl ens beyond the capability of the NCO to the DI SA GOSC/ RCC.

C2.4.10 Coordi nates schedul ed service interruptions in accordance
Wi th chapter 7 of this circular.

C2.5 Functions and Responsibilities of a DIl Technical Control
Facility (TCF). The mninmmfunctions and responsibilities of a TCF
ar e:

C2.5.1 Responds to operational direction fromthe DI SA and OSM
control elenents (e.g., DI SA GOSC, RCC, LCC/ NCO CCO CMO .

C2.5.2 Exercises technical control, coordination, and supervision
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over subordinate DII facilities, DIl transm ssion systens, trunks,
and circuits. Technical control extends to unnanned facilities that

are under the control and supervision of a TCF.

C2.5.3 Reports the status of facilities, transm ssion |inks, trunks,
and circuits in accordance with DI SA reporting directives. Submts
DI SA Status reports in accordance with DI SAC 310-55-1 and DI SA area

suppl enent s.

C2.5.4 Takes immedi ate action on any deterioration or failure of DIl
systens, equi pnent, trunks, or circuits that are causing degradation
to or loss of service to users of the DII. Coordinates with the

DI SA, adjacent facilities, using agencies, naintenance agencies, and
commercial vendors to effect restoration of service and isolation and

repair of the fault.

C2.5.5 Inplenents DI SA restoral plans, |local restoral plans (LRPs),
and M nimal Essential Crcuit Listings (MECLs) as directed by the

DI SA el enment or LCC NCO. Restores disrupted service to users that
are not covered by restoral plans by using any other existing

comruni cati ons capabilities.

C2.5.6 Assists in the devel opnent of DI SA R-Pl ans and MECLs as
requested. Develops local restoral plans (LRPs). Perforns periodic
review of all restoral plans and ensures corrections are provided to
the DI SA el enent and to the appropriate LCC/ NCO.  Mintains current

copi es of these plans.

C2.5.7 Perforns quality control tests and neasurenents on all
trunks, channels, circuits, and equi pnent for which the TCF is

responsi bl e.

C2.5.8 Ensures quality of DIl transm ssion, timng and

synchroni zation, multiplex, and sw tching equipnment using installed
nonitoring capabilities (i.e., TRAMCON, DPAS, MAF termnal, etc.) and
appropriate conmuni cati ons test equi pnent.

C2.5.9 Reviews and anal yzes system trunk, circuit, and equi pnent
performance and cooperates with other facilities in correcting

probl ens or unsatisfactory conditions. Problens or conditions beyond
the capabilities or authority of the TCF nust be referred to the
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appropriate CCO CMO, LCC/ NCO, OM command, or DI SA el enent (in that
order) with recommendations for resol ution.

C2.5.10 Activates, changes, and deactivates trunks and circuits in
accordance with DI SA TSCs or as directed by higher |levels of control
in times of stress including tactical trunks and circuits. Submts
applicable reports (i.e., delayed service, exception, in-effect) in

accordance wth DI SAC 310-130-1.

C2.5.11 Perfornms network managenent functions, including bandw dth
control, for those networks which responsibility has been assigned.

C2.5.12 Requests authorized outages (AO for subordinate facilities
fromthe appropriate DI SA el enent in accordance with chapter 7 of

this circular. Controls routine downtine for preventive nmaintenance
and ot her actions requiring equi pnent substitution.

C2.5.13 Arranges for user release of individual circuits for out-of-
service quality control testing, routine maintenance, and ot her

schedul ed service interruptions.

C2.5.14 Perforns adm ni stration and record keepi ng functions
required by the DI SA directives.

C2.5.15 Submts Facility/Link data in accordance with DI SAC 300- 85-
1, DI SA area supplenents, or LCC instructions.

C2.5.16 Submts corrections to DIl reporting guide in accordance
wi th DI SAC 310-55-1, DI SA area supplenents, or LCC instructions.

C2.5.17 Submts DD Form 1368 (Mdified Use of Leased Commruni cation
Facilities) on |leased circuit outages when responsibility has been

assigned in accordance with DI SAC 350-135-1 and DI SAC 310- 130- 1.

C2.5.18 Reports Meaconing, Intrusion, Janmm ng, and Interference
(MJIl) of electromagnetic systens in accordance with service
directives on all affected DIl systens, wth an information copy to

the LCC/ NCO and the DI SA el enents.

C2.5.19 Establishes local witten procedures for:
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C2.5.19.1 Methods of coordination wth the DI SA, adjacent
facilities, user agencies, maintenance agencies, and commerci al
vendors. Procedures nust include tel ephone nunbers and any

significant instructions.

C2.5.19.2 Actions to be taken in the event of a contingency or
significant communications failure to include reroute plans,
reporting, and other procedures required to ensure continuity of
service. These instructions nust contain actions to take in case of
any natural (i.e., fire, flood, hurricane, etc.) or hostile (i.e.,
terrorist attack, protests, etc.) event that is probable for that
area. Instructions nust include detailed actions for securing,

transporting, or destroying classified material.

C2.5.19.3 Actions to be taken in the event of primary and/or back-up
power failures, including procedures for |oad shedding. Witten
procedures nust be included for operation of back-up power equi pnent

i f TCF/ PTF personnel are required to perform such tasks.
C2.5.19.4 (Qperation of network managenent systens such as the

Transm ssion Monitoring and Control (TRAMCON) and Digital Patch and
Access System (DPAS). Procedures should include such actions as:

C2.5.19.4.1 Access policy and password control .
C2.5.19.4.2 Actions to be taken when equi pnent alarns are received.
C2.5.19.4.3 Procedures for backing up data (tape and/or disc drives.

C2.5.19.4.4 Actions to take if the data becones corrupted.

C2.5.19.5 Verifying and testing accuracy of timng and
synchroni zati on equi pnment and signals. Refer to chapter 4 of this

circular for specific requirenents.

C2.5.19.6 (Qualification training requirenents contained in this
chapter.

C2.5.20 Sends DIl user notification letters to each user upon
activation of a new circuit, and annually thereafter. An updated

file://ITJ/OP33PUBS/310701/dc310701_c2.html (10 of 22)1/23/04 5:18:44 AM



dc310701_c2

| etter should also be sent any tinme information contained in the
| etter affects the users ability to contact appropriate personnel (i.
e., phone nunber, point of contact, etc.). Figure 2.1 is a sanple

DIl User Notification Letter. |f used, the sanple letter should be
nodi fied to include | ocal requirenents.

C2.5.21 Labels all patch bays, test boards, or other circuit access
points normally used by technical control personnel. As a m ninum

| abel i ng nust include the [ast four characters of the circuit Comrmand
Communi cations Service Designator (CCSD) and the NCS TSP restoration
priority. |If a NCS TSP is not assigned, then the letters "NA" (none
assigned) nust be entered with the CCSD to indicate that the circuit

has no assigned restoration priority.

C2.5.22 Maintains a current DI SA reference library readily accessible
to the technical controllers. A list of basic references is
contained in chapter 9 of this circular. DI SA areas may suppl enent

this list as necessary.

C2.5.23 Publishes and posts notices to technical controllers
I ncl udi ng:

C2.5.23.1 Additions, deletions, or changes in circuitry and
equi pnent .

C2.5.23.2 Special m ssions being supported.
C2.5.23.3 Special tests on circuits or equi pnent.
C2.5.23.4 Changes in operational procedures.

C2.5.23.5 Any additional information considered appropriate.

C2.5.24 Directs and nanages Hi gh Frequency (HF) radi o conmuni cati ons
systens in support of the DII. The transmtter and receiver sites

are responsible to the technical direction of the TCF.
C2.5.24.1 The TCF is responsible for:
C2.5.24.1.1 Directing frequency changes.
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C2.5.24.1.2 Coordinating use of shared frequencies.

C2.5.24.1.3 Ensuring that frequencies are used as specified in the
frequency aut horization docunents, and that they are nodul ated only

wi th aut horized signals.

C2.5.24.1.4 Monitoring antenna utilization.

C2.5.24.2 The transmtter facility is responsible to the TCF for
proper frequency use and is specifically responsible for naintaining
prescribed tol erances for frequency, nodul ation, distortion,

bandwi dt h, radi ated power, and transm ssion |evels.

C2.5.24.3 The receiver facility is responsible to the TCF for:

C2.5.24.3.1 Determning (by neasurenent) that frequencies, signal

| evel s, and signal-to-noise ratio are wthin prescribed tol erances.
Measurenents are to be nade against the receiving systems major
conponents as well as on the derived traffic signal. Wen neasuring
system conponents, the receiver facility nust give special attention
to antenna performance, receiver-generated distortion, automatic gain

control action, and injection frequency.

C2.5.24.3.2 Assisting the TCF in identification of harnful
i nterference. Any avail able high-frequency direction-finding

facilities nust be used in identifying interference or jamm ng.

C2.5.24.3.3 Reporting interference or janmng in accordance with
M | Dep regul ati ons.

C2.5.24.3.4 Monitoring incomng signals and naki ng recommendati ons
concerni ng frequency changes.

C2.5.24.3.5 Assisting in performng tests, as required.

C2.6 Functions and Responsibilities of a DIl Patch and Test Facility
(PTF). DIl PTF personnel have the sane duties and responsibilities
as DIl TCF personnel with the exception that the physical and

el ectrical capabilities of the DIl PTF may be |imted.
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C2.7 Additional Responsibilities of TCF/ PTFs. In addition to the
normal functions and responsibilities, level 4 and 5 facilities may
be designated control offices for the activation, change, or
deactivation of DIl trunks and circuits, and have primry

responsi bility for establishing and nmaintaining the end-to-end

al ignment and quality of assigned DIl trunks and circuits. These
control activities focus on | ocal equipnment capabilities and user
interface with the DII. The three types of control offices are:
Comuni cations Control Ofice (CCO, Internediate Control Ofice
(1CO, and Communi cati ons Managenent O fice (CMDJ. A CCO or CMO nust
be assigned to every DISN trunk and circuit by the DI SA All ocation
and Engi neering activity, and nust be included in the

Tel ecomruni cations Service Order (TSO. The CCO or CMO has primary
responsibility for ensuring that transm ssion facilities provide
maxi mum qual ity service to users of the DII. This requires testing
and nonitoring of paraneters, threshold violations, alarmstatus,
error rates, and other such indicators of transm ssion nedia

per f or mance.

C2.7.1 Comunications Control Ofice (CCO.

C2.7.1.1 GCeneral. A CCO exercises direct technical supervision over
assigned DIl trunks and circuits. A CCO nust have the capability to
test and nonitor the trunk or circuit, ascertain that the trunk or
circuit neets specified technical paraneters, direct necessary

adj ustments, assess operational status, and perform other such
functions required to establish and maintain high quality, user-to-
user conmmuni cations. These capabilities may be either manual or
automated. All other facilities that the trunk or circuit traverses
must respond to the technical direction of the CCO The CCOis
responsible for initially activating the trunk or circuit, accepting
| eased service on behalf of the U S. Governnent, and submtting
appropriate conpletion reports required by the TSO i ssuing

authority. The CCO is responsible for coordinating all realignnment
when necessary to maintain the end-to-end engi neered values stated in
the TSO. CCO assignnents nust be nade in accordance with the

fol |l ow ng gui del i nes:

C2.7.1.1.1 When a trunk or circuit traverses a DI TCF/ PTF, a DIl
TCF/ PTF nust be assigned as the CCO

C2.7.1.1.2 Wen a trunk or circuit does not traverse a DIl TCF/ PTF,
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but does traverse another DIl facility that has testing and
nonitoring capabilities (e.g., DSN switch, DPAS), then that DI

facility nust be assigned as the CCO

C2.7.1.1.3 When a trunk or circuit does not traverse a DI facility,
but is renotely accessible by a DIl TCF PTF or other DIl facility,

then that TCF/ PTF or facility nust be designated as the CCO

C2.7.1.1.4 Wen a trunk or circuit does not traverse a DIl facility
and cannot be renotely nonitored and tested by a DIl facility, then a

CMO nust be assigned in accordance with para C2.7.3 bel ow.

C2.7.1.2 Specific CCO responsibilities include:

C2.7.1.2.1 Coordinate the activation, deactivation, and change of
trunks and circuits with applicable DIl and non-Di|l facilities,

users, and commerci al vendors.

C2.7.1.2.2 Immediately upon receipt of a TSO, or no later than five
wor ki ng days prior to the service date prescribed in the TSO ensure
that each facility, user termnal, and commercial vendor involved

must be ready to provide the required service.

C2.7.1.2.3 Ensure the conpletion of all initial quality control
tests, direct necessary adjustnents, and ascertain that the trunk or

circuit neets the specified technical schedul e before acceptance.

C2.7.1.2.4 Prepare and submt conpletion reports for which control
responsi bility has been assi gned.

C2.7.1.2.5 Imediately advise the TSO issuing authority and al

ot her addressees on the original TSO of any conditions which m ght

af fect service activation. Such conditions would include failure to
nmeet TSO specifications, non-availability of |eased circuit segnents,
etc. Ensure service reports (i.e., delay, exception, or in-effect)

are submtted in accordance with DI SAC 310-130-1.

C2.7.1.2.6 Provide technical assistance to other facilities, users,
and commerci al vendors when they are unable to isolate degradation(s).
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C2.7.1.2.7 Imediately report all instances of unsatisfactory
response fromother facilities, users, or commercial vendors to the
LCC/ NCO, Tel econmuni cations Certification Ofice (TCO, or DI SA

whi chever i s appropriate.

C2.7.1.2.8 Establish local procedures for receiving, nonitoring, and
conpleting trunk and circuit activations as well as deactivations.

C2.7.1.2.9 Develop and distribute quality control test schedul es
with applicable facilities, users, and commercial vendors.

C2.7.1.2.10 Docunent, analyze, and maintain quality control test
data as required by this circular.

C2.7.1.2.11 Conduct trend analysis on perfornmance of assigned trunks
and circuits in accordance with chapter 6 of this circul ar.

C2.7.2 Internediate Control Ofice (ICO. |If the |ayout of a
circuit or trunk is such that the CCOis not in the best position to
test or coordinate activities with internediate facilities, another
facility may be designated as an I CO to assist the responsible CCO

| CO assignnents are nornmally only made on circuits traversing | ong
di stances (e.g., one DI SA area to another). 1CGOs nust be desi gnated
in the segnent portion of the TSO  Tenporary |ICGCs nmay be desi gnated
by the appropriate TSO issuing authority for the specific purpose of
conpl eti ng TSO change actions. |1COs are responsible to the CCO for

operational direction.

C2.7.3 Comuni cations Managenent O fice (CMJ)). A CMOis a facility
or office that is assigned admnistrative responsibility for DI
trunks and circuits when it is not possible to assign a DIl facility
as the CCO The CMO serves as the focal point for day-to-day

noni toring of service performance, accepts service on behalf of the U.
S. CGovernnment, and submts applicable reports in accordance with

DI SAC 310-130-1. The CMO is responsible for the sane basic functions
as a CCOw th the exception of actual nonitoring, testing, and

troubl eshooting. |If any formof nonitoring and testing capabilities
do exist, the CMO nust make every effort to assist when necessary.
CMO assi gnnents nust be nade in accordance with the foll ow ng

gui del i nes:
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C2.7.3.1 Wen the trunk or circuit traverses, or is nonitored by a
non-DIl facility operated by a M| Dep O&M that has capabilities
simlar to a CCO then the non-DI|l facility should be designated as

t he CMO.

C2.7.3.2 Wen a CCO cannot be assigned to a | P Router Networks
circuit, the Node Site Coordi nator (NSC) should be assigned as the

CMO.

C2.7.3.3 Wen a trunk or circuit does not traverse, and cannot be
nonitored by a DIl or non-DIl facility, then sone office or activity
associ ated with the using agency of the trunk or circuit should be

assi gned CMO.

C2.8 Operational Control of Mintenance Support. The conplex nature
of the DIl requires extensive coordination between the TCF/ PTF and
mai nt enance support elenents to achi eve nmaxi num effici ency of

transm ssion systens. The TCF/ PTF nust nmintain operational control
over all equipnment supporting the DI operations at all tines and
wi Il have final authority for determ ning the operational acceptance
of all equipnment after nmintenance, alignnent, or repair; for

approval of on-line maintenance; and for approval to renove

operati onal equi prent fromservice. The TCF/ PTF is responsible for

the foll ow ng actions:

C2.8.1 Determning the priority of naintenance on all equi pnent
supporting DIl operations.

C2.8.2 Ensuring corrective maintenance is perforned in the order
dictated by the National Communi cations Systen Tel ecomruni cati ons
Service Priority (NCS/ TSP) systemof the trunks or circuits that are

degr aded.

C2.8.3 Ensuring mai ntenance schedul es are coordinated with the TCF/
PTF and that TCF/ PTF personnel are aware of maintenance actions
affecting DIl operations.

C2.8.4 Coordinating mai ntenance actions wth other DI facilities
when those facilities are affected.

C2.8.5 Perform ng appropriate quality control tests when equi pnent
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I's returned from nmai nt enance, before putting it back into operation.

C2.8.6 Ensuring mai ntenance technicians obtain approval fromthe TCF/
PTF shift supervisor before any equi pnent in support of the DIl is
taken off-line for nmai ntenance, or before any on-line maintenance is
performed. Diversity equipnent is not authorized to be taken off-
line, nor is any type of disruptive naintenance action all owed,

during peak traffic hours w thout approval of the LCC NCO  Peak

traffic hours are established by each DI SA RCC.

C2.8.7 Ensuring strapping, pinning, and programm ng options on
installed DIl equipnent and cards is docunented and avail abl e.

Mai nt enance activities wll normally have this information. However,
| f TCF/ PTF personnel are responsible for replacing cards, they nust
have the necessary information available to ensure the cards are
properly configured if replacenent becones necessary. This

i nformation is especially critical for TDM and data transm ssi on

equi pnrent that have specific protocols and interfaces.

C2.9 Technical Controller Skills and Knowl edge. Technical control
personnel nmust know, understand, and be able to apply the foll ow ng
concepts, theories, and tasks. This list is not all inclusive, and

nmust be suppl enented according to |ocal requirenents.

C2.9.1 Basic telecomunications principles, protocols (7-1ayer OCSI
nmodel ), term nol ogy, and concepts.

C2.9.2 Electrical and electronic fundanentals to include theory and
operation of solid state devices, and other circuit el enents of

communi cati ons equi pnent.

C2.9.3 Principles, theory, and characteristics of transm ssion nedi a
i ncl uding m crowave, satellite, tropospheric scatter, high frequency,

and netallic and fiber cabl es.

C2.9.4 Hi gh Frequency (HF) radi o conmuni cati ons systens propagation
charts, forecast data, and sounding techni ques.

C2.9.5 Principles and application of analog (e.g., channel, group,

supergroup) and digital (e.g., DS-0, DS-1, DS-3) nultiplex equipnents
and transm ssion nedia. Be able to test signals through the |ocal
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mul ti pl ex equi pnment, and determne if signals neet specifications.

C2.9.6 Principles and applications of Local Area Networks (LAN s),
Wde Area Networks (WAN s), Fiber Distributed Data Interface (FDDI),

Integrated Services Digital Network (1SDN), and packet sw tching.

C2.9.7 Principles and applications of digital timng and
synchroni zati on.

C2.9.8 (Qperate a personal conputer and use operating system conmands
and application software prograns such as database nmanagenent

systens, word processing, graphics, etc.

C2.9.9 Be able to use |local on-site conputer term nal (s) for
adm nistrative or network specific functions such as TRAMCON, DPAS,

DSN MAP, Networ k Managenent, etc.

C2.9.10 Fundanentals of transm ssion nonitoring and control term nal
equi pnmrent (i.e., TRAMCON, DPAS, etc.).

C2.9.11 Common noi se power neasurenents (e.g. dB, dBm dBnD, dBnC,
dBnCO, dBr, dBrn, dBrnO, dBrnCO, dBW, and be able to convert from

one to anot her.

C2.9.12 Function and application of electronic hand tools.

C2.9.13 D agnose, renove, and replace circuit boards such as
anplifiers, pads, equalizers, bridges, channel cards, etc.

C2.9.14 Principles and applications of various types of test devices
such as dB/volt/anp neters, oscilloscopes, signal generators,
frequency counters, noise neters, delay equalizers, inpulse noise
sets, bit error rate testers, protocol analyzers, distortion

anal yzers, etc., and be able to interpret neasurenent data.

C2.9.15 Principles and application of conditioning and signaling
equi pnent .

C2.9.16 Patch panel and cross-connect (manual and el ectronic)
princi pl es.
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C2.9.17 DIl connectivity and avail able reroutes associated with the
| ocal facility. Be proficient at rerouting trunks and circuits.

C2.9.18 Read and interpret equipnent and patch panel schematic
di agrans, and circuit |ayout records.

C2.9.19 |Isolate causes of interference and recogni ze various types
of circuit troubles.

C2.9.20 Determne orderwire capabilities and be able to conmuni cate
Wi th connected facilities.

C2.9.21 Understand and foll ow procedures and requi renents for
subm ssion of DIl reports.

C2.9.22 Performaquality control test nmeasurenents and anal yze
results.

C2.9.23 Initiate telecommunications Request for Service (RFS),
revi ew Tel econmuni cati ons Service Requests (TSRs), and act upon

Tel ecommuni cations Service Orders (TSO s).
C2.9.24 Understand M| Dep supply procedures.

C2.10 Facility Qualification Training.

C2.10.1 On-the-job training is necessary to reinforce the

t heoretical know edge attained fromtechnical training schools, to
enabl e i nexperi enced personnel to becone proficient wwth specific
equi pnment installed at that facility, and to ensure experienced
technical controllers remain proficient. Each DI TCF/ PTF nust
devel op witten instructions that outline facility qualification
requi renents. As a mninumthese requirenents nust address all those
itens fromthe above paragraph C2.9 that are applicable to the | ocal

facility.

C2.10.2 In addition to the normal training requirenents, supervisory
personnel are required to neet specific technical qualifications in
order to manage DIl facilities. The follow ng guidelines nust be

f ol | owed:
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C2.10.2.1 A TCF shift supervisor nust be a facility-qualified
technical controller, and nust denonstrate sound technical
qualifications, judgnent, initiative, and notivation essential to

mai nt ai ni ng operational control of the TCF and subordinate facilities.

C2.10.2.2 A TCF Superintendent, Chief, NCOC, etc., nust be

knowl edgeabl e and have experience in all aspects of technical
control. He/she nust be able to provide technical advice and

assi stance, and be able to nmake sound techni cal decisions regarding
overal |l operational capabilities of the TCF and subordi nate
facilities. He/she nust denonstrate all the qualities necessary to

mai nt ai ni ng operational control of all resources allocated to the TCF.

C2.11 Famliarization and Coordination Visits. All assigned
technical controllers should nmake famliarization visits to connected
facilities, renote transmtter and receiver sites, radio relay sites,
and high volune users that are collocated wwth the DIl station.
ldeally this would be part of an individual's facility qualification
requi renments. The TCF Chief, and other nenbers of the TCF staff,
must nmake an effort to visit each major user and adjacent Dl
facilities at |least annually. The objective of these visits is to
achi eve good operating rel ationshi ps between personnel of each
facility and an understandi ng of each other's capabilities and

probl ens. These visits can often be nmade when operati onal

requirenments dictate the need for a visit.

C2.12 Responsibilities of DIl Users. Just as the servicing TCF PTF
has a responsibility to each user, each user has a responsibility to
the servicing TCF/ PTF. Basic responsibilities are outlined in Figure

2.1 of this circular. Al users of the DIl nust cooperate with their

servicing TCF/ PTF to ensure high quality and reliable service. The
servicing TCF/ PTF is the critical interface point between the user
termnal and the DIl transm ssion nedia. Restoration of service
during degradations may be delayed if sufficient coordination and

I nformation is not provided. Specific responsibilities include:

C2.12.1 Imediately reporting service interruptions directly to the
servi cing TCF PTF.

C2.12.2 Providing continual coordination with the servicing TCFH PTF
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until service has been restored and accepted by the user.

C2.12.3 Cooperating with the servicing TCF/ PTF in the performnce of
circuit quality checks. A circuit is not considered restored until
service is extended fromuser termnal to user termnal and circuit
condi tioning neet the standards prescribed in D SAC 300-175-9, DIl
Oper ati on- Mai nt enance El ectrical Performance Standards. \Were
facilities cannot neet prescribed standards due to inherent or design
characteristics, they shall be brought up to the best obtainable
quality and, in any case, nust be capable of providing the required

servi ce.

C2.12.4 Coordinating with DIl TCF/ PTF personnel prior to perform ng
any equi pnent changes, nai ntenance, troubl eshooting, or any other

actions that may affect the quality or continuity of service.

C2.12.5 Contacting the distant end user when requested to rel ease a
circuit(s) for a schedul ed downtinme, and obtaining their concurrence.

C2.12.6 (otaining concurrence from hi gher headquarters for circuit
rel eases when necessary.

C2.12.7 Releasing the circuit(s) to the servicing TCF PTF.

C2.12.8 Initiating a Request For Service (RFS) to the appropriate
Tel ecomruni cations Certification Oficer (TCO prior to naking any
equi prent or configuration change(s) to service. This includes such
t hi ngs as changing term nal equipnment, transm ssion speed, user

| ocation, etc. |If approved, DISA will issue a Tel ecommuni cations

Service Order (TSO authorizing the change(s).

Cont i nue to:
CHAPTER 3. DIl TERRESTRI AL TRANSM SSI ON AND NETWORK CONTROL

Ret urn to:
Basic Crcul ar

Tabl e of Contents
Publ i cation Listing
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CHAPTER 3. DI I TERRESTRI AL TRANSM SSI ON NETWORK CONTRCL

C3.1 GCeneral. The DIl terrestrial transm ssion nedia is a hybrid of
anal og and digital technol ogies that will continue to evolve to a
nostly digital environnent during the 1990's. Automated nonitoring
of equi pnment and signal performance wll becone the nornmal node of
operation using intelligent Network El ements (NEs). NEs are
considered to be any type of line or path term nating equi pnent where
automat ed nonitoring may be acconplished. Common types of NEs used

t hroughout the DIl include such equi pnent as TRANSM SSI ON Moni tori ng
and CONtrol (TRAMCON), ACORN, Digital Patch and Access System (DPAS),
Defense Switched Network (DSN) digital tel ephone sw tching equi pnent,
smart multiplexers, etc. As the DIl continues mgrating towards a
digital environnent, and the Defense Information System Network (DII)
evol ves, the data fromthese NEs will be renoted to network
managenent centers as shown in Figure 3.1. Wile this chapter cannot

address all types of NE equipnent, it does provide procedures for two
common NEs used in the DI, TRAMCON and DPAS. Procedures for other
NEs nust be developed in order to maintain operational control over
all DIl assets. DISA program nmanagers are responsi ble for ensuring
overall procedures are devel oped when DI SA prograns are fi el ded.
Dependi ng on the conplexity of the system network, DIl facilities may
be required to supplenent the overall procedures for exercising |ower

| evel control.

C3.2 Bulk Encryption. The purpose of bulk encryption of DIl |inks
and trunks is to protect, during transm ssion, unclassified
information that is related to national security. Bulk encryption of
DIl transm ssion links is required in accordance wth Departnent of
Def ense directives and DI SAC 330-115-1. Bul k encryption nust be

I ncl uded as part of each M| Dep's O%M operati ons security (OPSEC),
communi cati ons security (COMSEC), and inspection prograns for those
DIl facilities that are responsible for providing bulk encryption.
Conpliance with these requirenents, and the bel ow procedures, wll be
revi ewed during DI SA Performance Evaluations. |If a bulk encryption
device fails, imedi ate action nust be taken to restore service to
all circuits traversing that |ink. Restoral can be acconplished in

t hree ways:

C3.2.1 Switching to spare encryption devices when avail abl e.

C3.2.2 Rerouting circuits in accordance with DI SA area or | ocal
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restoral plans to a systemw th active bulk encryption. D SA
restoral plans nust be initiated by the DI SA GOSC, RCC, or RCC

C3.2.3 Tenporarily bypassing the encryption device in accordance
with the foll ow ng. Footnote 1.

C3.2.3.1 Bulk encryption bypasses should not be perforned unless it
Is verified that the bul k encryption device is defective.

C3.2.3.2 Bypassing bulk encryption devices on a DIl link or trunk is
aut hori zed only for the mninumtine required to isolate and repl ace
or repair a defective conponent in the system As soon as the bulk

encryption device is operable, the bypass nust be renoved.

C3.2.3.3 Al bypasses of bul k encryption devices on governnent
owned, or |eased links or trunks, nust be reported to the LCC as soon

as practical. The LCC nust determne if any further action is
necessary including notifying the appropriate DISA GOSC/ RCC. If it
Is anticipated that the bypass wll be necessary for an extended

ampunt of tinme (i.e., parts on order, etc.), rerouting of sensitive
circuits to a protected path should be considered. This type action
may be necessary in accordance wth paragraph C3.2.3.4 below. The

TCF/ PTF i npl enenting the bypass nust notify the LCC upon restoral of

t he bul k encryption device.

C3.2.3.4 The DI SA GOSC/ RCC or LCC may (at their discretion) require
| mredi ate reporting of bulk encryption bypasses. This action is
normal ly required when critical m ssions or increased tensions occur

within a specific theater.

C3.3 Transm ssion Mnitoring and Control (TRAMCON). TRAMCON was
devel oped to support the DI digital transm ssion nedia. The main
pur pose of TRAMCON is to provide automated fault alarmreporting and
performance nonitoring data for the radio and nultiplex equi pnments

| ocated at a local or renoted facility. 1t also provides the system
operator the capability to substitute equi pnent and to performfault
| sol ati on of conponents. TRAMCON consists of the master units that
perform data anal ysis and di splay generation, and renote units that
interface with the communi cati ons system provi ding data back to the
master. The TRAMCON Master Termnal (TMI) automatically transmts
polling signals to the renote units requesting updated status
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I nformati on on equi pnent alarns at those | ocations. Al though several
facilities in a given segnent nay be configured to act as TMIs, only
one facility can be in the TMI configuration at any given tine. Due
to the need for close coordination anong all facilities, one facility
I n each TRAMCON segnent will be assigned as the primary TMI

responsi bl e for that segnent.

C3.3.1 Definitions.

C3.3.1.1 TRAMCON Master Term nal (TMI). The equi pnment, software,
personnel, and procedures that nmake up the control el enent of the

TRAMCON.

C3.3.1.2 Primary TMI. The TMI on a segnent that has been assigned
responsibilities for that segnent. This TMI has nonitoring (polling)
and system control responsibilities until those responsibilities have

been handed off to an alternate TM.

C3.3.1.3 Alternate TMI. Alternate TMI | ocation(s) that have been
desi gnated responsibility as back-up to the Primary TMI on a specific
segnent. Alternate TMIs have nonitoring capability at all tinmes but
not systemcontrol until it is handed off by the primry TMI.

Segnents may have nore than one alternate.

C3.3.1.4 WMaster Mdde. The particular node that the TMI havi ng
nonitoring and systemcontrol is in. Either the primary or alternate

TMI' can be nmaster, but only one at a tine.
C3.3.1.5 Slave Mbde. The particular node that the TMI having only

nonitoring capability is in. Al TMIs are in the slave node except
for the one TMI in master node.

C3.3.1.6 Polling TMI. The TMI polling and controlling the segnent.

C3.3.1.7 Monitor TMI. The TMI or set of TMIs on a segnent operating
I n the nonitor node.

C3.3.1.8 Handoff. The process of exchanging the control of the
pol ling function fromone TMI to anot her.
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C3.3.1.9 Sinmultaneous Polling. The node of operation where nore
than one TMI is performng polling node on a segnent. Sinultaneous
pol Iing should only occur when there is a | oss of connectivity

bet ween TMI's and separate TMIs are polling individual segnents.

C3.3.2 Procedures and Responsibilities.

C3.3.2.1 The DI SA area nust designate one facility in each segnent
as the primary TMI and one or nore facility as alternate TMI. TCFs

are normally assigned primary and alternate TMI responsibilities.

C3.3.2.2 The primary TMI facility for the nonitored segnent(s) is
responsi bl e for devel opi ng overall TRAMCON system operation and
restoral procedures for all facilities having TRAMCON capability
within their segnent. The primary TMI nust distribute those
procedures to other TRAMCON facilities wwthin their segnent, to LCCs
responsi bl e for those geographical areas, and to the DI SA area

transm ssi on di vi sion.

C3.3.2.3 The DIl facility performng primary or alternate TMI
functions must be manned on a 24 hour basis. The TMI control
termnal nust be located in an area where it can be observed at al

tinmes.

C3.3.2.4 The primary TMI nust be fully aware of which facility is
operating in the master node if it is not the master. [In any given
system configuration enploying two or nore TMIs, only one term nal
wi Il have full nonitoring and control capability. Two or nore
TRAMCON term nals operating in a naster node wll cause the systemto

mal f uncti on.

C3.3.2.5 The primary TMI nust schedul e tines of periodic transfer
(rotational schedule) of control to the alternate TMIs, handoff and
si mul taneous polling procedures. This wll ensure that operational
training and experience are afforded to all TRAMCON system
operators. However, the primary master station may assune control of
the systemat any tine. The schedule nust be included in the

procedures required by paragraph C3.3.2.2 of this chapter.

C3.3.2.6 The primary TMI nust be assi gned as Communi cati ons Contr ol
Ofice (CCO for the TRAMCON pol ling channel, inter-processor
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communi cations (I PC) channel, and renote display term nal (RDT)
channel. The primary TMI, as CCO, nust ensure quality control
testing is conducted in accordance with the assi gned paraneter code.
These channel s are not exenpted from QC requirenents contained in

chapter 6 of this circul ar.

C3.3.2.7 The polling TRAMCON nmaster term nal (TMI) nust nonitor and
anal yze the status of the nonitored segnents at all tines using the
entire capability of the TRAMCON system Refer to chapter 6 for

networ k el enment performance nonitoring requirenents.

C3.3.2.8 A hazardous condition (HAZCON) nust be opened when the
master TMI' cannot be backed up 100 percent by an alternate TM.

C3.3.2.9 TMI facilities nmust utilize the full capability of the
TRAMCON termnal to isolate faults and restore degraded services.
Notification nust be nmade to appropriate control facilities
responsi ble for O&M at | ocations found or suspected to have faulty
equi pnent. Many unnmanned sites nmay now be nonitored and controll ed
by a TMI from anot her O&M agency. Although an unmanned site may fal
under the O&M cogni zance of one particul ar service, energency
restoral actions nmay better be effected by organizational personnel
of a different service. Specific procedures between inter-service
O&M manager s nust be coordi nated, especially when energency

mai nt enance i s necessary. These procedures nmay be included in the
procedures required by paragraph C3.3.2.2 of this chapter or may be
I ncluded in a separate nenorandum of understanding (MOU) or inter-

service support agreenent.

C3.3.2.10 The nmaster TMI nust imedi ately notify the responsi ble O&M
agency anytinme a site's equipnent is reconfigured and, if necessary,
request energency nmai ntenance when faulty transm ssion or nultiplex

equi pnment is discovered at a site.

C3.3.2.11 In the event of a total system outage, the TMI may be
capable of determining the failed link, and restoring it. However,
If the fault lies beyond the capability of the master termnal to
effect restoral, a TRAMCON sl ave nust be brought on-line in the

mast er node and effect the necessary restoral action.

C3.3.2.12 The TMI is responsi ble for inplenenting bulk encryption
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key changeovers. The changeover nust be coordinated with all
i nvolved facilities and with the appropriate LCC.

C3.3.2.13 At the beginning of each shift the off-going supervisor
must provide the on-com ng supervisor a conplete status briefing for
t he nonitored segnent. The on-com ng supervisor nust then | og onto
the TMI and exam ne the current perfornmance of the nonitored segnent
(s). Particular attention nust be given to unmanned facilities on

the segnent. At a mninum the on-com ng supervisor nust:

C3.3.2.13.1 Examne all station status and al arm di splays for the
segnent nonitored by the TMI upon assum ng the shift, and at | east

every two hours thereafter.

C3.3.2.13.2 Examne all current |ink paraneter displays for the
segnent nonitored by the TMI.

C3.3.2.13.3 Notify other TMI operators on the nonitored segnent of
any conditions which may indicate potential problens during the

comng shift (e.qg., fading, nmultiplex refrane attenpts, etc.).

C3.3.2.14 In the event of a station, line, or mssion bit stream
failure, the master TMI nust immedi ately attenpt to restore service

by:

C3.3.2.14.1 Coordinating with the affected manned facility and
assisting in overall systemfault isolation.

C3.3.2.14.2 Switching to back-up or secondary equi pnent if the
affected manned facility cannot be contact ed.

C3.3.2.15 The master TMI will not normally sw tch equi pnent at other
facilities wthout coordinating with the affected facility unless it
I's an unmanned site. However, the master TMI is authorized to swtch
equi prment without prior approval fromthe affected site when
conditions warrant, but the affected facility nust be notified as

soon as tine permts.

C3.3.2.16 The master TMI nust ensure that the appropriate LCC is kept
abreast of all conditions affecting overall DIl systens and that
appropriate reports are initiated. |If the master TMI is not a TCF,
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then the master TMI nust also notify the local TCF. |If neither the
| ocal TCF nor LCC can be contacted, notify the appropriate D SA GOSC/

RCC of any facility, link, or mssion bit stream outages.

C3.3.2.17 \Wen control is transferred between the prinmary and
alternate TMIs, or control of the systemis split, all nonitored

facilities nmust be notified of which TMI has naster control.

C3.3.2.18 Wien master control is transferred, the current status of
mai nt enance actions in progress nust be reported to the new master

facility.

C3.3.2.19 Station personnel nust notify the master TMI prior to
begi nni ng any preventive maintenance, or other action, which could

result in a HAZCON.

C3.3.2.20 Normal Polling Handoff Procedure.

C3.3.2.20.1 Operators at the master TMI nust contact operators at
the other TMI on the segnent and establish a tine for the handoff of
the polling function. The master TMI nust control all handoff

procedur es.

C3.3.2.20.2 The master TMI relinquishing the polling function nust
first swtch to the nonitor node. The TMI assum ng the polling
function nmust then switch fromthe nonitor node to the master
(polling) node. Al other TMIs in the segnent nust remain in the

nmoni t or node.

C3.3.2.21 Sinultaneous Polling.

C3.3.2.21.1 Sinultaneous polling is not a nornmal node of operation.
Use sinultaneous polling only in extrenme circunstances. |If not

entered carefully, this node of operation has a high probability of
mutilating real-tine status and alarmdata fromthe renote units by

nmessage collision. No harmor damage will occur to system conponents,
but data will | ose synchronization. The possibility also exists that
nmessage collision will cause unwanted switching of equi pnment.

C3.3.2.21.2 Sinultaneous polling of a segnent w thout nessage
collision can only occur if the polling channel is segnented in both
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the transmt and receive directions. This segnentation of the polling
channel has the result of isolating one or nore of the renote units
fromthe polling master. The segnentation also isolates the

remai ning renote units fromthe nonitor master.

C3.4 Digital Patch and Access System (DPAS) Procedures. DPAS is an
el ectroni c cross-connect system consisting of an AT&T Digital Access
Cross- Connect System (DACS) with an Enhanced DPAS Control Term nal
(EDCT) for use within the DII. DPAS, configured with AT&T's DACS |1,
wi |l cross-connect DS-0 (64 Kbps) circuits at DS-1 (1.544 Mps) and
DS- 1E (2.048 NMops) rates. DPAS, configured wwth AT&T's DACS |11,
provi des cross-connections at the DS-3 (44.736 Mips) rate. DPAS was
enployed in the early 1990's to provide an efficient nethod of
routing trunks and circuits through the DI, and to provide a nethod
of rapid restoral. DPAS is also capable of being renpted to other
DPAS | ocations, thereby reducing the nunber of personnel required at
the renoted | ocation. Basic procedures regarding trunk and circuit
responsibilities, as stated el sewhere in this Grcular, remain the
sane. The TCF, however, has additional responsibilities to nmanage,
control, and maintain DPAS resources. When DPAS sites are renoted to
a main DPAS facility the main DPAS facility assunes al
responsibilities for the renoted DPAS site, including CCO
responsibilities. DIl TCFs are responsible for the foll ow ng

functions, including renoted DPAS sites:

C3.4.1 The DIl TCF responsible for DPAS control nust be manned on a
24 hour basis. The Enhanced DPAS Control Term nal (EDCT) nust be

| ocated in an area where it can be observed at all tines.

C3.4.2 Perform equi pnment provisioning in response to operational
requirenments.

C3.4.3 Performtrunk and circuit provisioning as required by TSO or
verbal requests from TSO i ssuing authorities. When provisioning a
digroup or circuit, all fields in the DCT provisioning database nust

be conpl eted. The designhated CCO or CMO nust be included in renmarks.

C3.4.4 Create, nane, edit, and execute restoration plans as required.
Restoration plans nust be created for each of the applicable DI SA
area restoral plan(s), and nust be executed in accordance wth the

appropriate DI SA area procedure.
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C3.4.5 Set facility performance nonitoring thresholds for each

di group in accordance wth DI SAC 300-175-9. |f specifications are not
establi shed, then DPAS default values nust be used. |f unique

t ransm ssi on equi pnment characteristics (e.g., tropo, satellite)
cannot neet the default values, O&M s may request approval fromthe
DI SA transm ssion branch to use other threshol ds based on docunented
test and evaluation data. Thresholds may be changed tenporarily for
mai nt enance or troubl eshooting alarmconditions. Any changes to

t hreshol ds nust be docunented in the nmaster station log (MSL). The
paraneter counter should be cleared (set to O, INT-REG on in-service
Net wor k Processing Circuits (NPC) before changing the threshold to

avoi d the generation of fal se al arns.

C3.4.6 Attend to performance nonitoring threshold alarns in a tinely
manner. Refer to the digital in-service performnce nonitoring

requi rements contained in chapter 6 of this circular.

C3.4.7 Attend to alarmconditions. The alarmlog nust be verified
every two hours to determne if any new al arns have occurred, and to
verify the status of any previous alarmconditions. Al alarns nust
be cleared as soon as possible to avoid double contingency conditions
and to maintain quality service. Critical and major equi pnent al arns
must be given priority over all other alarnms, and nust be reported to

the LCC as soon as possible.

C3.4.8 Print and attend to aut ononous al arm nessages. Aut ononous
nmessages do not remain on the DCT screen display and nay be m ssed if
they are not printed out. These nessages nmay contain significant

I nformation for troubl eshooting faults.

C3.4.9 Establish Test Access D group (TAD) positions for testing DS-
O circuits. TADs nust be extended to a patch panel appearance and be
clearly | abel ed. TADs nust be configured to allow signal flow through

the test position when working in the test access nonitor node.

C3.4.10 Establish input command priorities to limt access to DPAS
commands in order to maintain control and security of the DII. Q&M s
must determ ne access limtations at each DPAS | ocation. GCenerally,
the system adm ni strator should be the only individual authorized
full access to all commands, especially equipnment and circuit
provi si oni ng conmands. Speci al procedures should be established to
authorize limted access or tenporary provisioning access, when
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required, at renoted | ocations.

C3.4.11 Performthe follow ng preventive nmai ntenance routines as
recomended in the AT&T Digital Access and Cross-Connect System
(DACS) Il CGeneric 2 Operation and Mii ntenance Manual. The routines
must be perforned prior to 2400Z each day and should be perforned in

the order |i sted.

C3.4.11.1 ROUTINE #1, Presently Equi pped Entity. Provides a print
out of the present configuration of the DACS frame for review

C3.4.11.2 ROUTINE #2, Frame History. Provides a history of frane
events. As a mnimumthe history file should be reviewed for the

| ast 24 hours for any diagnostic detect (DGNDET) nessages.

C3.4.11.3 ROUTINE #3, Franme Alarm Provides frane al armreport
I ndi cating the sources of all alarns currently on the DACS frane.
Each al arm nust be verified and corrective actions initiated to clear

the alarmif these actions have not already been initiated.

C3.4.11.4 ROUTINE #4, CQut-of-service, Failed and Pested Al arns.
Checks all alarns on the entire frane such as out-of-service, fail ed,

and pested conponents. Footnote 2.

C3.4.11.5 ROUTI NE #5, Synchronizer Status. Verify that the node
fields for both sides are nornmal, that the source status fields are
MATE, TLI or TLI, MATE and the active link status fields indicate 10, --

or --,10.

C3.4.11.6 ROUTINE #6, Facility Paraneters. Facility paraneters
report the performance of each Facility Term nating Module (FTM.
The facility paraneter report nust be obtai ned each day prior to
2400Z as the cunul ative values are reset at 2400Z. The facility
paraneter report may be tailored by each DIl facility to filter out
non-significant data. Each report nust be reviewed for any non-zero
counts. Corrective actions should be taken to correct any abnor nal

conditions. The facility paranmeter reports nust be kept for 7 days.

C3.4.11.7 ROUTINE #7, Cross-Connect Network (CCN) side O. Checks
and exercises the status register of CCN side O.
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C3.4.11.8 ROUTI NE #8, CCN side 1. Checks and exerci ses the status
regi ster of CCN side 1.

C3.4.11.9 ROUTINE #9, Back-up DCT dat abase.

C3.4.11.9.1 Ensure the consistency between the DCT and DACS frane
using the DCT verification function. All inconsistencies nust be

corrected at the earliest opportunity.

C3.4.11.9.2 The DCT database nust be backed up daily using back-up
di sks. Two sets of back-up di sks nust be maintained. Each set nust

be marked and al ternated every ot her day.

C3.4.11.10 ROUTI NE #10, Back-up DACS frane dat abase.

C3.4.11.10.1 The volatile nenory in the DACS RAM nust be backed up

daily to a secondary magnetic tape back-up device. At sites that are
renoted froma DCT, the magnetic tape nust be left in the DACS frane
in order for the DCT to acconplish back-ups. The DACS frane back-up
procedure takes approximately 20 m nutes. A MSL entry nust be nade to

I ndi cate conpl etion of the back-up and which tape was backed- up.

C3.4.11.10.2 Before starting the back-up procedure, the DACS frane
shoul d be brought as close as possible to its "baseline" state by

cl earing as many outstandi ng troubles and al arns as possible. Use of
schedul ed (automatic) back-up is not recomended as al arns may be
present and cause contam nated back-up copies. Wth manual back-up

t he DPAS operator has nore control over the state of the frame prior

to the back-up than in the automatic node.

C3.4.11.10.3 Each DPAS facility nmust maintain two back-up nagnetic
tapes. Each tape nust be individually marked and al ternated every
ot her day. The nmagnetic tape at unmanned renoted sites nust be

alternated, as a mninmum each tinme O%M personnel visit the site.
C3.4.11.10.4 Do not back-up tapes during peak traffic conditions or
ot her sensitive tinme periods such as crypto changeovers, restoral

pl an i npl enent ati ons, etc.

C3.4.12 Establish witten instructions to provide clear and conci se
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oper ati onal guidance for the DPAS. As a mninmum instructions nust
contain the foll ow ng:

C3.4.12.1 Appointnent of a system adm nistrator and desi gnation of
the system adm nistrator responsibilities.

C3.4.12.2 DCT access policy and password security.

C3.4.12.3 Procedures for troubl eshooting and restoring equi pnent,
di groups, and circuits.

C3.4.12.4 Procedures for daily magnetic tape back-up, and actions to
take if the hard disc becones corrupted. Procedures nust include all

renot ed DPASs.
C3.4.12.5 Procedures for using the TAD.

C3.4.12.6 Specific actions to take for alarm conditions.

C3.4.13 Develop training plans for operation of the DCT/ DPAS
equi pnent. Personnel responsible for operating the DCT/ DPAS
equi pnent nust be fully trained and conpetent on DCT/ DPAS operati ons

and procedures prior to being given password access.

Conti nue to:
CHAPTER 4. DIl TI M NG AND SYNCHRONI ZATI ON ( T&S)

Return to:
Basic Crcul ar

Tabl e of Contents
Publ i cati on Listing
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CHAPTER 4. TI M NG AND SYNCHRONI ZATI ON ( T&S)

C4.1 General. Timng and synchronization (T&S) is considered an

I ntegral conponent to any digital transm ssion system Achieving bit
and tinme slot synchroni zati on between transmtting sources and

recei ving devices is conplex. Network synchronization is maintained
by a system of clocks and transm ssion facilities (used to distribute
timng information). The digital DIl systens and networks such as
the DIl digital terrestrial transm ssion system the Digital Patch
and Access System (DPAS), the Defense Satellite Comuni cations System
(DSCS), the Defense Switched Network (DSN), the | P Router Networks,
and the Data Transm ssion Network (DTN) utilizing Low Speed Tine
Division Multiplexers (LSTDM all require precise synchronization.

In order to understand T&S networks, it is first necessary to

understand how T&S i s derived and di stri but ed.

C4.2 Long Range Aid to Navigation (LORAN) C. The LORAN C will be the
Dl Primary Reference Standard (PRS) clock source until all necessary
equi pnment is installed at DIl facilities to obtain timng signals
fromthe dobal Positioning System (GPS). For terrestrial nodes

coll ocated with DSCS sites, existing OSCS cesi um beam standards can
be used as an alternate reference for the Master Station C ock.

LORAN C was selected primarily because of its off-the-shelf

avai lability, conpatibility with existing clocks, and proven
performance. LORAN Cis a pulsed, |ow frequency, radi o navigational
system operated worldwde. Al LORAN Ctransmtting stations are
equi pped w th cesi um beam frequency standards. Synchroni zati on anong
t hese standards is naintained by nonitoring and updati ng each
standard in conparison to the Universal Coordinated Tinme (UCT).

Typi cal frequency accuracy of 1 part 1012 is easily reached. This
type of performance is not attainable fromindependent free running

atom c cl ocks.

C4.3 Station Cock. The station clock consists of the LORAN C
receiver, the frequency nultiplier, and dual oscillators. Refer to

Figure 4.1.

C4.3.1 LORAN C Receiver. The LORAN C receiver provides automatic
acqui sition and tracking of the selected LORAN C signal. This signal
may be used as a reference agai nst other frequency standards for
conparison. The receiver will automatically acquire the operator

sel ected LORAN C station, acquire the signal, and go into the

file:///T)/OP33PUBS/310701/dc310701_c4.html (1 of 10)1/23/04 5:19:37 AM



dc310701_c4

tracking node. The receiver will continue to track the incom ng

signal unless it fades beyond the sensitivity of the receiver or the
operator manually halts the tracking process. |In the event that the
signal is lost, the receiver will automatically try to reacquire the

sel ected station or find a secondary signal.

C4.3.1.1 Receiver Qutput. Using the LORAN C ground wave, the LORAN
C receiver (Austron 2100F) provides a 1 MHz signal output that tracks
the long termaccuracy of the LORAN C signal. The 1 MHz signal is
phase | ocked to the received LORAN C signal. The 1 MHz reference

out put has typical accuracies of at least 1 part in 1011 in one hour,
and 1 part in 1012 in one day, maintained in respect to the received
signal. The accuracy and stability of the frequency reference is a
function of not only the cesium standard at the transmtter, but also
t he propagati on effects over the distance traversed, the received

noi se level, the receiver tinme constant, and the oscillators' tine

constants.

C4.3.1.2 Redundancy. To satisfy performance objectives for timng
avai l ability, clock accuracy, clock stability, timng slips, and
buffer lengths, the station clock provides redundancy in the form of
two precision oscillators to conpensate for any |oss of LORAN C due
to equi pnent failure or signal loss. The station clock may be
configured to accept the external reference, such as a DSCS cesium

beam st andard when avai |l abl e.

C4.3.2 Frequency Miultiplier. The frequency nmultiplier provides the
functions of frequency synthesis, distribution, manual sel ection and
failure node operation. The frequency nultiplier also provides all

t he necessary interfaces within the station clock, to include the
LORAN C receiver, the external source, the primary and backup

oscillators, and the distribution anplifier.

C4.3.2.1 Redundancy. |If the primary reference fails, the frequency
multiplier wll automatically swtch to the alternate reference
(cesium beam if available. The frequency multiplier wll then
continue to operate using the alternate reference until it is
manually reset. If both the primary and the alternate references
fail, all reference input signals to the oscillators wll stop, and
the oscillators wll operate unl ocked.

C4.3.2.2 COperation. The frequency nmultiplier provides each
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oscillator with a 1 Whz signal. The frequency nultiplier accepts a 5
MHz square wave signal fromeach of the two | ocal oscillators
(primary and backup). |If either the primary or backup | ocal
oscillator fails, switch over to the remaining oscillator occurs
automatically. Manual intervention is required to restore either

oscillator after failure.

C4.3.3 Precision Oscillators. The two oscillators (primry and

backup) are provided as separate i ndependent conponents. Each
oscillator is locked to its respective input fromthe frequency
multiplier. |If the reference signal is |lost, reacquisition of phase

| ock is automatic after the reference signal is restored. The
oscillators accept the reference i nput and provi de outputs that
assune the long termstability of the reference signal. |If the
reference signal is renoved, the oscillators will continue to provide
out put signals w thout i medi ate degradation greater than 1 part in
1012. The oscillators should not degrade in accuracy by nore than 3
parts in 1011 each day. The TAU switch determ nes how qui ckly the
LORAN C signal updates the oscillators. A TAU | setting updates the

oscillator nore often than a TAU 2 setting.

C4.3.3.1 The oscillators should be set in the TAUI (one) position
during acquisition of the LORAN C signal and stabilization of the
oscillators. After the frequency standards have stabilized
(approximately five days), the TAU setting on the oscillators should

be set to TAU 2 (two), and left in that position for normal operation.

C4.3.3.2 If the frequency standards do not maintain the required
accuracy (1 part in 1011) in TAU 2, the standards nay need to be

real i gned or replaced.

C4.4 Cock Dstribution Subsystem (CDS). The COS interfaces with
the station clock to generate and distribute timng signals to
transm ssi on and user equi pnment. The COS generates over 155 cl ock
frequencies and can distribute up to 84 different frequencies at
once. These frequencies range from50 Hz to 3.072 MHz. Speci al
frequencies are optionally available that increase this range to
12.928 MHz. The COS nay operate as a slave to another COS. The
master unit provides three separate signals fromthe triplicated
master divider cards. These signals are delivered via a fiber optic
i nterface nodul e and cable to the slave unit master divider cards.
The sl ave unit then uses the sane techniques to produce clock outputs
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as the master unit. This text will deal solely wth the cl ock signal
generated by a single COS and the timng provided to a single Dil
node facility. The follow ng descri be the conponents of the CDS;

t he frequency synthesizer, and the distribution anplifier.

C4.4.1 Frequency Synthesizer. The COS frequency synthesizer accepts
three 1 MHz or 5 MHz signals that may or nmay not be phase coherent

si nusoi dal or square wave outputs fromthe station clock or other
frequency standards. The frequency synthesizer also accepts three
1.544 MHz square wave signals that may or nmay not be phase coherent

| nputs fromexternal sources (e.g., AN FCC-98 or DPAS). Sinultaneous
| nputs of any conbination of 1.544, 1, or 5 MHz can be used by the
frequency synthesizer. The frequency synthesizer can also interface
with the Hewl ett Packard Frequency/ Tine Standard in the DSCS. |[|f one
frequency synthesizer is found to disagree with the other two

synt hesi zers, its output is renoved fromthe input to the
distribution anplifier. To return the off-line frequency synthesizer
to service, operator intervention is required. |If two or nore
frequency synthesizers are found to agree, the voting logic wll

sel ect any one of the synthesizers that agree for output to the
distribution anplifier. If all frequency synthesizers disagree, the

voting logic will lock to a single synthesizer output.

CA.4.2 Distribution Anplifier. The distribution anplifier accepts

t he output of the frequency synthesizer voting |logic and has the
capability of deriving the specific frequency outputs required. The
out put frequencies are then provided as individually buffered
outputs. Failure of any single output will not affect other buffered
outputs. A typical OCS application would require one or two outputs
for only a few of the frequencies Specified. For this reason, the
distribution anplifier is nodularized so that the specifically needed

outputs and m x of frequency rates can be obtai ned.

C4.5 Synchronization Networks. The general systemdesign for DI
timng and synchronization provides station clocks at all major DI
nodes (facilities) and selected m nor nodes. M nor nodes and end
user |locations will be slaved (loop tinmed) to maj or nodes unl ess they
are being provisioned wth a station clock. The dispersed
configuration of station clocks with their stability and reliability,
provi de a robust and survivable approach to DIl timng and

synchroni zation. The network does not require every node to have a
LORAN C receiver or other primary referenced standard. The current
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| npl enentation will provide primary clock sources at nmj or nodes,
with m nor nodes slaved (looped) to them Refer to Figure 4.2. This
type of systemdesign is not truly synchronous in that the network
nodes are not always slaved to a single commopn timng source. Even

I f they were, sone data buffers would be required to account for
transm ssion delay variations. Therefore, the DI network

synchroni zation is actually a pl esi ochronous network.

C4.5.1 Major (Master) Node Timng. Each nmajor node, has a station
clock wiwth a clock distribution system The station clock provides
T&S signals to each major transm ssion and switching term nal

equi pnment. T&S signals are then cascaded down to | ower |evel

equi prmrent (i.e., nmultiplex, crypto, etc.). In sinplest terns,
cascadi nhg neans to pass the timng signal fromone piece of equipnment
to another, allow ng each piece of equipnent to step the timng down

to the next equipnent level. Refer to Figure 4.3.

C4.5.2 Mnor (Slave) Node Timng. The mnor timng node would
typically be either at a termnating site off the backbone or at a
repeater with no VF breakout. This type of node does not have the
ability to generate transm ssion rates other than those used in the
radio and nul ti plexer. The mnor transm ssion node does not have a
stand-al one timng system This node uses the tim ng generation and
di stribution capability inherent in the transm ssion equi pnent.

Refer to Fiqure 4.4.

C4.6 Network Applications.

C4.6.1 DIN Timng and Synchroni zation. Digital channels are
provided for the DIN by the Low Speed Tine Division Miltiplexer
(LSTDM, AN FCC-100, which interfaces with the | ow speed data
circuits and tinme division nmultiplexes theminto data trunks up to a
maxi mum of 256 Kbps. Data trunks and nedi um speed data circuits are
provided digital channels for transmssion with nulti-rate
synchronous data channel nodules in the nultiplexers. These data
channels are nultiplexed along with voice signals that have been
digitized using pul se code nodul ation (PCM into 1.544 Mops

di groups. The digroups are then nmultiplexed into mssion bit streans
(MBS) at 3.232, 6.464, 9.696, 12.928, or 12.6 Mops for transm ssion

across DIl |inks.
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C4.6.2 DSN Timng and Synchroni zation. DSN nmulti-function swtches
and sone end offices wll operate in the plesiochronous node from
station clocks. The remaining switches will recover timng from

t hose swtches operating in the plesiochronous node. Were feasible,
DSN switches will be connected to a primary and al ternate external
timng source. At sites that have a station clock, the primry
external T&S source for the DSN swtch wll be the station clock.

The alternate external source wll be the clock signal recovered from

received T-1 trunks.

C4.6.3 DPAS Configurations. Figure 4.5 shows a typical DPAS

facility (transmt timng). Although this diagram does not show all

t he redundancy between the Tim ng Extractor (TXB) and the D gital
Phase Locked Loops (Sync 1,0) or the Tine Base (TB) and the Syncs, it
provides a standard timng flow chart. The duplicated synchroni zer
(SYNC) is areliable, flexible circuit that provides accurate clock
signals to the DPAS franme subassenblies. The DPAS unit normally uses
the facility's station clock to extract the 1 MHZ cl ock signal from
the clock distribution system Four timng |eads fromthe CDS are
termnated (two on each SYNC). As an alternate timng source, two
backup timng signals are recovered fromreceive T-1 trunks. if all
external timng sources becone unavail able, the DPAS wi |l derive
timng froman internal source. It is inportant to note that DSN T-1
trunks whi ch pass through the DPAS units are retinmed on the outgoing

side by the DPAS units.

C4.6.4 1P Router Networks Timng and Synchroni zation. |P Router
Net wor ks connectivity to the DIl is typically achieved through a 50,
56, or 64 Kbps digital channel using Tinme D vision Miltiplexing
(TDM. Typical multiplexers used in the DIl present an interface
that is conpatible wiwth the M L-STD 188-114A bal anced si gnaling used
by a I P Router Networks Packet Sw tched Node (PSN). This permts

direct connections to be nade to PSNs within 200 cabl e feet.

C4.6.4.1 The data and timng signals are routed froma PSN port

t hrough the encryption cabinet to the Digital Patch Panel

Communi cations (DPPC) for any host or interswtched trunk (I1ST) that
requires a nodem channel. Two 4-wre circuits are required for each

di rect connection to a DIl multiplexed channel.

CA.6.4.2 The channel cards used by the nultiplexers for full duplex
56 or 64 kbps synchronous circuit support are the Synchronous Data
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Channel Unit and the Multi-rate Synchronous Data Module. The use of
t hese cards to support DDN high speed | STs require every nultipl exer

in the end-to-end circuit to be tined by a master cl ock system

C4.6.4.3 For those DIl sites where a nmaster clock systemis not yet
installed under the DIl timng and synchroni zati on program
asynchronous data channels are used by the IP Router Networks. The
channel cards used by the nmultiplexers for full duplex asynchronous
operation are the 50 kbps Asynchronous Data Channel Unit wth

nodi fication 10, and the 50 kbps Data Interleaving Channel Modul e
with revision C, respectively. An external clock generator is
usually required for these cards, but they do not require that the
transm ssion timng of the individual channel be related to the
timng of the transm ssion facility. These asynchronous facilities
wi |l be phased out of the DDN programas timng and synchroni zati on

systens are install ed.

C4.7 Timng and Synchroni zati on Performance. Signal degradation

wi ||l be experienced on DIl transm ssion systens if T&S is not
properly mai ntained. The nost common inpairnment is referred to as a
slip, which is the insertion (or deletion) of data bits into (or
from the data stream Slips are directly related to Loss of Bit
Count Integrity (LBCl). Timng slips are often caused by signal

Jitter and wander. Testing for digital jitter will often determ ne
t he cause of slips and LBClI. Although T-1s have buffers to control
the effects of jitter and wander, the buffers wll overflow or

under fl ow when T&S signals are inpaired. Slips can be either
controlled or uncontrolled. Controlled slips do not disrupt frane
synchroni zati on whereas uncontrolled slips do. An uncontrolled slip
results in a Change of Franme Alignnment (COFA). It nust be noted that
slips can also result frominpairnments that are unrelated to network
synchroni zati on such as coding inpairnents, |ow signal |evels, noise,
and excessive jitter. Thus, it is inportant to periodically verify
accuracy of the station clocks. The follow ng procedures wll be

| npl enented by all DIl facilities that have a station clock. |[If the
installed station clock is other than LORAN C, then siml ar

procedures nust be devel oped | ocally.

C4.7.1 Visual Inspection. A visual inspection of the timng and

di stribution equipnent will be perforned at |east daily or detection
of any alarns or abnormal conditions. On LORAN C equipnent this

I ncl udes checking the LEDs on the 2100F Frequency Monitor, 2084 LF
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Mul tiplier, 6016 Frequency Multiplier, 2010B RF Gscillator, and Power
Supply for proper operation.

C4.7.2 LORAN C Performance. To neke sure the tim ng and
synchroni zati on subsystem operates properly and does not devi ate,
each DIl facility nmust maintain a |l og and record the follow ng
readi ngs weekly. |If nore frequent O&M preventive nai ntenance
schedul es apply, then those schedules will be used in lieu of this
requi renment. For unmanned facilities, record the val ues when

visiting the facility for normal maintenance actions.
C4.7.2.1 Datel/Tine.

C4.7.2.2 Frequency Ofset.

.7.2.3 Receiver @Gin.

.7.2.4 Receiver Noise.

.7.2.5 Frequency Standard Control Volts for each oscillator.

R R f 8

.7.2.6 Frequency Standard Aging for each oscillator.

The Frequency O fset, Receiver Gain and Receiver Noise can be read on
the eight digit LCD display on the front of the nodel 2100F Frequency
Monitor. The Frequency Standard Control Volts and the Frequency

St andard Aging can be taken fromthe nodel 2010B RF Oscill ators.

C4.7.3 LORAN C Performance Measurenent Procedures.

C4.7.3.1 Frequency Ofset. The frequency offset should not be |ess
than 1 x 10-11. To neasure the frequency offset, push the FREQ
OFFSET button. The frequency offset is a determ nation of the
frequency difference between the reference supplied to the receiver
fromthe RF Gscillators, and the cesium standard used by the LORAN C
station being tracked. The receiver calculates the frequency
difference and displays the results; for exanple, 1 x 1011, 5.6.
Expl ai ned, that neans at 10 raised to the el eventh power, there wll
be a difference of 5.6 seconds between the |local RF Gscillators and
the LORAN C frequency standard. The sign of the frequency offset
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I ndi cates the direction of the offset. A negative sign indicates the
| ocal reference is lower in frequency than the LORAN C reference, and
no sign indicates a high frequency. A frequency offset of |ess than
1 x 10-11 (e.g., 1 x 10-10) can be caused by the |loss, and then

recovery of receiver tracking.

C4.7.3.2 Receiver Gin. Push the STATUS button, then "3", to see
the current gain of the receiver on the LCD display. The receiver
gain is adjusted to keep the anplified signal strength at a |evel
which is determ ned when the receiver first entered the tracking
node. A fluctuation of plus or mnus 8 dB will disrupt tracking of
the LORAN signal. Corroded connectors on the antenna cable, water in
t he antenna cable, or damage to the receiving antenna can cause

recei ver gain fluctuations.

C4.7.3.3 Receiver Noise. Push the STATUS button, then '2'. The
relative signal-to-noise ratio (SNR) is cal cul ated by the receiver
and di splayed. The receiver noise will range fromzero (true SNR
greater than +10 dB) to over 4000 (true SNR | ower than -21 dB).
Recei ver noise variations or high noise |evels can be caused by the
condi ti ons descri bed above for receiver gain variation, or sporadic
i nterference. A spectrum anal yzer should be used to nonitor out put

of the nmulti-filter for possible carriers near the LORAN C frequency.

C4.7.3.4 Frequency Standard Control Volts. To begin, set the
control voltage switch position to X1, X10, X102, and 103. Record
the neter indication for each. The X1 reading should not be outside
the range of 1 to 9. Refer to the equi pnment specifications for the
range of other swtch positions. Crystal aging can cause the control
volts to exceed the tuning range of the standard after long term
operation. |If the specified range is exceeded, the frequency

standard nust be taken off line, initialized and nechanically retuned.

C4.7.3.5 Frequency Standard Aging. Set the control voltage switch
position to AG NG and record the neter indication. Frequency
standard aging rates should be stable for a systemthat has been in
tracki ng node for nore than three days. Age readings should settle
to near zero (wthin plus or mnus 3 small scale divisions of zero).
A defective 5 MHZ Variable Control Oscillator (VCO card is a likely

cause for fluctuations or readings greater than plus or m nus 3.

CA.7.4 Miutual Cock Ofset Measurenent. Miutual clock offset is a
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nmeasurenent that can be made to conpare the |ocal station clock
against a far end station clock over a digital radio system C ocks
often drift in relation to each other which causes Loss of Bit Count
Integrity (LBCI) and clock slips, resulting in |oss of service to
digital users. Mitual clock offset should be checked whenever
network timng problens are suspected. Network tim ng problens
shoul d be suspected anytine a network el enent indicates that

| nservi ce paraneters are exceedi ng threshold settings at regul ar
intervals. Refer to chapter 6 of this Crcular for network el enent

performance nonitoring requirenents. The presence of clock offset
probl ens are usually seen as a | oss of synchronization at regul ar
intervals. Seeing these intervals is easy when only two naster
station clocks are involved, but over |ong segnents the distinction
is nore difficult. There nmay be nore than one set of offsets and the
buffer dunp periods overlap other buffer dunp periods naking it
difficult to see. Wenever a nutual clock offset problemis
suspected the clocks should be neasured. Mitual clock offset can be
neasured with a dual trace oscilloscope. However, it is a tine
consum ng test, and not as accurate as digital test equi pnent capable
of measuring nutual clock offset. Footnote 3. |If test equipnent is

not available to neasure nutual clock offset, then testing for
digital jitter and franme slips is the best alterative to isolating

cl ock of fsets.

Cont i nue to:
CHAPTER 5. CONTI NGENCY OPERATI ONS

Return to:
Basic C rcul ar
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CHAPTER 5. CONTI NGENCY OPERATI ONS

C5.1 General. This chapter provides the policy and procedures
necessary to provide maxi num comruni cati ons during contingency
conditions. Continuity of conmunications service is the primary

m ssion of the TCF/ PTF under stressed conditions. The reliability
and survivability of the DI depends to a great degree on the skil
and know edge of technical control personnel. Contingency operations
must be planned to maxi m ze effectiveness in maintaining service
continuity for as many users as possible. Preplanned actions permt
personnel to practice and develop skills and know edge required to

achi eve efficiency under adverse conditions.

C5.1.1 Each TCF nust have docunented plans avail able that provide
preci se actions to take during contingency situations.

C5.1.2 Authority nmust be delegated to the TCF shift supervisor to
| npl enent contingency plans when conditions require such action.

C5.1.3 Personnel nust be capable of inplenenting contingency plans.
Practical exercises nmust be conducted periodically to ensure
efficiency. Under no conditions should user traffic be interrupted

duri ng exerci ses.

C5.2 Tel ecommuni cations Service Priority (TSP).

C5.2.1 The TSP systemensures priority treatnent of our nation's
critical tel econmmunications services. TSP assignnents are obtai ned
fromthe National Communications System (NCS) which is coll ocated
with HQ DI SA, Arlington, VA Only those tel ecommuni cations services
neeting the NCS criteria are eligible for TSP assignnents. Refer to
DI SAC 310-130-4, Defense User's Guide to the Tel ecomruni cations

Service Priority (TSP) System for details.

C5.2.2 The NCS TSP system assigns a provisioning and/or restoration
priority level. Provisioning |evel assignnents are identified in
position 11 of the TSP authorization code. Restoration priority

| evel assignnents are identified in position 12 of the TSP

aut hori zation code. TSP restoration priority levels are 1, 2, 3, 4,
and 5 with 1 being the highest priority. It is possible that a TSP
assi gnnment can be made for provisioning purposes but have no
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restoration priority level assigned, in which case a "0" wll appear
In position 12 of the TSP authorization code. If a circuit or trunk
does not qualify for TSP provisioning or restoration, a TSP

aut hori zation code is not assigned. Refer to Figqure 5.1 for an

expl anation of the TSP aut horization code.

C5.2.3 Previously assigned NCS Restoration Priorities (RP) remain
valid and nust be treated accordingly until the RP to TSP transition
period is conplete (9 March 1993). Any circuit or trunk not having
an assigned TSP aut horization code after 9 March 1993 wi || not

receive priority treatnent.

C5.3 Cdrcuit Restoration. |Individual circuits are restored in
accordance with their assigned NCS TSP, or RP level. During the RP to
TSP transition period, TSP restoration priorities are equal to the

hi ghest RP subcategory within equal categories. For exanple, a TSP 1
must be treated as RP 1A, TSP 2 nust be treated as RP 2A, etc. TSP 5
must receive priority treatnent over a RP "00". A TSP assignment with
a "0" restoration priority, and circuits wiwth no TSP assi gnnent, nust
be treated the sane as existing RP "00". Prudent decisions nust be
made based on existing situations when restoring circuits with |ike
TSP and/or RP priorities, especially when essential m ssion

requi renents exist. DI SA Area restoral plans and m ni num essenti al
circuit list (MECL), when inplenented, have precedence over all other
restoral actions. |In all cases, the primary DIl orderwire circuit
between facilities nust have priority over all other circuits. |If
conflicts arise during normal or energency restoral actions, the
probl em shoul d be elevated to the next level of the DI hierarchy (i.

e., PTF - TCF - LCC - DI SA RCC - DI SA GOSC) .

C5.4 Mnimm Essential Crcuit List (MECL). MECLs are used by
Commanders in Chief (CINCs) in the overseas theaters to assign
certain priority circuit requirenents during stressed conditions.
MECLs are controlled by the CINCs and are inplenented by the DI SA
Area at the direction of the CINC. Only governnent owned DIl
circuits wwthin a CINC s area of responsibility may be included on
the MECL. MECLs cannot be enforced on commercially provided | eased
service. Each MECL nust be submtted to the MGR, NCS (TSP Program

O fice) for TSP assignnent in accordance with DI SAC 310-130-4. Once
the MGR, NCS assigns a TSP restoration priority level for MECL

pur poses, the CINC may assign sub-priorities to determ ne an order of
precedence by which services or circuits of equal TSP | evel should be
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restored during stressed conditions. Sub-priority assignnent is not
aut hori zed by any service or agency below the CINC |l evel. DI SA Areas
must maintain a copy of the approved MECL and distribute it to O&M
commands, LCC/ NCGs, and appropriate DIl facilities. Each DI SA Area
must provi de gui dance regarding distribution and inplenentation of

MECLs to the DIl facilities responsible for inplenmenting MECLS.

C5.5 Restoral Plans (R-plans). The extent of any restoral plan
depends on the restoration capabilities within a geographi cal

| ocation. DI SA Area R-Plans are devel oped to restore service to as
many high priority user circuits as possible. Those circuits with
NCS TSP restoration priority 1 and 2, priority multichannel trunks,
and other CINC directed circuits are normally included on the DI SA
Area R Plans. Footnote 4 If additional comrunications capabilities

exist, NCS TSP restoration priority 3 circuits may be included in the
R-Pl an. Each DI SA Area Commander is the approving authority for the
DIlSA Area R-Plans. 1In the event of conflicts every effort nust be
made to resolve the conflict at the DISA Area level. If it cannot be
resolved it should be addressed to the area CINC for resolution. DI
facilities are required to provide inputs during devel opnent of the R
Pl ans, as requested by the DI SA Area, and are responsi ble for
reviewi ng the R-Plans upon receipt to ensure accuracy. |naccurate

I nformati on nust be reported inmmediately to the DI SA el enent

responsi ble for the R Pl an.

C5.5.1 Responsibilities.

C5.5.1.1 Each DI SA Area is responsible for:
C5.5.1.1.1 Developing, maintaining, and distributing R Plans for

their area of responsibility in concert with Conmander-i n-Chi ef
(CINC) requirenents.

C5.5.1.1.2 Assisting the area CINC with the devel opnent of MECLs.

C5.5.1.1.3 Assisting other DI SA Areas in devel opnent of inter-area R-
Pl ans.

C5.5.1.1.4 Directing intra-area and inter-area restorals. Inter-area
restorals nmust be coordinated with other DI SA Areas.

file:///T)/OP33PUBS/310701/dc310701_c5.html (3 of 16)1/23/04 5:19:46 AM


file:///T|/OP33PUBS/310701/dc310701_fn.html

dc310701_c5

C5.5.1.1.5 Directing periodic tests of DISA R Pl ans as necessary.

C5.5.1.1.6 Resolving restoral problens at subordinate facilities
within appropriate DI SA Area of responsibility.

C5.5.1.1.7 Providing operational guidance and assi stance to DIl
facilities to ensure tinely restoral service for DI users.

C5.5.1.1.8 Notifying the DI SA GOSC when restoral problens that
affect the worldwi de DIl cannot be resol ved.

C5.5.1.2 DIl Facilities are responsible for:

C5.5.1.2.1 Executing DI SA R Plans, MECLs, and LRPs as directed by
the area RCC or LCC. LRPs may be inplenented without direction from
the LCC in order to restore service to |ocal users. However, the LCC

must be advised as soon as tine permts.

C5.5.1.2.2 Submtting status reports on restoral activities as
requi red by DI SAC 310-55-1.

C5.5.1.2.3 Developing local R-Plans for partial or conplete
facility, inter-site, and communication link failures that are not
part of a DISA Area R-Plan. Local R-Plans nust be approved by the LCC

responsi ble for the particul ar geographi cal area of concern.

C5.5.1.2.4 Review ng applicable DISA R-Plans and MECLs and advi si ng
appropriate DI SA Area personnel of restoral actions that are
I ncorrect, or restoral actions that cannot be inplenented because of

equi pnment or other limtations.

C5.5.1.2.5 Maintaining current copies of DISA R-Plans, MECLs, and
LRPs. Copies nust be nmaintained for easy accessibility to TCF
personnel responsible for inplenenting the plans. If a DISA R-Plan
I s automated using the DPAS capabilities then the TCF nust al so

mai ntain a hard copy backup.

C5.5.2 R-Plan Formats. The R-Pl ans devel oped by each DI SA Area
should be simlar in format for worl dw de standardi zation. Due to
uni que requirenments wthin each area, sone flexibility nust be
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allowed in each DI SA Area. The follow ng guidelines are reconmmended:

C5.5.2.1 The long title of the RRPlan will be Defense Infornmation
Systens Agency Restoral Plan. The short title will be D SA R Pl an.

C5.5.2.2 Each intra-area R-Plan nust be assigned a uni que nuneri cal
identifier (e.g., R Plan 2400). Each revision to the identifier nust
have an al pha suffix beginning with A for the first revision (e.g., R

Pl an 2400A).

C5.5.2.2.1 DISA-Pacific will assign nunerical identifiers from 1000
to 1999 for DI SA Areas 7 and 8.

C5.5.2.2.2 DISA GOSC w Il assign nunerical identifiers from2000 to
2999 for DI SA Areas 1, 2, 6, and 9.

C5.5.2.2.3 DI SA-Europe will assign nunerical identifiers from 3000
to 3999, 4000 to 4999, and 5000 to 5999 for DI SA Areas 3, 4, and 5.

C5.5.2.3 Figure 5.2 is a sanple DISA R-Plan. Explanations of each
itemare as foll ows:

C5.5.2.3.1 The left colum nunber/al pha/ nunber indicates the DI SA R-
Pl an nunber (04A) and |ine nunber (001).

C5.5.2.3.2 The first lines indicate the transm ssion |link or DIl
Station failure that pronpts inplenentation of the R-Plan.

C5.5.2.3.3 The follow ng headings wll precede circuits to be
restored and the restoral paths to be used.

C5.5.2.3.3.1 RESTORE. Precedes circuits to be restored by the plan.

C5.5.2.3.3.2 PATCH NG STATIONS. The DIl facilities required to nmake
actual patches or those facilities where a circuit passes directly
through a facility. Wen a circuit traverses a facility where a

patch is not required, the facility designation will be in parentheses

C5.5.2.3.3.3 PREEMPT. The preenpted trunk and channel designations.
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C5.5.2.3.3.4 CCSD. The preenpted circuit CCSD. Whenever a
preenpted circuit is already out because of the failure of the |ink
or station the R-Plan is restoring, an asterisk (*) wll appear next
to the preenpted circuits. Many tines it wll appear that a | ow
priority circuit is preenpting a higher priority circuit. Oten, the
circuit is already out and restored via anot her path.

C5.5.2.3.3.5 RP. The circuits Restoration Priority (RP) or
Tel ecomruni cations Service Priority (TSP).

C5.5.2.3.3.6 FROM The restored or preenpted circuit's "fronf end
term nal .

C5.5.2.3.3.7 TO The restored or preenpted circuit's "to" end
term nal .

C5.5.2.3.3.8 NOIES. The final columm may have note keys for unique
requirenents.

C5.5.2.3.4 Several lines are usually necessary to show t he patches
required to reestablish a conplete path for circuit restoration.

C5.5.2.3.4.1 The follow ng provides an expl anation of how Figure 5.2

Is used. Croughton (CRO takes circuit 2019 (running between SITE R
and SHAPECST) fromthe normal path and patches it to group 34CNO2
channel ONO toward Landstuhl (LDL) preenpting circuit 9CKB (which
runs between MILSHVHT and FELDBERG). 9CKB normally passes directly
t hrough Landstuhl to Bann (BAN). These stations do not patch as

I ndi cated by the parentheses around their station indicators.

Langer kopf (LKF) w Il pick up circuit 2019 com ng from Bann on group
44IMH4 channel 009 and patch it to Schoenfeld (SCH) on the 44JML5
channel 006 preenpting circuit 6D4K (which runs between PI RVASNS and
CH EVRES). 6D4K is a circuit already out because of the |ink outage,
I ndi cated by the asterisk following the CCSD. Schoenfeld (SCH)

recei ves the 2019 on group 44JML5 channel 006 and patches it back to
t he normal path going to SHAPECST. The notes referred to on |lines

04A163 and 04A168 are explained at the end of the plan.

C5.5.2.4 In addition to the normal R-Plan format, each DI SA Area
shoul d al so provi de an abbrevi ated sequenti al patching schene for
each R-Plan. The sequential schene provides an easy to use list to
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allowrapid restoral. The listing is al phabetic by facility and
I ndi cates patching requirenents for each facility on each circuit.
Figure 5.3 is an exanple of a sequential patching schene which is

expl ained as foll ows:

C5.5.2.4.1 The first colum "PS" indicates the patching stations for
a given R-Plan. Al patches required by a particular station will be
| isted sequentially. For exanple, if Al conbury (ANY) has a

requi renent to make 10 patches for a given R Plan, then the 10
patches required by ANY will be listed sequentially. The technical
controll er maki ng the patches sinply reads each |ine across which

| ndi cates where the circuit is to be patched fromand where it is to

be patched to. The follow ng paragraph explains the first |ine.

C5.5.2.4.2 The first patch for ANY in Figure 5.3 requires ANY to

restore circuit 254D that has a 1D RP. 254D is riding the "nornal
path" on the receive side. Thus, a "fronf patch is not required.
254D is to be patched to Martl esham Heath (MAM pre-enpting trunk/
channel nunber 33JMLO/005. Circuit 26QL which normally rides

33JMLO/ 005 is pre-enpted.

C5.5.3 Inplenentation Procedures.

C5.5.3.1 The DI SA GOSC, RCC, or RCC nust notify appropriate LCCs to
| npl enment a specific DISA R Plan in accordance with m ssion

requi renments. The LCC nust then notify all subordinate facilities to
| npl enment applicable DISA R Plans. The DI SA GOSC/ RCC may al so notify
the DIl facilities directly depending on the situation, however, the
LCC nust be notified as soon as possible. DI SA R Plans nay be

| npl enmented i mredi ately or at a designated tine as determ ned by the

DI SA GOSC/ RCC.

C5.5.3.2 Each DIl facility nmust coordinate reroutes (manual and
automated) with adjacent facilities to ensure circuit continuity is
mai nt ai ned. DPAS facilities nust ensure precise inplenentation

bet ween adj acent facilities to prevent nultiple outages.

C5.5.3.3 The first and last TCF/ PTFs listed for the reroute of a
circuit nmust make continuity checks and coordinate with the servicing
TCF/ PTFs to determne if the user service is acceptable on the new
path. Normal troubl eshooting procedures will apply when problens are
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encount er ed.

C5.5.4 Call-Back Verification. The sole authority for

| npl enmentation of DISA R Plans is the DI SA GOSC, RCC, or RCC although
LCCs may direct inplenentation for subordinate facilities once the

DI SA GOSC/ RCC has directed the LCCto do so. Any facility directed
to inplenent a DISA R-Plan nust verify the directive by calling the
LCC or DI SA GOSC/ RCC back prior to inplenentation. Each facility
must authenticate the DISA R-Plan inplenented by identifying the
edition letter used at the station (e.g., 2400F). Secure neans nust

be used if directed by the DI SA GOSC/ RCC or LCC.

C5.5.5 Authorized Qutages. Use the follow ng procedures when
I npl ementing a DI SA-Plan in conjunction with an authorized out age

(AO:

C5.5.5.1 The DI SA GOSC/ RCC can direct the inplenentation of an R-
Plan up to four hours before the start of a scheduled AO. The System
Control O ficer (SCO nust, on a case by case basis, determ ne the

appropriate tine to inplenent a particular DI SA R-Pl an.

C5.5.5.2 The first and last TCF/ PTFs listed on the R-Plan for each
circuit nmust conduct a test tone |level test on the transmt and
receive portion of the reroute path on voice grade circuits once the
reroutes have been conpleted. For data circuits the TCF PTFs nust
conduct a one mnute BER test on the transmt and receive portion of
the reroute path. The reroute path should neet the sane paraneter

requi renents as that of the circuit being restored.

C5.5.5.3 Place the restored circuit on the DISA R-Plan reroute only
after verifying the quality of the reroute. The TCF/ PTFs at each end
of the reroute nust coordinate with the servicing TCF/ PTFs to ensure

the user service is acceptable.

C5.5.5.4 |If user service is not acceptable on a designated reroute
the TCF/ PTFs nust establish an alternate path. The end TCF/ PTFs
responsi ble for rerouting the circuit must report circuits that do
not operate properly on a designated reroute path in accordance wth

DI SAC 310-55-1 and applicable DI SA Area suppl enents.

C5.5.6 dassification Guidance. DI SA R Plans wll be classified in

file:///T)/OP33PUBS/310701/dc310701_c5.html (8 of 16)1/23/04 5:19:46 AM



dc310701_c5

accordance with appropriate DoD regulations. As a mninum the
I nformation contained in RRPlans is For Oficial Use Only (FQOUO .
Saf equard information identified FOUO in accordance with applicable

regul ations and directives.
C5.6 Joint On-Call Service.

C5.6.1 Ceneral. On-call service provides a tenporary path, using
existing circuitry, between authorized users to fulfill unantici pated
or special conmmunications requirenents. On-call service is not

I ntended as a substitute to neet known conmmuni cati ons requirenents
and normal |y should not be activated for a period exceeding 7 days.

If it is known that service wll be required for nore than 7 days the
requesting activity should submt an energency Tel ecommuni cati ons
Service Request (TSR) in accordance wth DI SAC 310-130-1, or contact

the appropriate DI SA el enent and obtai n approval for extended service.

C5.6.2 On-Call Service Procedures.

C5.6.2.1 Requests for on-call service should be placed through the
appropriate DI SA elenment within the theater where service is
required. In certain instances when tinme does not allow

coordi nation through the DI SA el enent, the requesting activity may
coordinate directly with the |ocal conmunications el enent.

C5.6.2.2 Upon recei pt of a request for assistance, the appropriate
DI SA el enent nust determine the type of service required. The

follow ng informati on nust be obtained fromthe requestor:

C5.6.2.2.1 Priority of the on-call request in accordance with the
NCS- TSP priority system

C5.6.2.2.2 Oiginator of the request and addressee desired.
C5.6.2.2.3 Type of service required (e.g., voice, data, etc.). |If
voi ce service is requested, the |evel of precedence in accordance

with the NCS Voice Precedence System nust be determ ned.

C5.6.2.2.4 Type of signal (e.g., required levels for voice, data
rate, etc.).
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C5.6.2.2.5 Type of security equi pnent required, if applicable.
C5.6.2.2.6 Tine the on-call service is required.

C5.6.2.2.7 Estimated duration of the on-call service.

C5.6.2.3 Once the type of service is determ ned, the DI SA el enent
must :

C5.6.2.3.1 Determne the route to be used. |If required,
coordination will be effected with other DI SA elenents. In

determ ning the route, consideration nust always be given to
selection of the nost direct route available. This nust be
acconpl i shed by an analysis of available DIl circuits, irrespective

of mlitary departnent affiliation.

C5.6.2.3.2 Notify DI facilities that are required to provide the
request ed service/ assi stance.

C5.6.2.4 Each DIl TCF nust ensure that all requests for on-call
service are acted upon imediately. Authority and priority of the
service can be verified with the appropriate DI SA el enent if

necessary.

C5.6.2.5 Wen requested in advance, the TCF nust nake appropriate
connections, conduct tests, and notify the user at |east 15 m nutes

prior to the schedul ed activation tine.

C5.6.2.6 Normally, on-call service will be provided by utilizing
spare capacity, or circuits specifically allocated for on-cal

pur poses. Wen spare capacity or circuits are not avail abl e,
circuits wiwth lower restoration priorities may be preenpted for this
purpose. Wen the on-call service cannot be established within the
means available to the TCF, the TCF should contact the DI SA GOSC/ RCC

for assistance.
C5.6.2.7 |If the user reports circuit trouble, pronpt action nust be

taken to clear the trouble or provide an alternate circuit in
accordance with nornmal restoration priorities.
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C5.6.2.8 Wen notified by the user that the on-call service is no
| onger required, the TCF nust coordinate with the distant end to
break down any special circuit arrangenents used and restore the
circuit path to its normal function. The TCF nust notify the

appropriate DI SA el enent when on-call service is term nated.

C5.6.3 Preenption Capabilities. On-call service with validated NCS-
TSP priorities have pre-enption authority over circuits with | owner
priorities. Prior to preenption of any existing user circuit for on-
call service, the user nust be notified of the inpending action.

| medi ately upon term nation of the on-call service, coordination
between the affected TCFs nust be acconplished and the preenpted

circuit restored to service.

C5.6.4 NCS Voice Precedence System \Wenever on-call service
requires connectivity into DIl voice switching systens, the category
of NCS Voi ce Precedence System nust be verified and programmed into
the switch software. The voice precedence category nust be verified
by the appropriate DI SA el enents. The DI SA elenents will then
programt he proper precedence category (if renote capability exists),
or direct O&M switch personnel to programthe precedence category.

The NCS Voi ce Precedence System categories are as follow

C5.6.4.1 FLASH.

C5.6.4.1.1 Application. FLASH precedence is generally reserved for
command control of mlitary forces essential to defense and
retaliation; critical intelligence essential to national survival;
conduct of diplonmatic negotiations critical to the arresting or
limting of hostilities; dissemnation of critical civil alert

I nformation essential to national survival; continuity of Federal
Government functions essential to national survival; fulfillnment of
critical United States internal security functions essential to

nati onal survival; catastrophic events of national or international

signi ficance.
C5.6.4.1.2 Preenption Capability. Has precedence over any other type

of on-call voice service having an i nmmedi ate, priority, or routine
pr ecedence.

C5.6.4.2 | MVEDI ATE.
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C5.6.4.2.1 Application. | MVEDI ATE precedence is reserved generally
for situations which gravely affect the security of national and

Al lied forces; reconstitution of forces in a post-attack peri od,
intelligence essential to national security; conduct of diplomatic
negotiations to reduce or Iimt the threat of war; inplenentation of
Federal Governnent actions essential to national survival; situations
whi ch gravely affect the internal security of the United States;

civil defense actions concerning direction of our population and
their survival; disasters or events of extensive seriousness having

an immedi ate and detrinental effect on the welfare of the popul ation.

C5.6.4.2.2 Preenption Capability. Has precedence over any other
type of on-call voice service having a priority or routine precedence.

C5.6.4.3 PRICRITY.

C5.6.4.3.1 Application. PRIORITY precedence is reserved generally
for expeditious action requirenents by the originator and for
furnishing essential information for the conduct of Governnent

oper ati ons.

C5.6.4.3.2 Preenption Capability. Has precedence over any other
type of on-call voice service having a routine precedence.

C5.6.4.4 ROUTI NE.

C5.6.4.4.1 Application. ROUTINE designation applies to those
of ficial Government conmunications which require rapid transm ssion,

but do not require preferential handling.

C5.6.4.4.2 Preenption Capability. Has no precedence over any ot her
type of on-call voice service.

C5.6.5 Reports. On-call service wll be reported in accordance with
I nstructions contai ned in DI SAC 310-55-1, when required by DI SA
Tenporary CCSDs for reporting purposes will be assigned by the

appropriate DI SA el enent.

C5.6.6 Recording of On-Call Patches. The Master Station Log (MSL)
must be used to record all activity associated with the initial on-
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call service request, activation, and subsequent deactivation. A DD
Form 1443 nust be conpleted to record activation, outage, and
deactivation information pertaining to the on-call service for the

entire period of activation.

C5.7 Tactical Crcuits. The capability now exists for rapidly

i nterfacing tactical comuni cations equi pnent with the DII. Mny TCF/
PTFs have permanently installed facilities to provide this
capability. It is also possible for a tactical facility to interface

with the DIl and then be designated as a DIl facility. As such, it
Is inportant for DIl TCF/ PTFs to provide assistance and direction to
personnel of tactical units when interfacing wwth the DIl. The
foll ow ng guidelines, procedures, and responsibilities are to be used
to support the interface of tactical and DI technical controls and

patch and test facilities:

C5.7.1 Procedures.

C5.7.1.1 Coordination between the tactical van equi pnent operators
I s of utnost inportance. An orderwire between the tactical van and

DIl TCF/ PTF is crucial and nust be established i nmedi ately.

C5.7.1.2 The TCF/ PTF supervisor and the tactical team chief nust
performall connections of signal and grounding cables at the
tactical interface box (TIB) in addition to discussing transm ssion

| evel point (TLP) differences. Al circuit levels nust be engi neered

or conditioned to DIl specifications when interfaced with the DII.

C5.7.1.3 The tactical equipnent operator should follow normal |ineup
procedures while aligning the tactical radio and carrier equi pnent.
The team chief, after satisfied the equipnent is prepared to accept
traffic, nmust coordinate with the TCF/ PTF to turn the system over for
DIl acceptance testing. TCF/ PTF personnel nust check continuity and
verify system and channel integrity between the DIl facility and

tactical equipnent.

C5.7.1.4 After determning the TLP interface requirenents for VF
circuitry of the tactical carrier, TCF/ PTF personnel nust adjust pads
and anplifiers to satisfy the DIl TLP requirenents (zero dBm at the
equal | evel patch) and the tactical carrier inputs and outputs

channel requirenents.
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C5.7.1.5 The TCF/ PTF nust transmt a -10 dBnD test tone at 1004 Hz
over each VF circuit and coordinate wth the tactical van carrier
operators to have them adjust the channel gain for each channel at
both carrier termnals to neet the prescribed | evel in accordance

with the appropriate TSO

C5.7.1.6 Once the tactical system has been turned over to the TCF/
PTF for operational traffic the tactical van carrier operator mnust
coordinate with TCF/ PTF personnel prior to perform ng any equi pnent
changes, mai ntenance, systemtroubl eshooting, or any other steps
whi ch may affect the quality or continuity of the systens and

circuits.
C5.7.2 Responsibilities.

C5.7.2.1 Tactical equipnent personnel nust:

C5.7.2.1.1 Be responsible for testing all external hookup cabl es and
cable pairs. TCF/ PTF personnel nust be notified of any transposed,
grounded, or otherw se bad pairs which wll affect circuit

term nati on.

C5.7.2.1.2 Be responsible for establishing the tactical system and
aligning the carrier equipnent.

C5.7.2.1.3 Wirk closely wwth TCF/ PTF personnel until all systens and
circuits have been aligned, patched through, and are passing traffic.

C5.7.2.1.4 Informthe TCF/ PTF imedi ately if any changes occur in
systemand circuit status.

C5.7.2.1.5 Ensuring that all tactical equipnment is properly
grounded. G ounding should be nade to the DIl facility ground to
prevent separate ground | oops.

C5.7.2.1.6 Ensuring that all power is properly connected. |If DI

facility power is required it nust be coordi nated, preferably prior
to arrival, with respective DIl facility personnel.

C5.7.2.2 TCF/ PTF personnel nust:
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C5.7.2.2.1 Ensure that cable or wiring connections to include ground
hookups are securely fastened at the site tactical interface box.

C5.7.2.2.2 Assist the tactical personnel with connecting their
cables into the tactical interface box.

C5.7.2.2.3 Condition circuits once channels are accepted fromthe
tactical van equi pnent operator.

C5.7.2.2.4 Report all systemand circuit activation and outages, in
accordance with current DI SA circulars and i nstructi ons.

C5.7.2.2.5 Contact and coordinate wth adjacent TCF/ PTFs and users
whil e activating or restoring circuits.

C5.7.3 SystemControl. After the tactical van equi pnent operators
have aligned their systens the control of system nust be passed over
to the TCF/ PTF, at which tine the follow ng procedures nust be in

effect:

C5.7.3.1 The TCF/ PTF assunes full responsibility of the tactical
circuits.

C5.7.3.2 The DIl CCSD trunk identifier nust be used in both the Dil
and tactical environnent to identify each trunk and circuit.

C5.7.3.3 Tactical equipnent operators nmust notify the TCF/ PTF of any
known degradati ons or outages.

C5.7.3.4 The TCF/ PTF nust report all DIl circuit and trunk outages
I n accordance with policy and procedures established by DI SAC 310-55-

1.

C5.7.3.5 Any maintenance actions or renoval of on-line equipnent
must be coordinated wwth the TCF/ PTF. The TCF/ PTF nust approve the

actions.

C5.7.4 Excessive Signal Levels. The provisions of chapter 6 nust be
fol |l owed when excessive signal levels are detected. Appropriate |line
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condi ti oni ng equi pnent, attenuators, anplifiers and/or equalizers
must be utilized at the DIl TCF/ PTF providing DIl entry at the

tactical interface point.

Conti nue to:
CHAPTER 6. QUALITY CONTORL AND PERFORMANCE STANDARDS

Return to:
Basic C rcul ar

Tabl e of Contents
Publ i cati on Listing

M chael E. Craft, craftmawcr.disa.ml| - Last revision: 12 June 1998
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CHAPTER 6. QUALITY CONTROL AND PERFORMANCE STANDARDS

C6.1 General. This chapter provides the policies and procedures for
performng quality control on DIl trunks and circuits, and the
application of established performance standards to those trunks and
circuits. Performance of quality control and applicability of
performance standards enconpasses three DISA Circulars: DI SAC 310-70-
1, provides quality control testing requirenents; D SAC 310-70-1,
Suppl enrent 1, provides detailed test descriptions for performng
quality control tests; and DI SAC 300-175-9, DIl Operating-

Mai nt enance El ectrical Performance Standards, provides test
paraneters and technical specifications for each type of trunk and
circuit. Each DIl TCF/ PTF nmust maintain a copy of these circulars
for use by O&M personnel responsible for supervising or performng
test measurenments of DIl trunks and circuits. Non-DII facilities
responsi ble for perform ng test nmeasurenents on DIl trunks and
circuits that traverse their facility should al so maintain a copy of

t he above circul ars.

C6.2 Paraneter Codes. Paraneter codes are assigned to every circuit
established by a DI SA Tel econmuni cati ons Service Oder (TSO,

Gover nnent -owned or | eased, with the exception of voice circuits
provi ded over high frequency radi o systens. Paraneter codes are al so
assigned to trunks that have a cross reference Command Commruni cati ons
Service Designator (CCSD) assigned. The TSOis the only vehicle that
assi gns paraneter codes. DI SA Allocation and Engi neers (A&Es) use

t he description of service contained in DI SAC 300-175-9 to determ ne
appl i cabl e paraneter codes when ordering trunks and circuits. The
par anet er codes, test paraneters, and technical specifications

contai ned in DI SAC 300-175-9 parallel those used by CONUS conmmerci al
carriers. DI SAC 300-175-9 al so contains technical specifications for
i nternationally | eased service. Technical specifications for |eased
service outside the CONUS are dependent upon the country providing
the service. Since the divestiture of AT&T there may be sone
difference in paraneters and specifications between D SAC 300-175-9
and commercial carriers. Conflicts between DI| specifications and
commercial carrier specifications will be resolved in favor of the
comercial carrier unless the TSO states particul ar specifications.
Crcuits traversing Governnent-owned facilities, fromuser to user,
are required to neet each test paraneter specification for the type
of service specified in the TSO or other specifications that may be
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contained in the remarks section of the TSO.

C6.3 Test Tone Power Levels.

C6.3.1 Standard Test Tone Frequency/ Power Level. The standard test
tone power |evel for testing voice frequency DIl circuits is -10 dBnD
at 1004 Hz. Tests at this power |level should be [imted to 30

m nutes or | ess.

C6.3.2 Non-Standard Test Tone Frequency/ Power Level. Certain test
equi pnent (e.g., portable test sets) nmay not have the capability to
provi de a standard test tone frequency of 1004 Hz. When the standard
test tone frequency is not available an alternate test tone frequency
of 1010 Hz may be used. Use of test tone power |evels higher than
the standard |l evel is perm ssible whenever such tests are required to
neasure paraneters that are |level sensitive. Such tests are
permtted only on systens which are out-of-service, or during non-
busy hours to m nim ze degradation to other users of the system The
use of nonstandard test tone levels is al so perm ssible whenever
testing | eased commercial facilities and the carrier representative

requests a specified | evel.

C6.3.3 Monitor Test Tone Power Level. |f a standard test tone is
required for longer than 30 m nutes the |evel should be reduced to a -

15 dBnOD.

C6.3.4 Test Tone at Data Level. Wen testing leased circuits with
comrercial carriers the TCFH/ PTF may utilize a test tone at data | evel
(e.g., -13 dBnD) if the comercial carrier requests it. The TCF PTF
must be aware that the comrercial carrier transm ssion |evel point
(TLP) may be different than the DIl TLP. It is advisable to check
with the local commercial carrier to determ ne the proper test tone

| evel and frequency.

C6.4 Excessive Signal Levels. Excessive signal |levels are
frequently introduced into the DIl fromuser equi pnent, m saligned
condi ti oni ng equi pnent, transm ssion equi pnent, etc. Excessive
signal levels are nornmally detected during in-service nonitoring or
during baseband sweeps on FDM systens. One excessive signal |evel
can cause cross-talk across the entire baseband of a FDM system
Detection and correction of excessive signal levels interfacing with
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TDM systens is equally inportant to prevent signal clipping and
degradati on. Wenever any excessive signal |evel(s) are detected,
| mredi ate action nust be initiated to | ocate the source and correct

the level. The serving TCF/ PTF nust immedi ately notify the user or
other TCF/ PTF that is originating the excessive signal |evel and
request that inmmedi ate action be taken to correct the level. The TCF/

PTF nmust take appropriate actions to include denial of service if
necessary. Action of this nature nust be properly docunented and

| mredi ately reported to the appropriate LCC. Denial of service for
t he above reason will be exercised judiciously according to the

fol |l om ng guidel i nes:

C6.4.1 In all situations, the TCF/ PTF should attenpt to reduce
excessive signhal |levels by use of pads, attenuators, or other devices

until permanent corrective action can be taken.

C6.4.2 The normal speech level for voice is -10 dBnD with peaks to O
dBnD. Maxi mum voi ce peaks should not exceed + 5 dBnD nore than 15

times per 15 mnute period. |f a voice circuit is peaking above 0
dBnD refer to the maxi num operating signal |evel test, contained in
Supplenent 1 to this circular, for procedures. |If the circuit fails

t he maxi mum operating signal test, immediate action nmust be taken to
correct the level or renove the circuit fromthe transm ssion path.

C6.4.3 For circuits with constant |evels the standard signal |evel
shoul d be in accordance with DI SAC 300-175-9 (e.g., Dual Frequency

| dl e Tone, 2800/2600 Hz, should be -20 dBnD; data |evels should be -
13 dBnD). Anytinme the signal |evel exceeds the standard by 3 dB or
nore the | evel nust be corrected as soon as possible. Anytine the
signal |evel exceeds the standard by 6 dB or nore the | evel should be

corrected i medi ately, or taken out of service.

C6.5 Quality Control (QC. To provide quality service to users of
the DIl each individual segnent of the system nust be operated and
mai ntai ned at its optimnum performance | evel. The nethod to achieve
opti mum performance is through an effective quality control (QC
program The DIl QC program consists of in-service performnce
nonitoring, out-of-service testing, and trend analysis. An efficient
QC program may prevent interruption to user service by detecting and
correcting adverse trends before user service is affected. The two
types of QC testing prescribed in this section are in-service
performance nonitoring and out-of-service testing. Autonated
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performance nonitoring and/or testing that satisfies requirenents
contained in this docunent and specifications contained in DI SAC 300-
175-9 is encouraged. The automated capability nust be capabl e of

providing a record copy of the nonitoring or testing results.

C6.5.1 End-to-End Testing. End-to-end testing, as used in this
Circular, refers to the point nearest the user term nal equipnent at
each end of the trunk or circuit where a test point is accessible to
performrequired testing. The term"term nal equipnent” refers to

t he physical |ocation prescribed in the TSO where the term nal

equi pnment is |located. Ildeally the test access point should be at the
user prem ses. The test access point may be physically accessed (e.
g., patch panel, main frane) or electronically accessed (e.g., matrix
switch, DSN MAF term nal, DPAS). Wen testing at a | ocation other
than a TCF/ PTF where normal patching facilities are not avail abl e,
nodi fi ed test procedures may be required (e.g., test equipnment may
have to be connected to the term nal equi pnent or a main frane using
clips or test probes). Renoval of wires fromuser term nal equi pnent
or the user main frame should not be acconplished w thout perm ssion
of the user and any contractor responsible for maintenance of the
equi prmrent. If in doubt, do not nodify equipnent installation for

testing. Conduct the testing at the nearest test access point.

C6.5.2 Availability of Personnel to Perform QC Testing. Performnce
of quality control testing is an inherent function of every DIl
facility (e.qg., TCF/ PTF, DCO, M crowave, Switching Facility,
Satellite Termnal) that has DIl circuits routed through the
facility. Individuals in charge of DI facilities nust ensure

trai ned personnel are avail able during every shift to perform
schedul ed and unschedul ed QC testing. Although sone facilities have
a "quality control section" established as part of their staff, shift
personnel nust still be capable of performng QC tests. The TCF PTF
shift supervisor is responsible for ensuring that schedul ed testing
is conpleted and that every effort is made to conduct unschedul ed
testing as necessary. Wen testing is required at an unmanned
facility the CCO nust coordinate with the TCF/ PTF responsible for the
unmanned facility to ensure personnel are avail able at the unmanned

facility for testing.

C6.5.3 Availability of Test Equi pnent.

C6.5.3.1 Every effort nust be nmade to ensure that all required test
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equi pnent is available, and is calibrated, for conducting quality
control testing. |If required test equi pnent is not avail abl e,
appropriate actions nust be taken to postpone or reschedule to a tine
when all test equipnent is available. Each TCF PTF nust maintain an
up-to-date status of available test equipnent with calibration
status, and actively pursue replacenent of non-avail abl e test

equi pnent .

C6.5.3.2 Each &M is responsible for ensuring that their facilities
have the necessary test equi pnent to performrequired tests in
accordance with this chapter and that the test equipnent is
conpatible with other DIl facilities. A basic listing of test

equi pnment requirenments and common nmanufacturers is contained in
Supplenment 1 to this circular. Wen an itemof test equipnent is

| noperative or turned in for recalibration and a conpati bl e
substitute is not avail able, the test equi pnent shoul d be decl ared
"“m ssion essential” and an attenpt nmade to obtain a replacenent so
that fault isolation, quality control, and perfornmance nonitoring

functions are not inpaired.

C6.5.4 Test and Acceptance (T&A) Testi ng.

C6.5.4.1 Al DIl circuits, and trunks assi gned paraneter codes, nust
be tested prior to acceptance for service by the U S. Governnent

unl ess a waiver condition applies. The CCO CMO assigned in the TSO
I's responsi ble for ensuring T&A testing is conpleted. Refer to

paragraph C6.5.8 of this chapter for waiver conditions.

C6.5.4.2 The CCO CMO nust ensure that the required in-effect,
del ayed service, or exception reports are submtted upon conpletion

of the T&A test in accordance with DI SAC 310-130-1.

C6.5.4.3 The TSO issuing authority nmay grant a tenporary T&A wai ver
when cutting over existing circuits in support of a nmjor project.

When a tenporary T&A waiver is issued T&A testing nust be perforned
during the next schedul ed periodic out-of-service QC, or within 180

days, whichever is sooner.

C6.5.4.4 Trunks or circuits that do not have governnent test access
points (e.qg., commercially provided end-to-end) are waivered for T&A
testing. The CCOCMO is responsible for verifying that U S
Governnent test access points do not exist. The trunk or circuit
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shoul d be in-effected once the user advises that the requested
service has been provided and that service is satisfactory in

accordance with the TSO and any contractual docunents.

C6.5.4.5 Trunks or circuits failing to neet any test paraneter
specification during T&A testing will not be accepted for service by
the U S. Governnment. Wen a trunk or circuit fails to neet
specifications an exception report nust be submtted. The CCO CMO
wi Il include extracts fromthe appropriate portions of DD Form 1697:
Circuit Paraneter Test Data in the exception report. Extracts wll

i nclude identification of any tests where a paraneter failed to neet
specifications, specific neasurenents obtained, and other appropriate

comment s.

C6.5.4.6 Once notified that a trunk or circuit does not neet T&A
test paraneter specifications the TSO i ssuing authority nust

determne, or will require the Tel econmuni cations Certification
Ofice (TCO to determne, if the neasured paraneter specifications
are adequate to neet user requirenents. |f the paraneter

specifications are determ ned to be adequate, the CCO CMO may be
directed to accept service on behalf of the U S governnent. The TSO
I ssuing authority or TCO nust advi se whether service wll be
tenporarily accepted until the paraneter(s) are corrected, in which
case an exception report nust be submtted, or whether service is to
be permanently accepted with the degraded paraneter(s), in which case
an in-effect report nust be submtted. |If the paraneter
specifications are not adequate, the circuit wll not be accepted for

service until satisfactory service can be provided.

C6.5.4.6.1 The O&M nust provi de any necessary technical or equi pnment
procurenent assistance to correct |ocal problens.

C6.5.4.6.2 DISAwIll provide any engineering assistance if the
problemis determned to be with the circuit design.

C6.5.4.7 If the TSO issuing authority or the TCO determ nes the
service is satisfactory and service is to be accepted, the initial

T&A data w Il be used as the baseline for future testing.

6.5.4.8 The CCO CMO nust maintain current listings of circuits that
were accepted for service but not neeting required paraneters, and
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must ensure that outstandi ng exception(s) are cleared by an in-effect
report at the earliest possible date. The CCO CMO nust submt foll ow
up reports every 30 days until the exception(s) are cleared. Refer to

chapter 8 of this circular for specifics.

C6.5.5 Equi pnent Test and Acceptance Testi ng. Techni cal and
operational conpatibility of all equipnent interfacing wwth the DIl
Is inperative to providing reliable and quality service. Therefore,
techni cal control personnel nust be involved with installation and
T&A teans responsible for accepting DI comruni cations systens and

subsystens. The foll owi ng guidelines are provided for TCF/ PTFs:

C6.5.5.1 Coordinate with other DIl facilities concerning the
addi tion of new equi pnent into the system

C6.5.5.2 Perform appropriate quality control tests on the new

equi pnment to ensure it is capable of supporting user service. |If the
design capability of the equi pnment permts satisfactory operation at

| oner specifications than those specified in D SAC 300-175-9, then

t he specifications contained in the equi pnent technical manual may be
used. Test results nust be maintained until such equipnent is

r enoved.

C6.5.5.3 Perform back-to-back, and | ooped tests, as appropriate.

C6.5.5.4 Supervise the cutover of all trunks and circuits to the new
equi pnmrent. \When service nust be interrupted for cutover of new
equi pnment, the procedures outlined in chapter 7 of this circular nust

be foll owed.

C6.5.6 CQut-of-Service Testing. Qut-of-service testing renoves user
traffic fromthe transm ssion nedia to all ow conpl ete access and end-
to-end testing of the trunk or circuit. The purpose of out-of-
service testing is to periodically verify the quality of prescribed
specifications (in accordance with DI SAC 300-175-9) fromterm na

equi pnent to term nal equi pnent, and to nmake necessary end-to-end

adjustnents to interface and transm ssion equi pnent.

C6.5.6.1 Test Requirenents. Periodic end-to-end out-of-service
testing nust be perfornmed in accordance with the foll ow ng
requirenments on all DIl circuits, and trunks assigned a paraneter
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code, unless a QC wai ver conditions applies.

C6.5.6.1.1 DIl trunks or circuits traversing anal og transm ssion
media (total or segnented) between serving TCF/ PTFs nust be schedul ed
for periodic end-to-end testing in accordance wwth Table 6.1 (anal og)

or Table 6.2 (digital).

C6.5.6.1.2 DIl trunks or circuits traversing all digital nedia, from
serving TCF/ PTF to serving TCF/ PTF, are exenpt from periodic end-to-
end testing. The only exception is those circuits that require

special conditioning (e.g., C3, CT, and C5 paraneter coded circuits)
such as anplitude/delay equalizers to neet high speed transm ssion

rates.

C6.5.6.1.3 Although out-of-service testing is not nornmally required
for trunks and circuits traversing all digital nedia, there may be
occasi ons when testing is prudent (e.g., during degradations,

custoner conpl aints).

C6.5.6.1.4 Each servicing TCF PTF shoul d establish sone form of
periodic testing, or nethod to verify the signal quality, of those
trunks and circuits that are extended fromthe TCF/ PTF to the user
termnal. This is particularly inportant for those circuits
traversing tail segnents and on those circuits that are extended off

the install ati on.

C6.5.6.1.5 Segnented testing may be required when end-to-end
performance of the trunk or circuit cannot be determ ned by nornal
end-to-end testing. An exanple is when a circuit traverses a m x
(hybrid) of analog and digital transm ssion nedi a where anal og
testing would be required on the anal og segnent(s) and digital
testing would be required on the digital segnent(s). Segnented
testing may also be required when it is necessary to separate the
circuit into identifiable segnents such as tail segnents,
transoceani c segnents, U. S. Governnent-owned versus | eased segnents,
etc., or for circuits assigned "Q' paraneter codes as explained in

par agraph C6.5.6.1.6 bel ow

C6.5.6.1.6 Hybrid circuits assigned a "Q' paraneter code require
segnented testing. Q paraneter codes are nornally assigned when the
term nal device generates a digital signal that is converted through
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a nodem or other such device, to an anal og signal for transm ssion.
The Q paraneter code should only be assigned when the nodemis U S
Gover nnent - f urni shed equi pnent (GFE), allow ng Gover nnent personnel
test access to both the digital and anal og side of the nbdem An
exanple of a typical Q paranmeter coded circuit is an AUTODI N DVS
circuit. The AUTODIN DM5 Swi tching Center (ASC) generates a digital
signal that normally traverses an AUTODI N DVS PTF. The digital
signal is then converted at the AUTODI N DM5 PTF to an anal og signal,
with a nodem for transmssion to the Primary TCF, or to a commerci al
carrier. DI SAC 300-175-9 prescribes specific analog and digital
paraneters applicable to each Q paraneter code (e.g., a QL equates to
a Cl/J1). Q paraneter codes nust be tested in accordance with the

foll ow ng paragraphs (refer to Fiqure 6.1).

C6.5.6.1.6.1 For T&A, Q paraneter coded circuits nust be tested for
bot h paraneter codes applicable to the circuit (e.g., QL circuits
require testing for C1 and J1 paraneters). The circuit nmust be
tested for digital paraneters end-to-end and then tested for anal og
paraneters between the anal og side of the nodens. |If the nodemis

| ocat ed sonmewhere other than the TCF/ PTF, and technical control
personnel do not have access to the digital side of the nodem then a
testing waiver should be granted for the digital test requirenent.
However, analog testing is still required. For AUTODIN DMS circuits
t hat have the nodeminstalled at the AUTODI NN DMS PTF, the AUTCDI N DMS
PTF is responsible for perform ng end-to-end digital and anal og
testing. However, if the AUTODIN DVM5 PTF is collocated with a
primary TCF, the primary TCF should performthe analog testing if it
I's not economcally feasible for the AUTODIN DM5 PTF to acquire a

conpl ete set of anal og test equipnent.

C6.5.6.1.6.2 Periodic out-of-service testing requires end-to-end
digital tests. Footnote 5. If the end-to-end digital tests fail

speci fications, then anal og testing should be conducted to isolate
any possible faults.

C6.5.6.2 Procedures.

C6.5.6.2.1 The CCO assigned to the trunk or circuit nust schedul e
periodic out-of-service QCtests in accordance with the assigned
paraneter code and tables contained in this chapter. The CCOis
responsi bl e for scheduling and nmai ntai ni ng an out-of -service
perpetual QC testing schedule for all trunks and circuits for which
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control responsibility is assigned. The CCO nust ensure test
schedul es are fully coordinated with other required facilities and

that a copy of the schedule is provided to those facilities.

C6.5.6.2.2 Periodic testing nust be scheduled within the sane nonth
as when the circuit was activated. For exanple, if a circuit was
activated on 15 March 1997, then annual testing would be due anytine

during March of successive years.

C6.5.6.2.3 Test schedul es nust be sufficiently flexible to allow
for non-conpl etion due to reasons beyond the control of a facility.
However, efforts nmust be nmade to ensure testing is conpleted within

30 days of the original activation date.

C6.5.6.2.4 QC testing perfornmed in accordance wth other DI SA or Q&M
prograns (e.g., DI SA Perfornmance Eval uations, O&M | nspections) or
conplete realignnent of a trunk or circuit as the result of an outage
will satisfy QC test requirenents if the testing is acconplished

wi thin 30 days of a schedul ed QC.

C6.5.6.2.5 CQut-of-service testing requires user release of the
circuit if areroute is not available. Wen testing nmulti-channel
trunks (e.g., FCC- 100 channel packs) user rel ease nust be obtai ned

from each user on the trunk.

C6.5.6.2.6 Circuits failing to neet paraneter specifications during
schedul ed quality control testing nust be optim zed and brought back
within DIl paraneter specifications. |If the trunk or circuit cannot
be brought back within specifications, the problem should be

identified to the TSO i ssuing authority and the O&M for assi stance.

C6.5.6.2.7 Those circuits not neeting DIl paraneter specifications
during the initial T&A, but were accepted for service, are only
required to neet initial T&A test results. |If T&A data is not
avai |l abl e, the data fromthe first conplete out-of-service QC test

must be recorded and retained as T&A
C6.5.6.2.8 Whenever T&A data is invalidated due to major realignnment

of equi pnent, change in transm ssion path, etc., the CCO nust
initiate end-to-end testing to establish new T&A basel i ne dat a.
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C6.5.6.2.9 DIl facilities nust devel op QC procedures for testing
| ocal equi pnment if the procedures are not contained in another
docunent. Training plans suffice if they contain procedures for

testing | ocal equipnent.

C6.5.6.2.10 Oder of Testing. The sequence for digital paraneters
Is not significant as nost digital tests are perforned

si mul taneously. The sequence of testing for anal og paraneters,
however, nust be performed in a | ogical sequence. Since nost anal og
probl ens are | evel or noise sensitive, this is where testing should

begin. Anal og testing nust be perforned in the foll owm ng sequence:
C6.5.6.2.10.1 Net Loss.
5.6.2.10.2 Idle Channel Noise or C- Notched Noi se.
.5.6.2.10.3 Inpulse Noise (wth holding tone if necessary).
.5.6.2.10.4 Envel ope Del ay (when applicable).
.10.5 Frequency Response.

.5.6.2.10.6 All other required tests.

.5.6.2.11 DD Form 1697 (G rcuit Paraneter Test Data - Anal og) or

Form 1697-1 (G rcuit Paraneter Test Data - Digital) will be used
to record T&A and periodic QC data. TCF PTFs nay use autonated
products in lieu of these forns if all the information required on
the DD Fornm(s) is contained in the substitute. The CCO and serving
TCF/ PTF nust retain DD Form 1697s or automated products on file in
the circuit history folder. T&A data nust be maintained for the life
of the trunk or circuit. Periodic data nust be maintained for all
tests perforned during the previous 12 nonths. Once the next annual

XL test is perforned, all previous periodic QC data nay be di scarded.

8888888

C6.5.6.2.12 Al outages attributed to QC testing nust be reported in
accordance with DI SAC 310-55-1 and applicabl e suppl enents.

C6.5.6.2.13 Qut-of-service C testing does not include tine to
t r oubl eshoot and correct problens discovered during the QC test. Wen
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it is determned that a circuit does not neet the specified
paraneters and requires corrective action, the testing effort nust be
term nated. The circuit nust be | ogged back "in" with the RFO for

aut hori zed outage. A new "out" report nust then be submtted wth

t he actual reason for outage (e.g., defective equipnent). The "out"
time nust be the sane as the previous "in" tinme to reflect continuous

out age.

C6.5.6.2.14 Scheduled quality control testing is required for all
comruni cati ons equi pnment supporting DIl trunks and circuits,

I ncl udi ng spares. Conmuni cati ons equi pnent testing ensures that

equi pnment neets the technical specifications contained in applicable
technical manuals. Al quality control testing on comrunications
equi pnment nust be coordinated with the TCF PTF supervi sor on duty
whet her the equipnent is located in the TCF/ PTF or another portion of

t he communi cations facility.

C6.5.6.2.14.1 Qperational equipnment is normally tested in accordance
with O8%M preventive nmai ntenance procedures. Upon conpletion of any
preventi ve mai ntenance, operational equipnent nust be tested in

conjunction with TCF/ PTF personnel before it is put back on-Iline.

C6.5.6.2.14.2 Spare conmmuni cations equi pnent (e.g., conditioning
equi prent, nultiplexers, printers) with test access points appearing
in the TCF/ PTF nust be scheduled for QC testing by the TCF/ PTF. Tine
i nterval used by O&M preventive nai nt enance procedures can be used as

criteria for devel oping the schedul e.

C6.5.7 1In-Service Performance Mnitoring. The purpose of in-service
performance nonitoring is to provide performance infornmation that

i ndi cates the quality of the operating signal traversing the network
"W thout interruption” to the signal. In-service performnce
nonitoring is nostly a manual function on anal og systens whereas it
is normal |y automated on digital systens. Autonmated in-service
performance nonitoring of digital systens nmay eventually negate the

requi renent to perform periodic out-of-service testing.
C6.5.7.1 Anal og.

C6.5.7.1.1 Requirenents. In-service performance nonitoring nust be
perfornmed weekly on the send signal levels of all active anal og
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circuits by each servicing TCF/ PTF. Footnote 6. Each servicing TCF/

PTF nust establish and nmaintain an in-service performnce nonitoring
test schedul e and work sheet for all analog circuits term nating at
or traversing the DIl facility in a manner that provides trending

i nformation. Results will be recorded by exception. |If a user's
signal level is not within DI SA specified standards or the circuit
has an abnormal condition present, record circuit CCSD, the signal

| evel or abnormal condition, and the corrective actions taken.

Si gni ficant problens shoul d be docunented in the Master Station Log.

C6.5.7.1.2 Hi gh inpedance (e.g., 10K ohns) neasurenents are nmade at
nonitoring points to prevent interruption of user service. Nornal
user traffic signals, tel ephone supervisory signals, and conposite
transm ssion |l evels are sone of the paraneters which can be neasured
Wit hout interruption of service and conpared to |levels nornmally found
at the transmssion |level point (TLP). Grcuits nust also be

noni tored for abnormal conditions (e.g., hybrid how, cable hum when
user signals are not present. [In-service performance nonitoring nust

be perforned as foll ows:

C6.5.7.1.2. 1 On the transmt |ine nonitor jack of the VF patch bay,
nonitor the send signal |evel entering the transm ssion path. The
transmt tolerance for signals originating fromusers at the | ocal

i nstallation served by the TCF/ PTF will be + .5 dB unl ess ot herw se
stated in DI SAC 300-175-9. If an inproper level is identified, the
receive signal |evel at the cable patch bay (fromthe | ocal user)
shoul d be checked. The faulty |level nust either be between the user
and TCF/ PTF, or between the cable and VF patch bays within the TCF/
PTF. Transmt tolerance for circuits originating at another facility
that are routed through the TCF/ PTF nust be in accordance with |ink
and multi-link standards in DI SAC 300-175-9 (+ 1 dB for single-link
paths, + 2 dB for multi-link paths). [If an inproper level is
identified, the level of the receive signal fromthe cross-connect

| i nk shoul d be checked to determne if the fault is in house or from
another facility. Once the source of the faulty level is found
appropriate action nust be taken to have it corrected. Wen

t r oubl eshooti ng problens that require signal adjustnents, every
facility along the entire transm ssion path nust attenpt to bring

signals within + .5 dB.

C6.5.7.1.2.2 On the transmt line nonitor jack of the cable (Ilocal
user) patch bay, nonitor the send signal level to the | ocal user.
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Level s should be in accordance with link and nulti-link standards in
DI SAC 300-175-9 (+ 1 dB for single-link paths, + 2 dB for nmulti-Ilink
paths). If an inproper level is identified the receive level from
the transm ssion path should be checked to determne if the fault is
I n-house or fromanother facility. Once the source of the faulty

| evel is found appropriate action nust be taken to have it

corrected. Wen troubl eshooting problens that require signal

adj ustnents every facility nust attenpt to bring signals within + .5

dB along the entire transm ssion path.

C6.5.7.2 Digital. The concept within the digital environnent is to
utilize available in-service performance nonitoring capabilities
provi ded by Network Elenents (NE). The nonitoring nmay be perforned

| ocally or at a centralized Network Managenent Center as indicated in
chapter 3, Figure 3.1. Fiqure 6.2 shows typical DIl configurations

usi ng various NEs. As indicated, once a user signal traverses a NE,
the signal is nonitored by one or nore higher level NEs. The
performance i nformati on obtained fromthe NEs will indicate when a
degradation in performance occurs. Therefore, it is inperative that
each DIl facility having NE equi pnrent establish an effective in-
service performance nonitoring program Figure 6.3 is a list of

typi cal performance paraneters nonitored by nost NEs. These
performance paraneters, and applicable thresholds, can be found in

DI SAC 300-175-9. The follow ng procedures nust be foll owed:

C6.5.7.2.1 NE performance nonitoring thresholds nust be set in
accordance wth DI SAC 300-175-9. |If DI SAC 300-175-9 does not contain
appropriate thresholds then default values specified in equi pnent
manual s nmust be used. |[|f established thresholds cannot be net due to
uni que transm ssion equi pnent characteristics then O&s may request
site specific thresholds based on test and evaluation data. The
request, as well as justification, nmust be submtted through the
appropriate LCC to the DI SA area transm ssion division for approval.

| f approved, the original data and justification nust be nmaintained
as long as non-standard performance nonitoring threshol ds are being

used.

C6.5.7.2.2 Each DIl facility with NE performance nonitoring

equi pnment nust establish an in-service perfornmance nonitoring program
using the foll ow ng guidelines:

C6.5.7.2.2.1 Each DIl facility is responsible for ensuring NE al arm
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conditions are continually nonitored. As a mninmum the alarm
condition(s) of each NE nust be verified every 2 hours. Al though

al arm conditions for each NE may be nonitored by a centralized

Net wor k Managenent Center (NMC), each DIl facility is still
responsi ble for nonitoring the NEs under their responsibility. NMCs
do not necessarily receive all alarnms generated from NEs. Conpletion
of the alarmverifications nust be docunented. Any significant

conditions, and corrective actions taken, should al so be docunent ed.

C6.5.7.2.2.2 |Imediate action nust be taken on service affecting
alarmconditions (normally critical and najor alarns). The
appropriate LCC nust be notified of any service affecting
conditions. Normally, traffic will be rerouted and the degraded
trunk or circuit taken out of service. Appropriate testing nust be

conducted to isolate and repair the fault.

C6.5.7.2.2.3 Al other alarmconditions nust be correlated with

ot her data and corrected as soon as possi ble. \Wenever in-service
performance nonitoring thresholds are exceeded, that particular trunk
or circuit nust be closely nonitored and appropriate actions taken.

| f avail abl e, on-demand type nonitoring should be inplenented to

provi de additional data for fault isolation purposes.

C6.5.7.2.2.4 Historical alarmcondition reports generated by each NE
must be reviewed for each 24-hour period and maintai ned a m ni num of

7 days. Corrective actions nust be taken to correct abnormal trends.

C6.5.7.2.2.5 Performance reports generated by each NE nust be

reviewed for each 24-hour period and mai ntained a m ni num of 7 days.
These reports may be tailored by each facility to provide only that
I nformati on necessary to performan analysis of system perfornmance.

Corrective actions nust be taken to correct abnormal trends.

C6.5.8 Quality Control Waivers. QC waivers nay be granted for T&A,
and for periodic out-of-service testing, if the capability for

testing does not exist. Footnote 7. QC waivers can be obtained from
DISAin the original TSO in accordance wth paragraph C6.5.8.1 bel ow,
after the TSO has been issued in accordance wi th paragraph C6.5.8.2
bel ow, or for any of the conditions listed in paragraph C6.5.8.3
bel ow that the CCO CMO determ nes justifiable. Footnote 8. Each CCO

CMO is responsible for maintaining a conplete list of all circuits
that are waivered fromtesting (T&A and/or periodic). The waiver
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| i st nust be avail able to personnel responsible for performng QC
tests and nust include the reason for the waiver and the effective
date. Each circuit added to the waiver |ist nust be validated by the
facility Chief. Crcuits nust be deleted fromthe |list anytine the
condition that caused the waiver changes. The entire waiver |i st

must be revalidated annually by the facility Chief and submtted to

t he hi ghest | evel O&M command within their area, and to the
appropriate LCC, for review during the first quarter of each cal endar
year. Waiver lists nust be provided to DI SA upon request. The |i st
and wai ver conditions are subject to review during DI SA or O%M

eval uati ons.

C6.5.8.1 If it is known at any organi zational |level wthin the RFS
TSR/ TSO process that the capability to test the circuit wll not
exist, a QC waiver nmay be included as part of the RFS/ TSR/ TSO.

Al t hough testing capabilities my not be known at the RFS/ TSR | evel,
there are cases involving specialized circuits where it is known that

testing will not be perforned. |In these cases the requesting
organi zati on or Tel econmuni cations Certification Ofice (TCO may
I ncl ude the waiver request in the RFS/TSR. |If a waiver is not

requested in the RFS/ TSR, the DI SA A& is authorized to provide a
test waiver in the TSOif the DISA ARE is aware, or can verify with

t he O&M or gani zation responsible for testing, that testing capability
will not exist. The waiver should be included in the paragraph 5 of
the TSO. Inclusion of a waiver in the TSO precludes the necessity of

| Ssuing an adm nistrative waiver once the circuit is activated.

C6.5.8.2 Once a TSO is issued without a waiver it becones the CCO
CM3s responsibility to justify a waiver in accordance wth paragraph
C6.5.8.3 below, or to obtain a waiver from DI SA when conditions
warrant. DI SAC 310-65-1, chapter 77, contains a listing of available
wai ver codes. Detailed justification nust be provi ded when
requesting a waiver fromDI SA. The CCO CMO designated in the TSO
must identify the specific circunstances pertaining to each waiver
request to their O&M command for concurrence or nonconcurrence. |If
the O&M concurs, the O&M nust forward the request to the appropriate
DI SA area approval authority (D SA-EUR, Code DEOO; DI SA-PAC, Code
DPIE; DI SA RCC, Code DONC) with an information copy to the
appropriate TCO  WAiver requests on circuits traversing nore than
one DI SA area will be granted by the DI SA area approval authority
that has jurisdiction over the CCO CMO, after coordination wth the
other DI SA area. Copies of waiver-related correspondence nust be
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retained in the circuit history folder.

C6.5.8.3 The CCO CMO may apply any of the follow ng conditions once
the CCO CMO has verified that the condition exists and once the
facility Chief validates the waiver. Any condition other that the
follow ng requires approval from DI SA in accordance with the

procedures |isted above.

C6.5.8.3.1 Circuits that cannot be tested due to | ack of test point
(s) accessible by governnent personnel are waivered for T&A and
periodic testing. This includes end-to-end comercially |eased
circuits that do not traverse governnent facilities. |If the waiver
Is not included in the TSO, the CCO CMO nust verify that test access
points are not available or that the circuit does not traverse any

governnent facility before waiving test requirenents.

C6.5.8.3.2 |IP Router Networks circuits are waivered from periodic
testing. T&A testing nust be perforned before accepting service.
Once the circuit is accepted for service, IP Router Networks circuits
will only be Q d when directed by the appropriate | P Router Networks
Monitoring Center. Routine quality control is the responsibility of
the appropriate I P Router Networks Mnitoring Center utilizing

I nstal | ed software.

C6.5.8.3.3 Any circuit assigned a service availability code, where
an electrical path is not available until the circuit is activated,

Is wai vered for periodic testing. T&A testing nust be acconpli shed.

C6.5.9 FDM W deband Systens Quality Control. The DIl Quality
Assurance (QA) programoutlined in D SAC 310-70-57 enconpasses DI |
policy for nonitoring DIl analog terrestrial transm ssion |inks.
Each DIl TCF PTF nmust nmaintain a copy of DI SAC 310-70-57, and

appl i cabl e suppl enents, and perform necessary tests and neasurenents.

C6.5.9.1 Baseband Sweeps. Send and recei ve baseband sweeps nust be
perforned on each FDM baseband at | east once per radi o day during
peak traffic periods. The sweep should be acconplished wth a
frequency selective voltneter (FSVM, preferably wth a spectrum

di spl ay, and where possible at a test point which includes the
radi o' s supervisory orderwire signals so that all signals can be
nmeasured. The sweep is intended to identify baseband signals
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constantly exceeding -10 dBnD (signals such as voi ce peaks nay
sporadi cally exceed -10 dBnD as specified in DI SAC 300-175-9). Wen
a signal that constantly exceeds -10 dBnD is identified, normal fault
| sol ation procedures nust be initiated to correct the |evel problem
Since there are nunerous | evel adjustnents along the signal path,
special care nust be taken to ensure the |level at each point is
correct. Conpletion of the baseband sweep nust be annotated in the
Master Station Log (MSL) wth any significant problens and corrective
actions taken. Baseband sweep results nust be recorded in sone

format such as |ocal worksheets, automated print-outs, etc.

C6.5.9.2 Pilot Levels. Transmt pilot |levels originating at each
Dl facility nust be neasured a m ni num of once every 7 days. These
measurenents nust be nade at baseband test points and nust include
each FDM group, supergroup, and mastergroup |evel as appropriate.
Pilot levels nust be maintained within mlitary standards. Wen the
mlitary standards exceed the T.0O specifications, the T.QO
specifications nust be used. Conpletion of pilot |evel neasurenents
must be annotated in the MSL as well as identification of out-of-

tol erance | evels and corrective action(s) taken.

C6.6 Trend Analysis. Trend analysis nust be perfornmed at the | owest
| evel possible where the custoner interfaces with the DII. The

foll ow ng procedures nust be established by all DI TCF PTFs:

C6.6.1 Al DI TCF/ PTFs nust establish an aggressive trend anal ysis
programon all circuits for which they are the CCO or servicing TCF/
PTF, and on all trunks and links which termnate at their station.
CM3s should also performtrend analysis for the circuits they are
assigned responsibility. The program nust trend nunber of outages,
outage tines, reason for outage, calculate availability and
reliability, and determne if circuit reliability neets managenent
thresholds (Ml on a nonthly cal endar basis. |In accordance with

DI SAC 310-130-2, availability includes all outages while reliability
excl udes outages attributed to authorized outages, switch outages and
preenptions (A, X or Rin the first position of the DI SAC 310-55-1

RFO code).

C6.6.2 MIs established in DI SAC 310-130-2 are categorized according
to transm ssion nedia, network, or circuit restoration priority.
These MIs nust be used for trending DIl trunks and circuits.
Footnote 9. If a circuit is part of a specific DI network that has
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MI's established for that network, then the MI for that network nust
be used for that circuit. Al other circuits nust use the M
established for circuit restoration priority. The MI for each |evel
of the Tel ecommuni cations Service Priority (TSP) system and for each
| evel of the Restoration Priority (RP) systemuntil it is phased out,

are contained in Fiqure 6.4.

C6.6.3 Anytine a link, trunk, or circuit fails nonthly M, the
out ages nust be analyzed to determne if corrective actions are
required. |If a problemhas been identified and additional action(s)
cannot be taken (e.g., awaiting parts) then further actions are not
necessary. Every effort nust be nade to ensure optimumreliability

at all tines.

C6.6.4 If alink, trunk, or circuit fails MI for two consecutive
nmont hs and t he probl em has not been identified, the CCO and/ or
servicing TCF PTF nust coordinate with the user and take appropriate
actions to resolve the degradation. The CCO and/or serving TCF PTF
may have to perform QC tests on the user equipnent, tail segnent, and
transm ssion systemto isolate the fault. Once isolated, the problem
must be turned over to the appropriate organization responsi ble for
mai ntai ning the specific equipnent. |f actions are not deened
necessary, the CCO and/or serving TCF/ PTF shoul d docunent why further
actions are not necessary (e.g., problemcorrected). The CCO or
servicing TCF PTF, must notify the appropriate LCC NCO of all
circuits, trunks, and links that fail MI for 2 consecutive nonths.

Met hod of notification is at the discretion of the LCCNCO If the
servicing TCFH/ PTF is not the CCO the CCO nust also be notified of
each circuit on the list at which tinme the CCO should becone invol ved

with the problem

C6.6.5 |If the circuit fails MI for three or nore consecutive nonths
the CCO, or servicing TCFH PTF, nust take imedi ate action to inprove
circuit reliability if action has not already been taken. Once the
fault is isolated, or if the fault has already been isol ated but not
corrected, aggressive action nust be taken to correct the situation.
This may include involvenent of the LCC, O&M comrand, or the DI SA
When assistance is required fromthe DI SA, the request should cone
fromthe LCC or &M command. The CCO, or servicing TCF PTF, mnust
notify the appropriate LCC NCO and O&M command of all |inks, trunks,
and circuit that fail MI for 3 or nore consecutive nonths. Mthod of

notification is at the discretion of the LCC/ NCO and O%M conmand.
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CHAPTER 7. SERVI CE | NTERRUPTI ONS

C7.1 GCeneral. Al DISA, MIDep, and contracted OM el enents share
responsibility for ensuring reliable comunications service to users
of the DIlI. Therefore, it is inperative that service interruptions
be kept to a mninum \When service interruptions are necessary, plan

the interruption to mnimze the inconveni ence to users.

C7.2 Functions and Responsibilities. Listed are sone of the
functions and responsibilities of DIl facilities and personnel to

ensure mninmum service interruptions to DIl users:

Cr.2.1 The |l ocal Technical Control Facility/Patch and Test Facility
(TCF/ PTF) is responsible for all transm ssion nedia entering,
termnating, or traversing a DIl facility. Chapter 2 of this

circular requires DIl circuits to be routed through the TCF/ PTF for
maxi mum flexibility and survivability.

C7.2.2 The | ocal O&M communi cations elenent, normally the serving
TCF/ PTF, is responsible for all circuits termnating at the
geographi cal |ocation of concern. |If a TCF/ PTF is not avail able, the
| ocal O&M activity assigned for circuit control is responsible. For
exanpl e, the Node Site Coordi nator (NSC) woul d be responsible for all
| P Router Networks circuits traversing the Packet Switch Node (PSN)

at that location, the Defense Switched Network (DSN) mai ntenance
activity would be responsible for all DSN circuits traversing the DSN
switch at that location, etc. If there is no |ocal O&M el enent
assigned responsibility for circuit control, the Communi cations
Control Ofice (CCO or Communications Managenent O fice (CMD is

ultimately responsi bl e.

C7.2.3 The serving TCF/ PTF is responsible for requesting and
schedul i ng Aut hori zed Qutages (AGs) for all communications in the

| ocal area of responsibility, to include subordinate sites if a TCF/
PTF is not located at that site. If a serving TCF/ PTF i s not
situated in the |ocal area then the next | ower O&M el enent descri bed
I n paragraph C7.2.2 above assunes responsibility for requesting and

schedul i ng aut hori zed out ages.

C7.2.4 In addition to the above, sone DIl networks have centralized
noni toring, managenent, and control centers with renbote access to
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swtched circuits for nonitoring, testing, and restoration purposes.
These centralized centers are responsible for coordinating with the
appropriate elenent (e.g., TCF, PTF, NSC, CCO or CM) at a specific
| ocati on when network service is, or will be, interrupted.

C7.2.5 \Wen actions can be predicted (e.g., schedul ed mai ntenance),
the user nust be notified in advance so that traffic may be stopped

at the schedul ed tine.

Cr.2.6 CCccasionally, traffic will be interrupted due to unforeseen
events such as transm ssion nedi a degradation or equi pnent failure.
Traffic may also be interrupted by preenption of the circuit to
restore a higher priority user or denial of network access to | ower
priority users. In all such cases, users must be notified

| mredi ately of the transm ssion failure or preenption to permt them
to termnate transm ssion of traffic. Users nust be notified when

service IS restored.

C7.2.7 \Wien a circuit(s) is unusable, or the user conplains of
unaccept abl e degradati on, the user nust relinquish control of the
circuit to the responsible DIl control elenent (e.qg., TCF/ PTF) for

corrective action.

C7.2.8 Any tinme a DIl control elenent requests a user to release a
circuit due to conditions described in this chapter, the user nust

make every effort to arrange release of the circuit(s).

C7.3 Schedul ed Service Interruptions. DISA policy requires that the
best possible communi cations service be provided to users
commensurate with avail abl e equi pnent and facilities. Maintenance of
this service may, at tines, require renoval of equipnent from service
or, in cases of major engineering changes, may require the conplete
shutdown of a communications facility. These outages (which wll be
held to a mninmum are known in advance and every effort should
exerted to provide continuity of service during the tine a facility
Is out of service. Wienever possible, user service will be

mai nt ai ned using avail able reroute capabilities in accordance with
the NCS TSP or RP. Wen it is absolutely necessary to renove
conmuni cati ons equi pnent, facilities, or a DIl station from service,

t he pl anning, notification, supervision, and restoral nust be

t hor oughl y coordi nat ed.
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C7.3.1 Planning. Service interruption will normally be schedul ed

when m ni mum comruni cations inpact will occur to users and w ||
provi de, where possible, for maximumcircuit restoration via
alternate routes. Planned actions will be tinme-phased to allow
control to be maintained at all times and to ensure that

comruni cations capabilities are maxim zed. Planning wll include
recovery actions should an energency arise which would prevent the
conpl etion of planned actions. |In addition, planning wll consider

the | easing of additional circuits, as necessary, to provide
uni nterrupted service. However, funding for these circuits nust

normal |y be certified in advance by the cogni zant O8M el enent.

Cr.3.2 Noti fication.

C7.3.2.1 It is of the utnost inportance that all users of the DI be
i nformed of any action that will or nay degrade their service.
Particul ar enphasis nmust be placed upon the notification of higher
headquarters, CINCs, JCS, DoD, NSA, and any Federal agenci es whose
service will or nmay be degraded. USNVR SHAPE CASTEAU, BE nust be

i ncl uded as an addressee on all schedul ed outages invol vi ng NATO
circuits (also include internal passing instructions "USNVR SHAPE

PASS TO NI CS- COA FOR | NFO') .

C7.3.2.2 Anytine an O8M el enent devel ops a plan that requires user
service interruption, the O&M nust advi se the appropriate DI SA GOSC/
RCC of the planned service interruption at the earliest possible
date. Failure to provide advance notification may result in deni al
of the service interruption and increased cost to the Q& This is

especially true when O%M el enents enter into contractual agreenents.

C7.3.3 Supervision. TCF PTFs and ot her O&M el enents have direct
control and supervisory responsibilities for control and

| npl enentation of a schedul ed service interruption. These elenents
must keep the appropriate DI SA GOSC/ RCC advi sed on the status of
service interruptions, and nust follow DI SA circul ars and

I nstructions as request ed.
C7.3.4 Restoral.

C7.3.4.1 No Interruption to User Service.
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C7.3.4.1.1 \Wen there cannot be any interruption of user service and
sufficient spare or backup equi pnent is available during the affected
period, no additional action, other than normal control practices, is

necessary.

C7.3.4.1.2 Wen there cannot be any interruption of user service and
sufficient spare or backup equipnent is not available during the
affected period, the TCF/ PTF or other responsible O8M el enent nust
notify the appropriate LCC NCO and DI SA GOSC/ RCC of the situation,
especially if it constitutes a hazardous condition (HAZCON) in
accordance with DI SAC 310-55-1. The DI SA GOSC/ RCC or LCC/ NCO may
cancel or direct rescheduling of this type of interruption.
Furthernore, the DI SA GOSC/ RCC is authorized to require the users be

notified of all hazardous conditions.

Cr.3.4.2 Circuit or Trunk Qutage (1.544 Mops or less). Prior
coordi nati on and approval by the DI SA GOSC/ RCC is not required for
rel ease of individual circuits or trunks, with data rate equal to or
| ess than 1.544 NMops, if concurrence is obtained fromthe users at
both termnals. Interruptions to transoceanic and/or inter-area
Interswitch Trunks (I STs), providing common user service (e.g., DSN,
| P Router Networks), nust be coordi nated and approved by the DI SA

AO0SC/ RCC at | east 30 mnutes prior to the interruption.

Cr.3.4.3 DIl Tail Segnent Qutage. DIl facilities that are end
termnals for a single link or trunk(s) off the DI backbone are
considered DIl tail segnents. The follow ng procedures apply to tail

segnent s:

C7.3.4.3.1 The TCF/ PTF or O&M el enent requiring the service
i nterruption nust obtain verbal user concurrence or nonconcurrence
fromall connected users at |least 7 days prior to the schedul ed

I nterruption.

C7.3.4.3.2 DIl users affected by the service interruption are
responsi ble for notifying the distant end user and, as appropriate,

hi gher conmand echel ons of the inpending service interruption.

C7.3.4.3.3 The TCF/ PTF or O&M el enent requiring the service
i nterruption nust then submt a nessage request for service
interruption to the appropriate DI SA GOSC/ RCC at | east 5 days prior
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to the scheduled interruption. The nessage nust contain the
foll owm ng information:

C7.3.4.3.3.1 Desired date and inclusive tine for the service
i nterruption and an alternate date and ti ne.

C7.3.4.3.3.2 Reason for service interruption.

C7.3.4.3.3.3 ldentification of users nonconcurring with the
schedul ed outage and for whomno reroute is avail abl e.

C7.3.4.3.3.4 Estimated maxi mum recovery tine.

C7.3.4.3.4 The DI SA GOSC/ RCC nust coordi nate the outage request with
applicable CI NCs and ot her command el enents, as required, after

eval uating the inpact of the interruption on known pl anned exerci ses,
ot her authorized outages, etc. The DI SA GOSC/ RCC nust then advise
appropriate subordinate DI SA activities and the responsi ble TCF PTF
or O&M el enent, of approval for the scheduled interruption, and the
aut hori zed date and tine the interruption may take place; or deny the

schedul ed interruption and propose an alternate date and tine.

C7.3.4.3.5 Upon receiving approval or disapproval for the service
i nterruption, the responsi ble TCF PTF or O&%M el enent nust notify

af fected users of the deci sion.

C7.3.4.3.6 The TCF/ PTF or O&M el enent requesting the service
i nterruptions nust obtain final approval for the schedul ed
i nterruption fromthe appropriate DI SA GOSC/ RCC 30 m nutes prior to

the interruption.

Cr.3.4.4 DIl Swtching Equi pment/Centers. DI swtching equipnent/
centers can generally be classed as either end termnals (e.g., DSN
end offices, |IP Router Networks Term nal Access Controller), or as
tandemfacilities (e.g., DSN nmulti-function, |IP Router Networks
packet switch node). |[If a switching center termnates traffic from
the network to provide service to |ocal users, then it is considered
the sane as a tail segnent. Service interruptions for DIl sw tching
equi pnment/ centers that termnate traffic wll be schedul ed using the
sanme procedures as a tail segnent in paragraph C7.3.4.3 above. Those
switches that process traffic through the network are consi dered
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tandemfacilities. Service interruptions for tandemfacilities wll
be schedul ed using the sanme procedures as a DIl transmssion facility
I n paragraphs C7.3.4.5 and C7.3.4.6 below. (See paragraph C7.3.4.9

for exceptions to IP Router Networks service interruptions.)

C7.3.4.5 DIl Transm ssion Facility Qutage (Partial). The follow ng
procedures apply to DIl Transm ssion Facilities when the interruption
to user service is of a greater magnitude than an individual circuit

or trunk, but less than a conplete facility outage.

Cr.3.4.5.1 No later than 21 days before a schedul ed service

I nterruption, the DI TCF/ PTF, or other responsible O8M el enent, nust
notify the appropriate DI SA GOSC/ RCC of the requirenent for the

out age and request prelimnary approval for the AO The 21-day tine
factor may be waived by the appropriate DI SA GOSC/ RCC to correct
hazar dous conditions (HAZCONs), or degradations, when the capability
exists at the facility to acconplish the required repair action. Al
affected DI SA, LCC NCO, and O&M el enents will be information
addressees on this request and on all subsequent communi cati ons
regardi ng downtine. Wen NSA circuits are involved, "NSACSS FORT
MEADE MD' will be included as an information addressee. Requests

must include the follow ng information:

C7.3.4.5.1.1 The date and inclusive tines of the schedul ed
i nterruption, and an alternate date and tine.

C7.3.4.5.1.2 The purpose of the scheduled interruption. Provide
detailed information to fully explain the purpose of the interruption.

C7.3.4.5.1.3 A statenent that all required parts and/ or equi pnent
are on-hand to conplete the repair action, or the expected delivery

date for the parts or equipnent.

C7.3.4.5.1.4 A statenent that all avenues of bypass capability (e.
g., use of portable generators) have been consi dered.

Cr.3.4.5.1.5 ldentification of the organization that will acconplish
repair actions (e.g., mlitary or civilian contractor).

Cr.3.4.5.1.6 Identification of specific links, trunks, and circuits
(not provided by an autonated aut horized outage progranm) that wll be
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di srupted and the point where they will be disrupted.

C7.3.4.5.1.7 Nane and tel ephone nunber(s) of the station project
of ficer for the outage.

C7.3.4.5.1.8 Estimated maxi num recovery tinme. Sound judgenent nust
be used when estimating recovery tinme. If unrealistic tinmes are used,
It may not be possible to restore service to users in support of

m ssi on requirenents.

C7.3.4.5.2 The DI SA G0OSC/ RCC nust eval uate the inpact of the service
interruption on the DIl, considering such things as contingency

requi renments, exercises, other scheduled interruptions, etc.

C7.3.4.5.3 Wthin 4 days of receipt of the request, the DI SA GOsC
RCC nmust notify the requester of its tentative approval or

di sapproval. Wen di sapproved, a recommended alternate date will be
provided with rationale. |If the reason is classified, it wll be

passed only to those with an identified need to know.

C7.3.4.5.4 \When the request for a schedul ed service interruption is
tentatively approved, the DI SA GOSC/ RCC nust assist the TCF/ PTF or
other O&M el enent in preparation for the outage. This assistance

must i ncl ude:

C7.3.4.5.4.1 Provision of circuit information on the affected
transm ssion nedia to include the users of the circuit and
i dentification of contacts (e.g., TCFs, PTFs, NSCs, CCGCs, or CMs)

for obtaining circuit releases. Footnote 10.

Cr.3.4.5.4.2 The addresses of all elenents that nmust be notified of
t he out age.

Cr.3.4.5.4.3 Special instructions for requesting user release for
speci al purpose networks. Indicate if a Network Control Station

(NECOS) or joint headquarters nust approve circuit rel eases.

C7.3.4.5.5 No later than 14 days before the outage, the TCF/ PTF or
ot her O&M el enent requesting the outage nust forward a nessage
request to each user that wll be affected by the AO \When NSA
circuits are affected, include NSACSS FORT MEADE MD, as an
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I nformati on addressee. Wen such a request for user release is
received by the user, that user nust coordinate all affected circuit
outages within its area of responsibility. The users affected by the
AO nmust be advised to contact the distant end of the circuit for
verification of concurrence to release the circuit and, if required,

t he concurrence of hi gher headquarters prior to user certification of
circuit release. Nonreceipt of a nessage granting user release from

the responsible O&M el enent wi Il not be construed as a concurrence.

C7.3.4.5.6 Wthin 5 cal endar days, the user nust provide the
requesting TCF/ PTF or O&M el enent the follow ng infornmation:

C7.3.4.5.6.1 The CCSD and NCS TSP of the circuits that have been
rel eased by the users.

Cr.3.4.5.6.2 The CCSD and NCS TSP of the circuits which have not
been granted a release by the users. A reason will be provided, or a
point of contact if the reason is classified, to explain why the
circuit(s) cannot be released. An alternate date and tine nust be

provi ded when the user can release the circuit(s).

C7.3.4.5.6 Five to seven days prior to the actual outage, the TCF/
PTF or O8M el enent requesting the AO nust submit a final request to
t he appropriate DI SA GOSC/ RCC. The request will specify if the users
have released all circuits affected by the outage. Wen user
nonconcurrence is indicated, the information submtted in accordance
with paragraph C7.3.4.5.8.2 wll be provided. |If user release of
circuits and services is not obtained as a result of direct
coordination, the DI SA GOSC/ RCC may refer the natter to the
appropriate CINC (or, in the case of CONUS, appropriate comand or
agency) for action. Prior to contacting the CINCs or other
appropriate agencies, the DI SA GOSC/ RCC nust attenpt to resolve the

matter through direct contact with the using agency or conmand.

C7.3.4.5.7 Upon receipt of final request, and after review of the
current situation, the DI SA GOSC/ RCC nust provide the requesting TCF/
PTF or O8M el enment with approval or disapproval of the requested AO

by record neans.

C7.3.4.5.8 Thirty mnutes before the initiation of the actual
out age, the TCF/ PTF or O&M el enent requiring the outage nust request
final approval fromthe appropriate D SA GOSC/ RCC, through the LCC
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NCO hi erarchy. The DI SA GOSC/ RCC or LCC/ NCO has the authority to
cancel a scheduled interruption at any tine prior to and during the

actual outage.

Cr.3.4.6 DIl Transm ssion Facility Qutage (Conplete). The foll ow ng
procedures apply to DIl Transm ssion Facilities when the entire

facility will incur an outage.

C7.3.4.6.1 Paragraphs C7.3.4.5.1 through C7.3.4.5.11 apply, except
that the appropriate DI SA GOSC/ RCC nust be notified as soon as the

need for the interruption is known.

C7.3.4.6.2 The DI SA GOSC/ RCC nmay require the DIl facility to prepare
and forward a witten plan which includes, in addition to the action

in 3d(6)(a) above, the foll ow ng:

C7.3.4.6.2.1 Reroutes to be made.

C7.3.4.6.2.2 Tenporary |ease requirenents or other reroute
requi rements whi ch cannot be satisfied, and for which DI SA assi stance

IS required.

C7.3.4.6.3 The supervising DI SA area el enent nust, by record neans,
provide notification as soon as the aforenentioned request or plan is

approved. Further communication is required when:

C7.3.4.6.3.1 The interruption is canceled. The DI SA GOSC/ RCC or Dl |
facility canceling the interruption nust notify all concerned
(ALCON). Verbal directives nust be foll owed up by record neans

within 72 hours.

C7.3.4.6.3.2 The interruption is rescheduled. The requesting DI
facility nmust provide record notification to ALCON and conply with
paragraphs C7.3.4.6.1 and C7.3.4.6. 2.

C7.3.4.6.3.3 The schedul ed interruption is extended beyond the
approved tine. The requesting DIl facility nust notify ALCON

| mredi atel y.

C7.3.4.6.3.4 Unanticipated degradations occur prior to the schedul ed

file:/// T/OP33PUBS/310701/dc310701_c7.html (9 of 14)1/23/04 5:20:14 AM



dc310701_c7

AO. The requesting DIl facility nust provide i nmedi ate notification
citing problens and actions with estimated tine of solution. Severe
degradation without possibility of tinely resolution may be

sufficient cause for cancell ation.

C7.3.4.7 Energency Interruption of Service. In energency
situations, when loss of life or property mght occur through |ack of
| mredi ate action, the DIl facility is authorized to suspend service
Wi t hout the prior coordination indicated in paragraphs C7.3.4.2

t hrough C7.3.4.6. However, the circunstances involved nust be
reported to the appropriate DI SA and OM el enents (LCC/ NCO TCF, PTF,
etc.), as well as adjacent DIl facilities, as soon as possible. The
appropriate DI SA GOSC/ RCC nust then nmake any ot her necessary

notifications.

C7.3.4.8 Interruption of Service to Correct Hazardous or Degraded
Conditions. The 21-day prior notification requirenent is waived for
service interruptions to correct hazardous or degraded conditions,
when it wll not exceed 2 hours, provided all of the foll ow ng
conditions are satisfied. Any service interruption expected to take

| onger than 2 hours wll follow the 21-day requirenent.

C7.3.4.8.1 |If serviceis to be interrupted to correct a hazardous
condition, the facility nust have first reported a HAZCON to

appropriate DI SA and O&M el enents in accordance with DI SAC 310-55-1.

Cr.3.4.8.2 |If service is to be interrupted to correct a degraded
condition, the facility nust first report the degradation to the
responsi bl e LCC/ NCO, and other O8M el enents as appropriate. The LCC
NCO nust concur with the service interruption, and provide the

followng information to the appropriate DI SA GOSC/ RCC.

C7.3.4.8.2.1 ldentification of the |ink, group, supergroup, digroup,
etc. to be interrupted.

C7.3.4.8.2.2 Nature of the degradation and effect it has on the DIl
and custoner service.

Cr.3.4.8.2.3 Estimated tinme required to correct the problem
C7.3.4.8.2.4 Tine service interruption is requested.
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Cr.3.4.8.2.5 | dentification of users failing to provide rel eases.
| f necessary, the DI SA GOSC/ RCC nust obtain user releases from O%M

conmands, agencies, or ClINCs.

C7.3.4.8.3 Al necessary equi pnent and technical expertise nust be
avai |l abl e, on-site, to correct the hazardous or degraded condition.

C7.3.4.8.4 Users nust be provided altroutes to the maxi mum extent
possi ble. The DI SA GOSC/ RCC may decide to inplenent area restoral
plans. If altroutes are not avail abl e, user concurrences nust be

obt ai ned.

C7.3.4.8.5 The interruption is not schedul ed during peak traffic
hour s.

C7.3.4.8.6 Appropriate DISA GOSC/RCC is inforned, through the LCC
NCO hi erarchy, that the above requirenents have been net before the
i nterruption occurs. The DI SA GOSC/ RCC nust provide final

concurrence before any service interruption occurs.

Cr.3.4.9 | P Router Networks Backbone Service Interruptions. Service
I nterruptions affecting | P Router Networks backbone and PSNs are
schedul ed i n accordance wth paragraph C7.3.4.4 above. Wen a
serving TCF/ PTF is not collocated with | P Router Networks users, the
Node Site Coordinator (NSC) or DIl supporting agency requesting a IP
Router Networks facility to be taken out of service is responsible
for acconplishing service interruption responsibilities contained in

this chapter. The only exceptions are to paragraphs C7.3.4.4:

C7.3.4.9.1 Interruption of service of one (1) hour or |ess. Requests
for service interruption nust be verbally passed to the appropriate

DI SA GOSC/ RCC when the projected service interruption is expected to
be 1 (one) hour or less and inpairs the operational capability of any

| P Rout er Networ ks backbone el enent.

C7.3.4.9.1.1 This coordination shall be acconplished no |ater than
24 hours prior to the start of the outage.

Cr.3.4.9.1.2 Al approved service interruption requests nust be
docunented in the master station log in each affected DI SA GOSC/ RCC.
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C7.3.4.9.1.3 The appropriate I P Router Networks Monitoring Center
(M) must notify affected node site coordinators (NSC) no |ater than
18 hours prior to an approved outage. Any downtine adjustnents wll

be made during this coordination and final downtine wll be set.

C7.3.4.9.1.4 Thirty mnutes prior to the actual outage, the person
(s) taking the elenent(s) out of service nust tel ephone the

appropriate DI SA GOSC/ RCC for final approval. This is necessary to
confirmcurrent network posture and avoid any operational conflicts

caused by real -tinme operating probl ens.

C7.3.4.9.2 MC directed cancell ations. Any service interruption
request which nmay cause or contribute to a problemwhich wll
seriously inpact the operational capability of the respective IP
Rout er Networ ks backbone, nmust be cancel ed by the respective DI SA
GO0SC/ RCC.  The appropriate MC nust immediately notify the service

I nterruption requester of any cancellations. The affected NSC nust

be notified of cancellations, as tine permts.

C7.3.4.9.3 Relocation of PSN(s). To acconmmopdate changes at the

| ocal site level, relocation of a PSN is occasionally required. Due
to the lead-tine needed to nove the PSN equi pnment and supporting

t el ecommuni cations, a l-year notification is required in addition to
the notification requirenents of this chapter. One year advance
notice of a proposed PSN equi pnent relocation is required to properly
pl an, schedul e, survey, and acconplish the relocation. Notice nust be
made by the PSN sponsoring command or agency via AUTODI NN DM5S nessage
to "Dl SA WASH NGTON DC//DOD/ /" with an information copy to the
appropriate DI SA area and O&M command. This nessage nust contain, as

a mnimum the follow ng information:

C7.3.4.9.3.1 Node nane and nunber.

C7.3.4.9.3.2 Node site coordinator (NSC): Nane, DSN and commerci al
phone nunbers, AUTODI N DMS pl ai n | anguage address (PLA) and E-mail

addr ess.
C7.3.4.9.3.3 Current node |ocation: Building, room address.

C7.3.4.9.3.4 Proposed node |ocation: Building, room address.
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C7.3.4.9.3.5 Date relocation nust be conpl et ed.

C7.3.4.9.3.6 Reason relocation required: Include inpact if not
acconpl i shed by date specifi ed.

Cr.3.4.9.3.7 TSR actions: Explain, in detail, all circuit actions
that will be required as a result of the rel ocation.

C7.3.4.9.3.8 Proposed schedule: Begin with proposed site survey date
and show conpl ete sequence of required actions. |Include resource
requirenments (i.e. local conmunications unit, engineering and
installation unit, |IP Router Networks contractor, etc.) proposed for

acconpl i shing the rel ocation.

Cr.3.4.9.3.9 Ofice of primary responsibility: Nanme, DSN and
commer ci al phone nunbers, AUTODI N DMS, and E-nmil address.

C7.3.4.9.4 Exceptions to the 1l-year advance notice will be nade on a
case by case basis. For exanple, a shorter lead tinme may be possible
if all actions can be acconplished by the sponsoring command or

agency and only record TSR(s) are needed. Mninmumlead tine wll be
the 21 days required for a service interruption request. The service
i nterruption request will be nodified to include the information
above.

Cr.3.4.9.5 Headquarters, DISA/DOD in concert with the appropriate

DI SA area, mnust review and approve all relocation requests. Wen
approved, the responsible DI SA I P Router Networks Installation
Managenment Branch nust issue schedul ed service interruption request
notifications, followng the procedures identified paragraph C7.3.4.6

above.

C7.3.4.9.6 At notineis the site authorized to nove equi pnent

Wi t hout prior DI SA approval. Normally, a site survey nust be
perfornmed and rel ocations acconplished wth DI SA, sponsoring O%M
servi ce agency, |ocal command, and support contractor participation.
Additionally, the requesting organization may be required to provide

funding to support the cost of the site survey.

C7.4 User Service Qutage. It is the user's responsibility to
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notify the TCF/ PTF of unschedul ed service interruption(s), to |og the
circuit out, and to allow the TCF/ PTF to troubl eshoot the fault. It
is the TCF/ PTFs responsibility to report any known service
interruptions or degradations, and take appropriate action to restore
user service wth mnimum/|loss of operating tine. Service

i nterruptions nust be docunented accordi ngly.

Conti nue to:
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CHAPTER 8. SERVI CE PROVI SI ONI NG

C8.1 GCeneral. This chapter describes the procedures necessary to
activate, change, or deactivate the various basic types of services
and circuits in the DIl as prescribed by DI SAC 310-130-1. Refer to
DI SAC 310-130-1 for detailed informati on on other types of services.
The basic circuit design information for all new or changed circuits
wi Il be provided in Tel econmuni cations Service Orders (TSGCs). The
TSO may al so be used as the authority for the O%M agency to procure
specific devices and ancillary equi pnent necessary to install the

circuit or service at a DIl facility. In order to effect the very
cl ose coordination required to activate circuits in the DI, one DIl
TCF/ PTF is normal |y assigned responsibility for activating the
circuit fromend-to-end. Internediate facilities are assigned the

responsibility for coordinating all actions necessary to activate the
circuit within their facility. Al DIl facilities have the
continuing responsibility for maintaining the circuits term nating
at, or traversing their facility, at the highest possible |evel of
performance. Although procedures in the follow ng paragraphs
describe circuit activation, these sane procedures apply to

activation of other DIl services.

C8.2 Tel ecommuni cations Service Orders (TSO. The TSOis the

aut horization froma DI SA All ocation and Engi neering (A&E) activity
to start, change, or discontinue circuits, trunks, links, or systens;
to anend previously issued TSGs; and to effect admnistrative
changes. Verbal TSOs are issued when there is not sufficient tine to
prepare and distribute a record TSO. A verbal TSOw Il be issued as
an Qperational D rection Message (ODM when possi ble and confirned by
record TSOw thin 5 working days of issue. Changes to circuit
configurations are not authorized w thout an approved TSO from a DI SA
AE. The foll ow ng explanations are provided for a TSO. (Refer to
Figure 8.1.1, Fiqure 8.1.2 , Fiqure 8.1.3, and Fiqure 8.1.4 for a

sanple TSO. )

C8.2.1 Nunbering. Each TSOw Il be assigned an al pha/ nuneric TSO
nunber (e.g., D10474/26WJ-01) derived as foll ows:

C8.2.1.1 The beginning letter designates the issuing office: DI SA

Headquarters - C, D, DI SA-Europe - E, F, G H, Y; DISA-Pacific P, Q
and NCS/ DI SA TMsO - A B, X, or W

file:/// T/OP33PUBS/310701/dc310701_c8.html (1 of 24)1/23/04 5:20:27 AM



dc310701_c8

C8.2.1.2 The first digit designates the year in which the TSOis
| ssued, such as 7 for 1997.

C8.2.1.3 The next four digits represent sequential TSO seri al
nunbering within the year, beginning 1 January.

C8.2.1.4 Follow ng the diagonal slash are the last four characters
(circuit nunber) for the CCSD of the circuit, or the entire six-

character designator of the trunk being acted upon.

C8.2.1.5 Following the dash is a two-digit nunber to identify the

sequential action being taken on the circuit or trunk. The nunber 01
Is used as the first action or start; nunbers 02 through 99 are used
i n sequential order to indicate changes, wi th discontinuance of the

service as a |l ast action.

C8.2.1.6 A nessage may contain one or nore TSGs. Each circuit or
trunk action for each service availability involved will carry a
separate TSO nunber, with each TSO of a nultiple TSOin a separate

part of the nessage.

C8.2.2 Format. The TSO is prepared for electrical transmssion in
nessage format. The follow ng paragraphs describe the entries for
each paragraph of the TSO and are keyed to |ike-nunbered paragraphs

and subpar agraphs of the TSO

C8.2.2.1 Subject. TSO nunber (TSO D10474/26WJ-01) or "Muiltiple
TSO. " Multiple TSGCs can be witten on circuits which have sone
comonal ity such as several circuits of the sane type between the
sane user termnals. If the subject is a "Miultiple TSO, " each
circuit action wll be contained in a separate part of the nessage,
and each part will be a conplete TSO (e.g., Part | TSO D10474/ 26\WJ-

01).

C8.2.2.2 References. Message or letter identification of those
itens directly related to the TSQ(s).

C8.2.2.3 Paragraph 1.

C8.2.2.3.1 States the purpose of the TSO (e.g., "This TSO is issued
to establish a 56 Kbps | eased circuit between the Langl ey AFB, VA,
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PSN and t he Senbach AB, GE, PSN' or "This TSOis issued to anend TSO
D60019/ A350-01").

C8.2.2.3.2 Used for TSO coordi nati on.

C8.2.2.3.3 Used for DI SA Control Nunber.

C8.2.2.4 Paragraph 2. CGeneral circuit or trunk information used by
the TCF/ PTF for preparing circuit records, and by DI SA for updating
the circuit and trunk files in the DI Data Base. The follow ng

par agr aphs are keyed to |ike-nunbered paragraphs of the TSO

Descriptions of coded entries are contained in DI SAC 310-65-1.

C8.2.2.4.1 CCSD or Trunk ID. [If changing fromone CCSD to anot her,
or fromone trunk IDto another, the old CCSDis listed first and the

new CCSD is identified after the diagonal slash (/).

C8.2.2.4.2 NCS Tel ecomuni cations Service Priority (TSP)

aut hori zation code. The TSP authorization code has 12 positions.
Positions 1 through 9 is a TSP control ID used by the NCS. Positions
11 and 12 are the TSP provisioning and restoration priority codes.
An exanpl e of a TSP aut hori zation code would be "TSP12345C-03."
Refer to Figure F5.1 and DI SAC 310-130-4 for nore detail ed

I nf or mati on.

C8.2.2.4.3 Type of action; e.g., start, change, or discontinue.

C8.2.2.4.4 Service date by day, tinme (ZULU), nonth, year (e.g.,
OLO001LZ JAN 97). For tenporary service (30 days or less) or for
exercise circuits, the discontinue date and tinme (optional) wll be
entered in the second set of blocks. (The service date and

di sconti nue date nust be separated by the word "THRU. ")

C8.2.2.4.5 User termnal |ocations by contracted geographi cal

| ocation (GEOLOCO), user termnal code, facility code (ENR), state
and country code, and DIl area code. |Included are user contacts at
each termnal by nane or title and tel ephone nunber. Comrercial and
DSN t el ephone nunbers for comrercial carriers are provided, if

possi bl e.

C8.2.2.4.6 Crcuit paraneter code (in accordance with Techni cal
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Schedul es in DI SAC 300-175-9).

C8.2.2.4.7 Type operation (e.g., full duplex, half duplex).

C8.2.2.4.8 Control office by type, GEOLOCO, and en route facility
code (e.g., CCO CMO 1CO.

C8.2.2.4.9 Circuit nodulation rate (e.g., 56 Kbps) or trunk channel
capacity (e.g., 12 channels).

C8.2.2.4.10 Security equipnent nonenclature short title (e.g., KG
13, KG 34, KG 81).

C8.2.2.4.11 Service availability (e.qg., full period, on-call).

C8.2.2.4.12 Signaling node (e.qg., 2-way dial, 2-way ring-down), or
trunk bandwi dth or bit rate in trunk TSCs.

C8.2.2.4.13 Not used.

C8.2.2.4.14 TSR nunber assigned by the TCO whose m ssion the circuit
supports (e.g., DU24APR910772).

C8.2.2.4.15 Trunk or circuit cross-reference (e.g., CCSD/trunk
nunber assigned to package systemtrunk).

C8.2.2.4.16 Circuit or trunk set identification code. Used to

i dentify the database set in the circuit or trunk files. For starts,
"A" is used; for changes, the next al pha character follow ng the one
in the current file is used; for total discontinuances, "AL" is used
for circuits; and for selective discontinuances, the circuit set

which is to be discontinued is identified.

C8.2.2.4.17 Circuit Routing Code. Used by DISA circuit allocators
and engineers to identify whether or not the circuit is routed in an

opt i num manner .
C8.2.2.4.18 Program Designator Code (PDC). The code provided by the

TCO to indicate the account for billing purposes on |eased circuits
or circuits under industrial funding.
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C8.2.2.4.19 DoD Code for Agency Requiring Service.

C8.2.2.4.20 Diverse Routing. The circuit nunber (last four
characters of CCSD) of up to three circuits which nust be diversely

routed fromthe circuit being described in the TSO

C8.2.2.4.21 Avoidance Routing and Transm ssi on Medi a Avoi dance.

C8.2.2.4.21.1 Avoidance Routing. Contracted GEOLOCO and associ at ed
state and country codes of |ocations which nust be avoided by this

circuit.

C8.2.2.4.21.2 Transm ssion Media Avoi dance. Specific types of
transm ssi on nmedi a which nmust be avoided by this circuit.

C8.2.2.4.22 Contingency/OP Plan. Contingency plan nunber(s) which
this circuit supports. The first digit identifies the originating
activity. (DI SA activities wll use the first character of the TSO

nunber; "0" is used for all others.)

C8.2.2.4.23 Not used.
C8.2.2.4.24 Type trunk nodul ation. The type of nodul ati on used on
the transm ssion pathway between the two termnals of a trunk (e.g.,

FDM TDM . This paragraph is "NA" for circuit TSOs.

C8.2.2.4.25 Ceneral class of service. Used to identify DIl (D) or
non-DI I (N) service.

C8.2.2.4.26 Cost Indicator. Code used to identify DI and non-DiI
or a conbi nation of both.

C8.2.2.4.27 WNMSO URDB Nunmber. For DSCS servi ce.

C8.2.2.4.28 | P Router Networks URDB Wai ver Number. |f the TSR/ TSO
Is for data service other than | P Router Networks.

C8.2.2.4.29 through C8.2.2.4.50 TSO paragraphs 2AC t hrough 2AX apply
to trunk TSGs only. Information wll be supplied by AE personnel.
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C8.2.2.5 Paragraph 3. Facility and G rcuit Equipnment Information or
Facility and Trunk Equi pnent Information. This paragraph contains

I nformation on each facility through which the circuit or trunk is
routed. The paragraph includes the equi pnent to be used at each
facility, the transm ssion |evel point (TLP) in each direction, and
routing information. GCircuit routing information includes the trunk
and channel over which the circuit is routed. Trunk routing

i nformation includes the |ink, master group, supergroup, and group
over which the trunk is routed, where applicable. Level values
preceded by a mnus sign (-) will be negative; absence of a sign

i ndi cates the value is positive (e.g., -16/7 indicates negative 16 in

one direction and plus 7 in the other direction).

C8.2.2.5.1 Facility by contracted GEOLOCO state and country code,
termnal or enroute facility code, multi point code, and Internedi ate
Control Ofice (1CO or no data base entry (NDB) as appropriate,

foll owed by building and room nunber, and the typical configuration
code. Transm ssion |evel point (TLP) values in dBmare entered in
both the Ato Z and the Zto A direction. This refers to the |ayout
of the circuit in relation to the paragraph designations of the TSO
Ato Z direction would be fromthe first facility |listed under
paragraph 3 to the last facility |isted under paragraph 3 (e.g.,
paragraph 3a to paragraph 3z). Zto A wuld be in the opposite
direction. A to Z equates to direction one in the DI SA data base
circuit file; Zto A equates to direction two. Levels are entered as
the last itemon a given |ine and al ways include a diagonal (/) (e.
g., -16/7, -4/4, or 0/0, etc.). Nunbers indicating |levels or
coefficient values in the Ato Z direction precede the "/", those in

the Zto A direction followthe "/".

C8.2.2.5.1.1 Equipnent Information, Paragraph 3X1A. Each item of
equi pnment required to nake up the circuit or trunk at the facility.
Equi prent is always shown in the Ato Z direction as it appears in
the circuit. |Included are the appropriate TLPs. Levels are
converted to absolute values as required to hel p ensure proper
circuit layout and operation. For exanple, a data signal |evel

(absolute) of -13 dBnO at a -16 dBm TLP woul d be -29 dBm

C8.2.2.5.1.2 Trunk or Link Information, paragraph 3X2A. For circuit
TSGs, the trunk designator and the channel to which the circuit is
al l ocated are shown. Also, the type signaling, (supervisory, on-
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hook, off-hook) commercial circuit nunber, type segnent, alternate
PDC, and type operation, as appropriate. For trunk TSOs, the |ink
designator for the trunk and the nmastergroup, supergroup, and group
of the link to which the trunk is allocated are shown. For exanple,
"MLO29 023" indicates that the trunk is routed by way of |ink MLO29,
mast ergroup 10, supergroup 2, group 3. |If a mastergroup does not
exi st, the mastergroup position will be blank. For exanple, the

previ ous exanple "ML029 023" would read "ML029 23."

C8.2.2.5.1.3 Trunk or link information 3X2B. Expl anatory remarks
are provided, as required for circuit orders. Trunk TSOs wll use
this paragraph to identify the type nedia, trunk cross-reference, and

link m|eage between term nals.

C8.2.2.5.1.4 Trunk or link information 3X2C. Contai ns cross-
reference to another nation's circuit identifier when a particul ar

portion of a circuit is routed over another nation's system

C8.2.2.5.2 For multipoint circuits, TSOs are witten from one user
termnal to a bridge point and then to a distant user; the bridge
point is repeated and anot her subscriber added, either directly or

t hrough anot her bridge point and so on, until all users are

descri bed. The nultipoint code behind a specific GEOLOCO, state and
country code, and enroute and facility code indicates whether a

term nal or hubbing point is at that |ocation.

C8.2.2.6 Paragraph 4. O her specified data.

C8.2.2.6.1 (4A) Channel Designations. This paragraph is used to tell
conputer software to build trunk channel records.

C8.2.2.6.2 (4B) Not used.
C8.2.2.6.3 (4C) CSIF Trunk and Channel Nunbers Rel eased.

C8.2.2.6.4 (4D) CCCl/ALLA Numbers Di sconti nued.

( Not e: TSO par agraphs 4E-4J are used in trunk TSGs for entry of
trunk Port Channel Engi neering (PCE) information.)
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.2.2.6.5 (4E) AN GSC-24 PCE Data (side 1).
.2.2.6.6 (4F) AN GSC-24 PCE Data (side 2).
.2.2.6.7 (4G AN FCC-1 00 PCE Data (side 1).
(4H) AN FCC-1 00 PCE Data (side 2).
.2.2.6.9 (41) AN FCC-98 PCE Data (side 1).

.2.2.6.10 (4J) AN FCC-98 PCE Data (side 2).

8 8 8 8 8 8 &

.2.2.7 Paragraph 5. O her specific directions to include:
C8.2.2.7.1 Statenent(s) to direct testing, direct subm ssion of

conpl etion reports, establish proper |evels, or cover interface
requirenents.

C8.2.2.7.2 Directions to the | easing agency.

C8.2.2.7.3 Data base responsibility.

C8.2.2.7.4 If TSOis for a trunk, directions for pilot stop and
reinjection, and group regulation if not otherw se covered in

par agraph 3.

C8.2.2.7.5 Any other narrative data that will help ensure
understanding of the circuit or trunk to which the TSO pertains.

C8.2.2.7.6 Statenent(s) used by the DI SA conputer programto set the
type of data field for either autonmatic or contingency execution on
the date specified in the TSO

C8..2.7.7 Statenent(s) used to assist DECCO in automatically
processi ng TSGCs.

C8.2.2.7.8 Statenent(s) pertaining to Test and Acceptance and Quality
Control .
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C8.2.2.8 Paragraph 6. DIl Switched Voice Network. Information wll
I ncl ude the foll ow ng:

C8.2.2.8.1 Subscri ber 1D nunber (JCS sequence nunber) fromthe
DRSN Subscri ber and I nplenmentation List, as appropriate.

C8.2.2.8.2 Subscri ber Rate Code from TSR item 208 or fromtable 7,
DI SAC 310-130-1.

C8.2.2.8.3 Service Mdde from TSR item 209.

C8.2.2.8. 4 Preenpt In, YES or NO to indicate if the line is
arranged for preenption for incomng higher precedence calls.

C8.2.2.8.5 In Hunt, YES or NO to indicate if the lineis in a
hunt sequence. "ORG' indicates that subscriber only originates calls.

C8.2.2.8.6 MCA. Appropriate maxi rumcalling area indicator.

C8.2.2.8.7 MCAP. Indicates the precedence code within the maxi mum
calling area.

C8.2.2.8.8 CO indicates the appropriate comunity of interest code
fromtable 4, DI SAC 310-130-1. If no community of interest groups

have been identified, O i s shown.

C8.2.2.8.9 CAP. Appropriate precedence code within the comunity
of interest fromtable 5, DI SAC 310-130-1.

C8.2.2.8.10 Instrunent. Appropriate type of termnal instrunment, if
known.

C8.2.2.8.11 In Rotary Wth. The tel ephone nunber this access |ine
Is to be placed in rotary with, in the sanme roomor office.

C8.2.2.8.12 Nunber of Extensions. Appropriate nunber of extensions
excluding the main instrunent fromTSR item 214.

C8.2.2.8.13 Line Load Control. Appropriate line |oad control code
from Dl SAC 310-65-1.
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C8.2.2.8.14 Conference Code. Appropriate code for conference
servi ce.

C8.2.2.8.15 Data Rate. The maxinum data rate in bps or baud, as
appropriate, if the circuit is to be used for data or alternate voice/

record.

C8.2.2.8.16 Subscriber Tel ephone Nunber. The tel ephone nunber
assigned to the subscriber, to include the area code (NYX code) if
necessary for clarity or for offhook service (7 or 10 digits for DSN,

4 or 7 digits for DRSN).

C8.2.2.8.17 Encode. The encoding identification used in preparing
the switch encoding data for this particul ar subscri ber.

C8.2.2.8.18 Dual Home Wth. The full CCSD of the subscriber's
present or other DSN circuit if the subscriber has access to a second
DSN swi t ch.

C8.2.2.8.19 Trunk G oup. The appropriate 2-digit nunber to show
trunk group assignnent.

C8.2.2.8.20 Trunk Nunber. The appropriate 2-digit nunber to show
t runk nunber assignnent.

C8.2.2.8.21 Traffic Volune. Estimated average busy day traffic
vol une.

C8.2.2.8.22 |f Abbreviated Dialing is requested, affected nunbers
are listed here.

C8.2.2.8.23 AP Digits. Nunber of digits outpulsed (OP) to PBX
C8.2.2.8.24 WManufacturer, Mdel, and Type PBX or PABX.
C8.2.2.8.25 Intentionally left blank.

C8.2.2.8.26 GFE or Leased PABX
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C8.2.2.8.27 O(Operator Assistance Nunber.

C8.2.2.8.28 Access Code. (C8.2.2.8.29 Thousand Levels for class "A"
and "C' facilities that can receive DSN calls.

C8.2.2.8.30 Nunber of Class "A" Facilities having dial access to DSN.
C8.2.2.8.31 PABX Size (e.g., nunber of term nations).

C8.2.2.8.32 Switched services capacity.

C8.2.2.9 Paragraph 7. DIl Swtched Record Network (AUTCDI N DMVS) .
Paragraph 7 is used by DI SA AEs during devel opnment of the TSO. The
i nformati on contained in paragraph 7 is converted and appears as

paragraph 6 in the TSO. Information will include the follow ng:

C8.2.2.9.1 Subscriber ID Nunmber. The identification nunber fromthe
AUTODI N DVS Subscri ber Access Line Listing (ASALL).

C8.2.2.9.2 Subscriber Rate Code. The appropriate code from TSR item
306 or table 8, DI SAC 310-130-1.

C8.2.2.9.3 Routing Indicator. The assigned routing indicator from
ASALL.

C8.2.2.9.4 Channel Code. The appropriate node plus MsSU, MSU-M or
HYBRID from TSR it em 303.

C8.2.2.9.5 Mdde. BK/BK or CONT to indicate bl ock-by-block or
conti nuous when the channel code is Mbde |I; otherwse NA IS

I ndi cat ed.

C8.2.2.9.6 Line Code. The appropriate code used on |link between the
subscriber termnal and the switching center (fromitem 331 of the
TSR) .

C8.2.2.9.7 Security Level. Indicates the highest security
classification of traffic to be handl ed.

file:/// T/OP33PUBS/310701/dc310701_c8.html (11 of 24)1/23/04 5:20:27 AM



dc310701_c8

C8.2.2.9.8 Configuration. Governnent or commercial equi pnent
nomencl at ur e.

C8.2.2.9.9 Message Format. Indicates the format of nessages
originated or received by the subscriber termnal.

C8.2.2.9.10 Channel Linking. YES or NOis indicated for channel
paranet er |inking.

C8.2.2.9.11 Dual Honmed Wth. Provides the circuit nunber (last four
CCSD characters) of the other circuit involved, if any, when the

subscriber is homed to two sw tches.

C8.2.2.9.12 Type Termnal. |If the circuit is dual.honed, indicate
If one termnal set is swtched between two circuits, or if two sets

of termnals are avail abl e for sinultaneous use.

C8.2.2.9.13 ECP Message |Input Authority. YES or NO indicates
whet her this termnal is authorized to transmt Energency Command

Precedence (ECP) (FLASH preenpt) nessages.

C8.2.2.9.14 Restoral Information. CAT I, CAT II, or CAT III
followed by 0,1,3,5,7, or Nfor each type of traffic (narrative,
data, or mag tape or QR Host), followed by the highest security

| evel of traffic to be altrouted. The RI of the tributary facility

which will accept each type of traffic is also indicated.

C8.2.2.9.15 Of-Line Equipnent. The off-line or peripheral
equi pnment required from TSR item 324. Narrative fornmat may be used.

C8.2.2.9.16 Discontinued Crcuits. Associated circuits which w |
be di scontinued, by CCSD and CSA or CCClI nunber from TSR item 327.

Separate TSRs and TSGs are required to effect their discontinuance.

C8.2.2.9.17 AMPE Approval. Approval for Automatic Message
Processi ng Exchange (AMPE) system including Local Digital Message
Exchange (LDWX), Automatic Multimedi a Exchange, (AMVE), and
| nternmedi ate Capacity Autonmated Tel ecommuni cati ons Systens (| CATS),

fromTSR item 513.
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C8.2.2.9.18 Nunber of RIs. The nunber of routing indicators that
the term nal equipnent is capable of receiving, fromTSR item 328.

C8.2.2.9.19 Type of Query/Response (QR) Service from TSR item 335.

C8.2.2.9.20 Dual -Honed Host. "YES" or "NO' to denote whether the
termnal is a dual-homed QR host, fromTSR item 336 (DI N).

C8.2.2.9.21 Precedence (CGenser). The precedence of the traffic for
t he general service community, from TSR item 340.

C8.2.2.9.22 Normal Destination RI (Genser). The routing indicator
of the normal destination for the general service comunity, from TSR

I tem 341.

C8.2.2.9.23 Security, Normal Query Header (Genser). The security
desired for normal query header built by the AUTODI N DMS Sw t chi ng

Center (ASC), from TSR item 342.

C8.2.2.9.24 Content Indicator Code (Genser). The nornal content
I ndi cator code for the general service community, from TSR item 343.

C8.2.2.9.25 R Exceptions (Genser). Up to three destination RIs for
t he general service community, from TSR item 345.

C8.2.2.9.26 Rl Exceptions (DSSCS). The nunber of DSSCS exception
Ris, fromTSR item 346.

C8.2.2.9.27 Sequential Delivery of Miulti-segnent Messages i ndicated
by "YES' or "NO "

C8.2.2.10 Paragraph 8. DIl Switched Record Network (IP Router
Net wor ks). Paragraph 8 is used by DI SA AEs during devel opnent of the
TSO. The information contained in paragraph 8 is converted and
appears as paragraph 6 in the TSO Information will include the

fol | ow ng:
C8.2.2.10.1 URDB ldentification Nunber. The 9-digit host or 12-

digit termnal identification nunber listed in the DI SA | P Router
Net wor ks User Requirenents Data Base (URDB) that is associated with
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this requirenent. The first two digits represent the Agency code,
the third through sixth digits represent the ADP Unit (DPl) nunber,
the seventh through ninth digits represent the Host System nunber and
tenth through twelfth digits (for termnals only) represent the

term nal nunber.

C8.2.2.10.2 System Nane. The system nane that this requirenent
pertains to (e.g., IGMRS, JAONS, JUWS).

C8.2.2.10.3 Data Link Protocol. Termnals only (e.g., character
ASYNCHRONQUS, BSC (Bi nary Synchronous Conmmruni cati ons).

C8.2.2.10.4 Dual Honme Requirenents indicated by YES or NO

C8.2.2.10.5 Security Cassification. The highest traffic security
| evel to be handl ed.

C8.2.2.10.6 Host Interface Type. |P Router Networks interfaces wll
be of the follow ng general types:

C8.2.2.10.6.1 Full Service Network Interfaces. Both of these
i nterface configurations allow full use of network capabilities.

C8.2.2.10.6.2 Host Inplenentation (H). 1In this type, the
networ ki ng software is resident in the host systemitself, and the
interface is conpleted via a host interface device which includes any

addi ti onal hardware needed.

C8.2.2.10.6.3 Host Front End Processor (HFEP). The networKking
har dwar e/ sof tware capability is primarily resident in a Host Front

End Processor, rather than in the host itself.

C8.2.2.10.6.4 Term nal Enul ati on Processor (TEP). This type of

I nterface supports dedicated Iine node host-termnal traffic only. It
serves only as a wireline replacenent for connecting termnals to a
host, and does not allow full use of the network. The TEP i nposes

m ni mrum i npact upon the users system (Not available fromATT.)

C8.2.2.10.7 Interface Type. Indicates if interface is TEMPEST or
non- TEMPEST approved (host only).

file:/// T/OP33PUBS/310701/dc310701_c8.html (14 of 24)1/23/04 5:20:27 AM



dc310701_c8

C8.2.2.10.8 Circuit to be discontinued. |If applicable, identifies
circuits or service to be discontinued coincident with the provision

of I P Router Networks service. Listed by CCSD and CSA nunber.

C8.2.2.10.9 IMessage, Miiling Address of the activity operating the
system

C8.2.2.10.10 Code Set. Termnals only, e.g., ASCII, EBCDI C, etc.

C8.2.2.10.11 Precedence. The nmaxi mum precedence | evel at which the
host or termnal may transmt a packet.

C8.2.2.10.12 Crypto Account Nunber.
C8.2.2.10.13 Crypto Account Custodi an.

C8.2.2.10.14 Crypto Account Custodian Miiling Address.

C8.2.2.10.15 Crypto Account Custodian Plain Language Address (PLA)
Message Address.

C8.2.2.10.16 | P Router Networks Subnetwork. The nane of the
subnetwork (DI I ET, N PRNET, W NCS, ARPANET), to which the user

desires to be connect ed.

C8.2.2.10.17 Host Nanme. Up to 24 characters (TSR Item 368).

C8.2.3 Distribution. The TSOis normally sent for action to each
user, DIl facility on the trunk or circuit, the designated Dl

control office, the |easing agency, if applicable, and the other DI SA
circuit allocation and engineering offices if the trunk or circuit
enters their area of responsibility. An information copy of the TSO
Is al so sent to the O%M agency headquarters of the DI facilities,
the TCO and the using agency of the circuit. Additional

distribution will be made only as necessary to neet specific

requi renents that nay arise within a DI SA area, or to support a major

proj ect wherein engineering or |logistic considerations are invol ved.

C8.3 Crcuit Installation, Aignnent, and Test Procedures.
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C8.3.1 The many variations found in the configurations of DIl
facilities prevent the devel opnent of standard procedures which could
apply to all types of circuits and to every DI facility. However,
there are certain functional steps in activating circuits which are
comon to all facilities. Upon receipt of a TSO the foll ow ng steps

shoul d be taken to install, align, and test the circuit.

C8.3.1.1 Admnistrative processing and | ogging of recei pt of the TSO

C8.3.1.2 Determnations fromall concerned, including users, of
capability to provide service as specified in the TSO |If

capabilities do not exist follow procedures in paragraph 3c.

C8.3.1.3 Preparation of the detailed in-facility |ayout designating
speci fic cross-connects and specific equi pnent to be used as required

by the TSO.

C8.3.1.4 Preparation of work orders, or instructions, to personnel
or work centers responsible for performng in-facility configuration.

C8.3.1.5 Performance of in-facility continuity checks by the TCF/ PTF
to ensure conpliance with work orders. Ensure the circuit is
installed as indicated by the TSO and that it is properly docunented
on the circuit data card, DD Form 1441, and on any | ocal equi pnent

assignment or wiring records.

C8.3.1.6 Performance of circuit alignnment tests by the TCF/ PTF on in-
facility circuitry and associated transm ssion |[inks in conjunction
with adjacent TCFs. Continuity and transm ssion |evel adjustnents on
the in-facility installation will be perfornmed first. Wen the in-
facility portion of the circuit is properly adjusted, the input and
output |levels on all external transm ssion channels assigned to the
circuit nust be adjusted to the proper value. Additional checks wll
be made as required to ensure proper functioning of conditioning and
signaling equipnment. Wen the internal and external alignnents and
checks are conpleted, an overall recheck of the conplete installation
will be made. In the specific cases where a PTF is | ocated between
the TCF and the user, the TCF is responsible for ensuring that the
transm ssion |l evels, signaling, and conditioning of the circuit are

properly adjusted between the user and the PTF.
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C8.3.1.7 Notification of the CCOor ICOthat in-facility and
adj acent link tests have been conpleted and neet required criteria.

C8.3.1.8 Participation in user-to-user testing as directed by the
CCO.

C8.3.2 Each circuit installed in the DIl wll be tested in
accordance with the criteria specified in the DIl Technical Schedul e
for the type of circuit (circuit paraneter code) in the TSO or
Status Acquisition Message (SAM Footnote 11, as applicable. Upon
notification fromall internediate TCFs that in-facility and adj acent
segnent tests are conplete, the TCF designated as the CCO w ||
initiate end-to-end tests of the circuit. Al the specific test
procedures required for ensuring conpliance wiwth the DIl circuit
Techni cal Schedul e paraneters are shown in Supplenent 1 to this

circul ar.

C8.3.3 The TCF/ PTFs concerned will imrediately notify the CCO or the
| CO when, for any reason, delays are encountered or anticipated in
activation of circuits. The notification will contain detailed

I nformati on on reasons for delay or inability to activate circuits.
Pertinent recommendati ons on nethods of providing service should al so
be included. Wthin 72 hours of notifying the CCO of del ays, the
facility not able to provide service as specified by the TSO wi ||
provide the originator and all addressees of the TSO all pertinent

i nformati on which precludes activation of TSO specified service. The
CCO may use this information in the preparation of a del ayed service

report which should be submtted i medi ately.

C8.3.4 (O&\s assigned operating responsibility for Governnent-owned
portions of the DIl are responsible for providing Governnent-owned

equi pnrent and supplies required to install, termnate, condition,
test, operate, and maintain such portions of the systemin a manner
that neets transm ssion standards for the worldwide DilI. The

responsi bility includes DI SA Governnent - owned channels that are used
to extend | eased circuits.

C8.3.5 1In the day-to-day process of acting on TSGs, DIl facilities
may becone aware that itens of equi pnent needed to condition or nake
circuits operational are not on hand or are becomng in short

supply. In these instances, DIl facilities involved will take the
necessary action prescribed by the parent mlitary depart nent
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directives to obtain the required equi pnment. Such actions nust be
processed through the O&M conmmands. |f the O%M conmand is unable to
| ocate such equi pnent, then the highest O&M Il evel wthin a DI SA area
shoul d request assistance fromthe appropriate office wthin that

DI SA area.

C8.3.6 Certified, programed, or anticipated tel ecommunications
requi renments may be of such magnitude as to require expansi on of
Governnent-owned DIl facilities. DI SA action agency commanders w |l |
nonitor the use of facilities, correlate requirenents to availability
of facilities and, when necessary, submt a Subsystem Project Plan to
the Director, DI SA, who will obtain the necessary approval s and
concurrences and forward the plan, with further inplenenting

I nstructions as necessary, to the appropriate mlitary departnent for

acti on.

C8.3.7 Deactivation of circuits will be acconplished in accordance
with TSO directions.

C8.4 Conpl etion Reports.

C8.4.1 Use. A conpletion report (CRP) is required for every TSO

| ssued, unless specified differently in the TSO (e.g., AUTODI N DVS
Action Notices (AANs) submtted in accordance wth DI SAC 310-D70- 30
constitute an in-effect report, and no separate report under this
circular is required). In the case of TSRs for | eased equi pnent only,
TSOGs are not issued. In these cases conpletion reports will be
submtted as directed in the TSR The report tells the office that

| ssued the order that action has been conpleted or that additional
action may be required. Three different reports have been devised to
cover all situations. They are designed to be processed by conputer
| nsof ar as possible. Therefore, the formats nust be foll owed
precisely. These reports are exenpt fromreports control under the

provi sions of DI SAl 630-225-2, Information Requirenents Managenent.

C8.4.2 Subm ssion. Conpletion reports will be submtted by AUTOD N
DMS (if available) directly to the originator and all addressees of
the TSO Include only one type of report in any one nessage (e.g.,
do not submt an in-effect report and exception report in the sane

nessage) .

C8.4.3 Format. Entering the appropriate DI SA activity as shown on
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the TSO, which should follow one of the exanples below (wth content
I ndi cator code (CIC) DIBT), will help to ensure the reports are

correctly routed for further processing.

DI SA TSR- TSO- CRP TRAFFI C WASHI NGTON DC

DI SA TMSO TSR- TSO- CRP TRAFFI C SCOTT AFB | L
DI SA EUR TSR- TSO- CRP TRAFFI C VAI H NGEN GM

DI SA PAC TSR- TSO- CRP TRAFFI C WHEELER AFB HI

C8.4.4 Types of Conpletion Reports.

C8.4.4.1 In-Effect Report. The facility or activity designated in
the TSO (normally the CCOor CMD) will, within 72 duty hours (based
on 24-hour wor kday not includi ng weekends and hol i days) of conpletion
of action on the TSO forward an in-effect report directly to the
originator and all addressees of the TSO If the service being in-
effected has been assigned a TSP, the in-effect report, containing

t he applicable TSP Aut hori zation Code, nust be submtted to: "MER NCS
TSP WASHI NGTON DC." This report will be submtted either when the
service is provided end-to-end and accepted, neets all details of the
TSO, and neets all technical paraneters of the specified technical
schedule, or to clear previously submtted exception or del ayed

service reports. One service will be covered by one in-effect
report. An exanple of an in-effect report is shown in Figure F8.2.
In-effect reports will contain the follow ng infornmation:

C8.4.4.1.1 Subject: In-Effect Report, or Multiple In-Effect Report.

(Submt nmultiple report only if TSO was nmul tiple.)

C8.4.4.1.2 Reference: Ildentification of the nessage forwarding the
TSO.

C8.4.4.1.3 Item1l: Conplete TSO nunber.
C8.4.4.1.4 I1tem2: TSR nunber from TSO paragraph 2N.

C8.4.4.1.5 Item3: CCSD or trunk ID from TSO paragraph 2A.
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C8.4.4.1.6 Item4: Comercial carrier and comercial circuit nunber
from TSO par agraph 3X2A or other sources, or enter NA

C8.4.4.1.7 Itemb5: Type action from TSO paragraph 2C.

C8.4.4.1.8 Item6A: Date, tinme, nonth, and year of conpletion of
action.

C8.4.4.1.9 Item6B: Date, tine, nonth, and year commercial service
was provided, or enter NA when no commercial service has been

r equest ed.

C8.4.4.1.10 Item7: Remarks. Note any admni strative comments or
m nor changes aut hori zed under DI SAC 310-130-1, chapter 2, paragraphs

7.2.2 and 7.2. 3.

C8.4.4.1.11 Item8: Point of contact. Nane, organization, and DSN
commerci al tel ephone nunber of person submtting the in-effect report.

C8.4.4.1.12 ItemO: NCS assigned TSP Aut horization Code fromitem
102 of the TSR and/or paragraph 7.2.2 of the TSO

C8.4.4.2 Exception Report. The facility or activity designated in
the TSO (normally the CCOor CMO) will, within 72 duty hours (based
on 24-hour wor kday not includi ng weekends and hol i days) of conpletion
of action on the TSO submt an exception report if end-to-end
service is provided and accepted with sonme exceptions to, or
deviations from the details of the TSO or technical paraneters of

t he specified technical schedule. Prior to accepting service, the

designated facility or activity will advise the TSO issuing authority
of those technical paraneters failing to neet established standards,
who wll in turn advise the facility or activity if service is to be
accepted wth these exceptions. Exception reports will be forwarded
directly to the originator and all addressees of the TSO  Fol | ow up
reports will be submtted every 30 days until the exception(s) is
cleared. If a firmdate is known when the exception(s) will be

cleared (e.g., equipnent on order), and that information is contai ned
in the foll owup, then subsequent follow ups are not required until
the firmdate indicated. Al exception reports nust be foll owed by
an in-effect report when the exceptions are cleared. An exanple of
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an exception report is shown in Figure F8.3. Exception reports wll
contain the follow ng information:

C8.4.4.2.1 Subject: Exception Report or Miltiple Exception Report.
(Submt nmultiple report only if TSO was nmultiple.)

C8.4.4.2.2 Reference: ldentification of the nessage forwarding the
TSO.

C8.4.4.2.3 ltem 1: Conpl et e TSO nunber.
C8.4.4.2.4 ltem2: TSR nunber from TSO par agraph 2N.

C8.4.4.2.5 Item 3: CCSD or trunk ID from TSO par agraph 2A.

C8.4.4.2.6 Item4: Commercial carrier and comercial circuit nunber
from TSO par agraph 3X2A or ot her sources, or enter NA

C8.4.4.2.7 Itemb5: Type action from TSO par agr aph 2C.

C8.4.4.2.8 Item6A Date, tine, nonth, and year of conpletion of
action.

C8.4.4.2.9 Item6B: Date, tinme, nonth, and year commercial service
was provided, or enter NN A when no commercial service has been

request ed.

C8.4.4.2.10 Item7: Exception code fromchapter 20, DI SAC 310-65-1.

C8.4.4.2.11 Item8: Rationale (mandatory). Enter narrative remarks
to include which itens are not as specified in the TSQO reason

al | ocat ed channel was changed; a statenent of which paraneters could
not be met with actual readings conpared to required readings;
identification of the authority or activity that authorized
acceptance of substandard service; statenent of which specifications
coul d not be neasured, with reason and | ocation; |ack of response by
a commercial carrier by nane and | ocation; proposed corrective
action, if any, with estinated date and tinme for conpletion of
corrective action; and any other remarks which will explain the

exceptions. Footnote 12.
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C8.4.4.2.12 1tem9: Point of contact. Nane, organization, and DSN
commerci al tel ephone nunber of person submtting the exception report.

C8.4.4.3 Del ayed Service Report.

C8.4.4.3.1 |If leasing actions are invol ved:

C8.4.4.3.1.1 The facility or activity designated in the TSOto

report on or accept the circuit will contact the |ocal sales office
of the vendor providing the service 5 working days prior to the
schedul ed service date to ascertain that the service date will be net.

C8.4.4.3.1.2 |If the commercial vendor indicates the service date
cannot be net due to vendor difficulties, a del ayed service report
will be tel ephoned to the TCO by the facility or activity designated
in the TSOto report on or accept the circuit. The TCO wi ||

t el ephoni cal |y advi se DECCO or the appropriate DECCO field activity.
The verbal report will be confirnmed by del ayed service nessage to the
TCO and to the originator and all addressees of the TSOw thin 72

hour s.

C8.4.4.3.1.3 |If the established service date cannot be net due to
gover nnent al causes, a del ayed service report wll be transmtted by
the CCO or TSR/ TSO designated activity for reporting on or accepting
the circuit. This report will be sent to the TCO and to the
originator and all addressees of the TSO, as soon as the inability to
neet the required service date is known. \Wien possible, this nessage
report should be preceded by a verbal notification to the TCO who
can i ssue an anended TSR reflecting the new or revised required

servi ce date.

C8.4.4.3.2 |f |eased services are not invol ved:

C8.4.4.3.2.1 Wen the established service date cannot be net due to
governnental cause, the CCO or the TSR/ TSO desi gnated activity for

reporting on or accepting the circuit will submt a del ayed service
report. This report will be sent to the TCO the originator, and all
addressees of the TSO It wll be sent as soon as the inability to

neet the required service date becones known. When possible, this
nmessage report should be preceded by a verbal notification to the
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TCO (CB.4.4.3.2.2 |If the forecasted delay as reported in item 8 of

t he del ayed service report is excessive (e.g., unknown), a report

wll be submtted each 30 days until a firmdate is established. The
probl em may be resol ved by exceptional procedures as outlined in

DI SAC 310-130-1, chapter 2, paragraph 2.4.2.

C8.4.4.3.2.3 Delayed service reports nust always be followed by
either an in-effect report or an exception report.

C8.4.4.3.2.4 An exanple of a delayed service report, which wl|
contain the followng information, is shown in Figure F8.4. Del ayed

service reports wll contain the follow ng information:

C8.4.4.3.2.4.1 Subject: Delayed Service Report or Miltiple Delayed
Service Report. (Submt nultiple report only if TSO was nultiple.)

C8.4.4.3.2.4.2 Reference: Identification of the nessage forwarding
t he TSO.

C8.4.4.3.2.4.3 Item1l: Conplete TSO nunber.
C8.4.4.3.2.4.4 Item2: TSR nunber from TSO paragraph 2N.

C8.4.4.3.2.4.5 Item3: CCSD or trunk ID from TSO paragraph 2A.

C8.4.4.3.2.4.6 Item4: Commercial carrier and commercial circuit
nunber from TSO par agraph 3X2A or other sources, or enter NA

C8.4.4.3.2.4.7 ltem5: Type action from TSO paragraph 2C.

C8.4.4.3.2.4.8 Item6A: Date, tinme, nonth, and year specified in
TSO par agraph 2D.

C8.4.4.3.2.4.9 Item6B: Date, tine, nonth, and year commerci al
service was provided, or enter NA when no comrerci al service has been
requested. This information is required even if the service, end-to-
end, is not established. This information will be used by DECCO for
billing purposes when a | eased service is provided/ accepted and the U.
S. Governnent is obligated for paynent, and by the TCO TSO preparing
office to determ ne whether or not the | eased service should be
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di scontinued and restarted at a |ater date. Every effort nust be
made to anend TSR and TSO service dates to preclude unnecessary

expenditures (See DI SAC 310-130-1, chapter 2, paragraph 2.10.4.3.1.3.

C8.4.4.3.2.4.10 Item7: Delayed service code from DI SAC 310-65-1,
chapter 20.

C8.4.4.3.2.4.11 Item8: Date, tinme, nonth, and year service is
expected to be provided, or enter UNKN.

C8.4.4.3.2.4.12 1tem9: Cause (mandatory). |If the delay is
attributable to a comercial carrier, enter the reason for del ay
provided by the carrier and the nane of the conpany; if user

equi pnment or facilities are not installed or capable of operation, so
state; enter any other anplifying remarks which will explain the

del ay.

C8.4.4.3.2.4.13 1Item 10: Point of contact. Nane, organization, and
DSN commer ci al tel ephone nunber of person submitting the del ayed

service report.

Cont i nue to:
CHAPTER 9. ADM NI STRATI ON

Return to:
Basic Crcul ar

Tabl e of Contents
Publ i cati on Listing

M chael E. Craft, craftmawcr.disa.ml| - Last revision: 12 June 1998
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CHAPTER 9. ADM NI STRATI ON

C9.1 GCeneral. This chapter prescribes the various forns, |ogs, and
publications required by each manned DIl facility. Automated forns
and | ogs are authorized in accordance with paragraph C9.2 below. The
prescribed forns are necessary for naintaining conplete operati onal
status of DIl facilities, links, trunks, circuits, and equi pnent.
Upon conpl etion, the fornms al so provide significant historical data
that can be used to identify and correct recurring problens, or

probl ens that nmay require higher |evel assistance. All forns, wth

t he exception of DD Form 1697, 1697-1, and 1753 nust be retained for
90 days beyond the end of each nonth. Retention of DD Form 1697,
1697-1, and 1753 are explained in paragraph C9.3 of this chapter.

The nunber and type of forns used in a DIl facility nmay vary sonmewhat
with each facility, depending on that facility's particular m ssion.
Each O&M agency is responsi ble for producing and distributing the
fornms to subordinate units. The forns prescribed by this circular
are |isted below and are available on the INTERNET at http://webl. whs.

osd. m | /i cdhonme/ DDEFORMS. HTM .

.1.1 . DD Form 1441, G rcuit Data.

.1.2 . DD Form 1443, Qutage and Restoration Record.

.1.3 . DD Form 1697, G rcuit Paraneter Test Data - Anal og.
.1.4 . DD Form 1697-1, Crcuit Paraneter Test Data - Digital.

.1.5 . DD Form 1753, Master Station Log.

8@ 8 8 8 8 4

.2 Autonat ed Recordkeeping. Automated recordkeepi ng using

aut onat ed data processing (ADP) hardware/software is encouraged as it
enhances efficiency and anal ysis capabilities, especially when
integrated with other requirenents contained in this circular. O8M
agenci es responsible for operating and maintaining DIl facilities may
devel op application software to automate and integrate the

requi rements of the above fornms with other DI SA requirenents such as
testing, trend analysis, etc. Application software nay enul ate the
above fornms and contain the sane data, but cannot use the DD Form
nunber. The DoD fornms managenent office is the only authority for
use of DoD form nunbers. Application software nust have sufficient
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capabilities to neet all Dl SA requirenents and have approved life
cycle maintenance. DI SA is not responsible for evaluating or
approvi ng application software. However, application software
prograns such as those devel oped and distributed by the Air Force
Systens Control Software Managenent O fice (SCSMD), NCTS WAshi ngton
(C STAT), and DI SA Technical Control Autonmation Proof of Concept
System (TCAPS) are consi dered adequate and are highly recommended.
It is the responsibility of each DIl facility to ensure the ADP
systemis engi neered and configured in such a nanner to provide
efficient use and cover contingencies. |In general, any ADP system

for recordkeepi ng purposes nust conformto the foll owm ng guidelines:

C9.2.1 The ADP system nust provide for adequate backup capability so
that conputer failure will not prevent the nai ntenance of required
records or the retrieval of information. Data stored on nagnetic
medi a nust be duplicated on backup nedia at | east once each day to

m nimze the chance of | oss. The backup process should be an

aut omat ed procedure, or should at |east pronpt the operator to

performthe required actions.

C9.2.2 The ADP system nust be redundant wth a second conputer

| mredi ately available to replace a failed unit. |[If this is not

possi ble, a hard copy of all records stored in the ADP system nust be
manually retained on file for the sane length of tine as the formit

repl aces.

C9.2.3 |If ADP systens are used to maintain TCF/ PTF records, all
personnel nust also be trained to use the paper forns required by
this chapter. A 90-day supply of paper forns nust be maintai ned and
accessi ble to personnel on duty. Contingency procedures nust be
devel oped to include instructions on how and when to revert to manual

recor dkeepi ng.

C9.2.4 Detailed outage records, sufficient to reconstruct events
during the outage, nust be retained in nmenory a m ni num of 90 days.
After this tinme, the detailed informati on may be purged fromthe
records, and the information necessary for long term analysis
retained. The mnimuminformation required for long-termanalysis is
the circuit, trunk, link, or facility designator, the date and tine
out, the date and tine in, the RFO code and | ocation, and a brief

narrative RFO
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C9.3 Required Forns.

C9.3.1 Crcuit Data, DD form 1441 (Figure 9-1). The purpose of DD
Form 1441 is to provide quick access to appropriate trunk and circuit
engi neering information such as end term nals, channel nunbers, type
circuit, nodulation/data rates, etc. A DD Form 1441 is required for
all trunks and circuits that have a physical patch panel appearance
in the TCF/ PTF and for all trunks and circuits for which the TCF PTF
Is the CCO CMO or servicing TCF/ PTF. TCFs wi th Enhanced DPAS Contr ol
Term nal (EDCT) equipnent, or functional equivalent, are not required
to maintain DD Form 1441's on through facility trunks and circuits as
| ong as the database contains circuit provisioning fields and those
fields are conpleted. For the EDCT, the CCO CMO nust be included in
the circuit provisioning "remarks” field until CCO CMO in included as
a data elenent in the provisioning field. Information for preparing
the circuit data formshould be taken fromthe TSO as a prinmary
source. In-house facility equi pnent and circuit appearances nust be
added as required. DD Form 1441's should be filed al pha/nunerically
by CCSD and trunk designator for quick reference. DD Form 1441 nust
be maintained in a "dead file" for 3 nonths after the circuit has
been deactivated. The follow ng procedures nust be foll owed when

conpleting the form

C9.3.1.1 CCSD. Enter the CCSD fromthe TSO

C9.3.1.2 Landline Channel Nunmber. Enter nultiplex trunk and channel
nunber or cable designation for each direction fromthe TSO

C9.3.1.3 Termnals. Enter user termnal facilities by geographi cal
| ocation and enroute facility code fromthe TSO

C9.3.1.4 Control Facilities. Enter the geographic |location of the
TCFs adjacent to the user termnal |ocation fromthe TSO

C9.3.1.5 NCS TSP. Enter the NCS TSP restoration priority fromthe
TSO.

C9.3.1.6 Term Station. Enter geographical |ocation of each term nal
facility fromthe TSO

C9.3.1.7 QOperating Agency. Enter the O%M agency of each term na
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facility, if known.

C9.3.1.8 User Term Equi pnent. Enter type or nodel of user term na
equi pnment fromthe TSO.

C9.3.1.9 User Contact. Enter user contacts fromthe TSO or as
avai |l abl e.

C9.3.1.10 Type Crcuit. Enter circuit paranmeter code fromthe TSO
C9.3.1.11 Use. Enter AUTCDI N DVS, DSN, | P Router Networks, etc.
C9.3.1.12 CCO Enter the CCO or CMO fromthe TSO

C9.3.1.13 Mbdulation Rate. Enter nodulation rate fromthe TSO

C9.3.1.14 Crypto Service. Enter security equi pnent nonencl ature
fromthe TSO

C9.3.1.15 Activation Authority. Enter the TSO nunber.

C9.3.1.16 Date and Tine Installed (Activated). Enter the date and
ZULU tinme shown in the In-Effect Report.

C9.3.1.17 Deactivation Authority. Enter the TSO nunber
di scontinuing the circuit.

C9.3.1.18 Date and Tine Ceased. Enter date and ZULU tine circuit
di sconti nued.

C9.3.1.19 CKT Modifications. Enter the |latest TSO nunber directing
changes to the circuit, and date and ZULU ti ne change conpl et ed.

C9.3.1.20 Conditioning Equipnment. Enter conditioning and signaling
equi pnment | ocations (rack nunber, jack nunber, strapping options

etc.) for all in-facility equipnent.

C9.3.1.21 Remarks. Enter circuit routing and trunk, |ink, and
channel assignnent of each facility fromthe TSO
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C9.3.1.22 BottomlLine of Card. The bottomline of the card nust be
conpl eted, using the entries on the top |ine, when a Kardex type file

I S used.

C9.3.1.23 Reverse Side of Card. The reverse side of the DD Form
1441 may be used for the purpose of the circuit |ayout record (CLR)

requi red by chapter 2, paragraph 7.2.2 of this circul ar.

C9.3.2 DD Form 1443, Qutage and Restoration Record (Fiqure 9.2 and
Figure 9.3). DD Form 1443 nust be used to record all facility, link,
trunk, circuit, channel, or equi pnent outages. The form provides a
synopsis of the outage or degradation and a historical record for
trending. Qutage and restoration records nust be maintained for 90
days after the end of each nonth. Detail ed explanations of each entry

are as foll ows:

C9.3.2.1 Reportable. Indicate if the outage is reportable to the
Def ense Informati on System Agency and/or to the Defense Commerci al
Communi cations Ofice (DECCO by circling the correspondi ng "YES' or

n NO. n

C9.3.2.2 Ticket Nunber. Indicate the ticket nunber assigned to the
fault or outage report to which this formapplies. A ticket nunber
must be assigned by the control facility responsible for recording
the outage. Ticket nunbers wll consist of the Julian date for the
RADAY the ticket was opened on and the sequential nunber for that
RADAY (e.g., 158-001). |If there is nore than one control facility at
the sane location, it is permssible to precede or succeed the nunber

by an al pha character to identify the specific facility.
C9.3.2.3 Facility. Indicate the facility designator for the send
(SND) and receive (RCV) termnals of the link, trunk, circuit,

channel, or equipnent affected. (Leave blank for facility outage.)

C9.3.2.4 Facility/Link/ Trunk ID. Indicate the applicable designator
for the type of outage.

C9.3.2.5 CHNL NBR | ndi cate the channel nunber for circuit affected
I f applicabl e.
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C9.3.2.6 CCSDICSA. Indicate the Command Conmuni cati ons Service
Desi gnat or and/ or Commruni cations Service Authorization identifier for

the circuit affected.

C9.3.2.7 TSP. Indicate the Tel ecommunications Service Priority
(TSP) restoration priority code for the circuit affected. During the
Restoration Priority (RP) to TSP conversion the old RP should be
entered if it has not been converted to TSP. If a neither a TSP or RP

assi gned, enter NA (Not Assigned).

C9.3.2.8 Tine Qut. Indicate the tine that the outage began, in date
time group (DTG format (e.g., 111300Z JAN 97).

C9.3.2.9 Time In. Indicate the tine that the outage was
termnated, in date tinme group (DTG format (e.g., 111300Z JAN 97).

C9.3.2.10 RFO Indicate the Reason for Qutage (RFO for the
associated Tinme Qut and Tinme In entries.

C9.3.2.11 Coordination. Indicate the designator of the facilities
or agencies coordinated wth during the course of the outage under
t he "FAC' col um. The "USER' and "TCF" coordi nati on are already

i ndicated. Qher facilities or agencies can be docunented in the
bl ank bl ocks. Indicate the initials of the individual who was
coordinated with at the other facilities or agencies during

coordination of the "OUT" and "IN' tines.

C9.3.2.12 Reported Trouble. Indicate the trouble, fault,
di screpancy, or HAZCON as applicable to this ticket.

C9. 3. 2.13 Equi pnent Nonencl ature. Used for workorder information or
as applicable for outages. |Indicate the equi pnent nonencl ature that

Is at fault or under repair.

C9. 3.2.14 Wirkorder Nunber. | ndi cate the workorder nunber assigned
by mai ntenance for equi pnent under repair. For commercial carrier
outages this block can be used to docunent the commercial order or

ref erence nunber.

C9.3.2.15 Maint Start. Indicate when nai ntenance repairs begin, in
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date tinme group format. For commercial carrier outages this block is
used to indicate when the outage was reported to the carrier. This
I's the beginning of the time chargeable to the carrier in accordance

wi t h DECCO procedures contained in DI SAC 350-135-1.

C9.3.2.16 Equi pnrent ID. Used to record the specific equi pnent
identification if a |l ocal equipnent identification has been assigned.

C9.3.2.17 Maintenance Activity. Indicate the maintenance activity
responsi ble for performng the repairs. For commercial carrier
outages this block is used to identify the commercial activity

responsi ble for the circuit.

C9.3.2.18 Mint End. |[Indicate when nmaintenance repairs are
conplete, in date tine group format. For commercial carrier outages
this block is used to indicate when the commercial carrier turned
control of the circuit back to the user for verification. This is
the end of the tine chargeable to the carrier in accordance with
DECCO procedures contained in DI SAC 350-135-1. If the circuit is
unacceptabl e after the comrercial carrier turns the circuit back, it
must be reported back out to the carrier within 30 mnutes in which
case the outage tine chargeable to the carrier will be continuous

fromthe initial tine it was reported to the carrier.

C9.3.2.19 Hazar dous Condition. Indicate whether or not the
“reported trouble" constitutes a Hazardous Condition (HAZCON) as

prescribed in DISA Crcular 310-55-1. Grcle "YES'" or "NO"

C9.3.2.20 ETR Indicate the estimated tine of return for equi pnment
under repair or HAZCON as applicable.

C9.3.2.21 Initials. Enter the initials of the nmaintenance

I ndi vi dual who the problemwas reported to, and the initials of the
mai nt enance i ndi vidual who the corrective action was cleared wth.

|f the problemis with a comercial carrier this block is used to
record the initials of the contractors representative when the outage
was reported out to the contractor, and when the contractor turned it

back upon conpl etion of repairs.

C9.3.2.22 Corrective Action. Indicate the actual action taken to
restore the service. Do not nerely restate the RFO code.
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C9.3.2.23 CdCrcuit Rerouted. | ndi cate the CCSD/ CSA of the circuit
rer out ed.

C9.3.2.24 Patch Up. Indicate the actual tine, in date/tinme group
format, that the circuit was patched to the alternate route.

C9.3.2.25 Patch Down. Indicate the actual tine, in date/tine group
format, that the patch was renoved.

C9.3.2.26 Circuit Pre-enpted. Indicate the CCSD/ CSA of the circuit

being pre-enpted. |If a spare channel is used, indicate that it is
spar e.
C9.3.2.27 Reroute Remarks. Indicate any remarks that are pertinent

to the reroute.

C9.3.2.28 Supervisor's Review. This block nmust be signed by the
shi ft supervisor when commercial carrier outage is incurred.

C9.3.2.29 Reverse Side, Date/Time G oup. Indicate the tine, in date/
time group format, that the remarks are entered.

C9.3.2.30 Reverse Side, INT. Indicate the initials of the person
maki ng the entry.

C9.3.2.31 Reverse Side, Remarks. Enter significant outage
I nformati on necessary to docunent actions taken during fault
| solation and restoration of service. The remarks nust be detailed

enough to reconstruct the events during | ater anal ysis.

C9.3.3 DD form 1697, Circuit Paraneter Test Data - Anal og (Figure
9.4 and Figure 9.5). The purpose of DD Form 1697 is to record Test
and Acceptance (T&A) data for initial acceptance of service and for
recording periodic quality control test data on anal og trunks and
circuits. CCO CMXxs and serving TCF/ PTFs are required to nmaintain DD
Form 1697s. A copy of the T&A report nust be filed wth the
corresponding TSOin the circuit history files and be mai ntai ned for
the life of the circuit. Periodic QC test data nust al so be

mai ntained in the circuit history files until the next annual QCis
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perfornmed, at which tinme previous periodic QC forns may be di scarded.

C9.3.3.1 Block 1, CCSD. The full Command Conmuni cati ons Service
Designator for the circuit or trunk, as specified in the TSO

C9.3.3.2 Block 2, Type Test. Type of test being perfornmed on the
trunk or circuit as specified in the QC schedule (e.g., T&A for Test

and Acceptance, A for Annual, SA for sem -annual).

C9.3.3.3 Block 3, Paraneter Code. Paraneter code designated in the
TSO for the circuit or trunk under test.

C9.3.3.4 Block 4, Tine Start (DTG. Date and tine in Date/Tine
G oup (DTG format (e.g., 010001Z JAN 97) that test began.

C9.3.3.5 Block 5, Tine Finish (DTG. Date and tinme in Date/Tine
G oup (DTG format that test was conpl et ed.

C9.3.3.6 Block 6, Receive Station/lInitials. Local facility
designation and initials of operator performng the test at that

facility.
C9.3.3.7 Block 7, Transmt Station/Initials. Distant facility
designation and initials of operator performng the test at that

facility.

C9.3.3.8 Test. Specific test to be perfornmed from Chapter 6, Table

6.1.

C9.3.3.9 Specifications. Techni cal specifications of trunk or
circuit in accordance with DI SAC 300-175-09.

C9.3.3.10 Receive. Readings recorded at the local facility.
Initial reading taken and reading after adjustnment was made, if

necessary.
C9.3.3.11 Transmt. Readings recorded at the distant facilities

receive (your transmt). Initial reading taken and reading after
adj ustnent was nade, if necessary.
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C9.3.3.12 Block 8, Test Tone Level. Self-explanatory (1004 Hz, -10
dBn0) .

C9.3.3.13 Block 9, CGMG Noise. Noise reading taken strictly on C3
or CT circuits that are analog end-to-end. |f there are any PCM
segnents on the circuit, C notched noise nust be used. Refer to

DI SAC 300-175-9 for details.

C9.3.3.14 Bl ock 10, C Notch Noise. Noise reading taken on all
anal og and digital circuits, except those C3 and CT circuits that are

anal og end-to-end. Refer to DI SAC 300-175-9 for details.

C9.3.3.15 Block 11, Sig/Noise Ratio. Signal to C notched noise
ratio. A ratio of the difference between actual signal |evel and C
not ched noi se | evel, neasured in dB. Refer to DI SAC 300-175-9 for

detail s.

C9.3.3.16 Block 12, Inpulse Noise (IPN). Measurenent nade to detect
significant noise bursts. DI SAC 300-175-9 specifies a maxi mumof 15

counts in 15 m nutes above the reference | evel.

C9.3.3.17 Block 13, Envel ope Delay. Readings taken to determ ne
absol ute del ay caused by active conponents in transm ssion |ines,

measured i n m croseconds.

C9.3.3.17.1 Spectrum Range of acceptable delay in accordance with
standards specified in accordance with DI SAC 300-175-9.

C9.3.3.17.2 Relative Delay. Anount of delay allowed for a specific
frequency range where each reading in that range is conpared to a
common, or relative, reading. Refer to DI SAC 310-70-1, Supplenent 1

for detailed instructions.

C9.3.3.18 Block 14, Frequency Response. Anplitude versus frequency
nmeasured in dBs.

C9.3.3.18.1 Spectrum Range of operating frequency response as
prescribed in DI SAC 300-175-9 and DI SAC 310-70-1, Supplenent 1.

C9.3.3.18.2 The + and - colums are tol erances all owed for each
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frequency range in accordance with DI SAC 300-175-9. All owances are
relative to 1004 Hz.

C9.3.3.19 Block 15, Net Loss Variation. The variation in the
receive level normally nmeasured with a strip chart recorder in dBs

over a 15 m nute period.

C9.3.3.20 Block 16, Change in Frequency. The difference between the
transmtted frequency and received frequency to nearest 0.1 Hz

(recorded over 10 second period).

C9.3.3.21 Block 17, Remarks. Additional space for the tester to
I ncl ude any significant remarks concerning the tests. This is

valuable for future analysis, especially if abnormalities were found.

C9.3.3.22 Block 18, Signature of Tester. Signature of individual
who perfornmed the test and recorded the test data.

C9. 3. 3.23 Frequency Response (reverse side). | ndi vi dual frequency
response readi ngs taken during actual test in accordance with DI SAC

310-70-1, Supplenment 1, nust be recorded on the graph.

C9.3.3.23.1 Receive. Readings recorded at local facility's

receive. Actual received levels are recorded in one colum, then the
relative (to 1004 Hz) is recorded in another colum. For exanple, if
the 1004 Hz reading was -10 dBnD and the 500 Hz reading was -9.5
dBnD, the relative reading at 500 Hz would be -.5 dB. Renenber,

rel ative readings for frequency response are noted as nore | oss and

| ess loss. Thus, a -9.5 dBnD conpared to a -10 dBnD is .5 dB | ess

| oss, or -.5 dB.

C9.3.3.23.2 Send. Readi ngs recorded at the distant facility's
recei ve. Readi ngs recorded in the sane nmanner as receive readings.

C9. 3.3.24 Envel ope Delay (reverse side). [Individual envel ope del ay
readi ngs taken during actual test in accordance with DI SAC 310-70-1,

Suppl enrent 1, nust be recorded on the graph.

C9.3.3.24.1 Receive. Readings recorded at local facility's receive.
Actual delay readings are recorded in one colum, the relative del ay
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I's recorded in anot her col um.

C9.3.3.24.2 Send. Readings recorded at the distant facility's
receive. Readings recorded in the sanme manner as receive readings.

C9.3.3.25 Frequency vs Anplitude. G aph relative frequency versus
anpl i tude response in dB.

C9.3.3.26 Frequency vs Delay. Gaph relative frequency versus del ay
distortion in m croseconds.

C9.3.4 DD Form 1697-1, Circuit Paraneter Test Data - Digital
(Figure 9.4 and Figure 9.5). DD Form 1697 is used for the sane

pur pose as the DD Form 1697 except it is to record results of digital
trunks and circuits. Retention requirenents are the sane.

C9.3.4.1 Block 1, CCSD. The Conmand Conmuni cati ons Service
Desi gnator (CCSD) assigned to the circuit or trunk, as specified in

t he TSO.

C9.3.4.2 Block 2, Type Test. Type of test being perforned on the
circuit or trunk (e.g., T&A, annual, sem -annually).

C9.3.4.3 Block 3, Tine Start (DITG. Date and tine in Date Tine
G oup (DTG format (e.g., 010001Z JAN 97) that test began.

C9.3.4.4 Block 4, Tinme Finish (DTG. Date and tinme in Date Tine
G oup (DTG format that test was conpl et ed.

C9.3.4.5 Bl ock 5, Paraneter Code. Paraneter code designated in the
TSO for the circuit or trunk under test.

C9.3.4.6 Block 6, Data Rate. Data rate used for testing the circuit
or trunk (e.g., 9.6 Kbps, 64 Kbps).

C9.3.4.7 Block 7, Type Interface. Type of physical interface used
on the circuit or trunk (e.g., RS 232, RS-449, V.35, ML-STD 188-114).

C9.3.4.8 Bl ock 8, Type Sync. Type of synchronization utilized by
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the circuit under test (e.g., asynchronous, synchronous, isochronous).

C9.3.4.9 Block 9, Type Signal. Type of signal or coding utilized on
the circuit or trunk being tested (e.g., NRZ, bipolar, AM, B8ZS).

C9.3.4.10 Block 10, Test Pattern. Test pattern being used to test
the circuit (e.g., 511, 2047, 1 X 10-20 -1).

C9.3.4.11 Block 11, Block Size. Block size being used to test the
circuit (e.g., 100 bits, 1000 bhits).

C9.3.4.12 Block 12, Receive Station/lInitials. Local facility
designation and initials of operator performng the test at that

facility.

C9.3.4.13 Block 13, Transmt Station/lnitials. Distant facility
designation and initials of operator performng the test at that

facility.

C9.3.4.14 Test Colum. Specific test to be perfornmed in accordance
Wi th chapter 6.

C9.3.4.15 Specifications. The required test tine in mnutes and
standards for the circuit or trunk as listed in DI SAC 300-175-9.

C9.3.4.16 Error Data. Descri bes the type of error data to be
recor ded.

C9.3.4.17 Receive. Readings observed on the receive (local) end of
the trunk or trunk.

C9.3.4.18 Transmt. Readings observed on the distant end receive of
the trunk or trunk.

C9.3.4.19 Block 14, Bit Error Rate. Results of bit error rate test
(BERT) as defined in Supplenment 1 to this circular.

C9.3.4.20 Block 15, % Error Free Seconds. Results of percentage (%
of error free seconds (%FS) as defined in Supplenent 1 to this
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circul ar.

C9.3.4.21 Block 16, % Block Error. Results of percentage (% of
bl ock errors as defined in Supplenent 1 to this circular.

C9.3.4.22 Block 17, Telegraph Distortion. Results of telegraph
distortion test as defined in Supplenent 1 to this circular,

typically a | ow speed (less than 150 baud) d.c. circuit.

C9.3.4.23 Block 18, Remarks. Indicate whether the circuit or trunk
passed or failed the quality control tests as required by the
specifications. [Include any additional remarks regardi ng probl ens
encountered during testing, remarks which may assist soneone else in
t roubl eshooting a specific problem or any other comments which would

ai d anot her individual when testing this circuit or trunk.

C9.3.4.24 Block 19, Signature of Tester. Signature of the
I ndi vidual at the receive facility who conpleted and recorded the

t est dat a.

C9.3.5 DD form 1753, Master Station Log (Figure 9.7). The Mast er
Station Log is the official narrative record naintained to record
significant events (e.g., power failures, conplete system outages,
maj or equi pnment outages or inpairnments such as HAZCONs, and any ot her
event that nmay have an inpact on operation of the DIl), tine
verification, shift or watch changes, special tests, etc. Every DI
TCF/ PTF and LCC/ NCO nust maintain a MSL. TCFs and LCC/ NCOs nust

mai ntai n separate MSLs when collocated. Oher DIl facilities such as
transmtter/receiver sites, mcrowave and radio relay sites,

mai nt enance support activities, etc., nust also naintain MSLs. Wen
facilities are collocated, only one MSL is required as long as the
MSL contains the narrative record for all collocated facilities.

Ref erence may be nade to supporting docunents (outage tickets,

equi pnment work orders, DI SAC 310-55-1 reports, etc.). Entries nust
be made in chronol ogical order. The shift supervisor is normally
required to sign "on" and "off" duty on the MSL. |If the MSL is

aut omat ed, the system shoul d use passwords and require the shift
supervisor to log "on" and "off" duty. It is also advisable to
design the systemso that it does not allow alterations. A hard copy
of the MSL nust be filed at the end of each RADAY. MSLs nust be

mai ntai ned for 11 nonths after the end of each nonth. The foll ow ng
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items nmust be entered on the master station |og:

C9.3.5.1 Facility. The nane and function of the facility (e.qg.,
McCl ell an TCF, Brandyw ne Receiver Site).

C9.3.5.2 Date. Current day, nonth, and year (e.g., 21 March 1997).

C9.3.5.3 Tine Period. ZULU tine of the first log entry (From and
ZULU tinme of the last log entry (To) on this page.

C9.3.5.4 Subject. ldentification of the comunications channel s,
circuit, trunk, system link, etc., pertaining to the log entry.

C9.3.5.5 ZULU (2) Tinme. Geenwich Mean Tinme (GMVIN tine of the event
or action.

C9.3.5.6 Operator Initials. Initials of the individual making the
| og entry.

C9.3.5.7 Action or Event. Narrative explanation of the action or
event. Enter sufficient detailed information to fully explain the

situation. Comon abbrevi ations may be used.

C9.4 Service Provisioning Records. This paragraph provides a
summary of records used in activating, changing, and deactivating
service when a DISA TSO is issued. Each TCF PTF nust establish and
mai ntai n permanent history files for all links that term nate at
their facility, for all trunks and circuits that have physi cal
patching capabilities within the TCF PTF, and for all trunks and
circuits for which the TCF/ PTF is the CCO CMO or servicing TCF/ PTF.
Footnote 13. Circuit history files are not required for through

facility trunks and circuits that do not have physical patch

appear ances, unless the TCF/ PTF is the CCO CMO or servicing TCF PTF.
Tenporary circuit history files nust be established on all trunks and
circuits by each TCF/ PTF addressed in the DI SA TSO regardl ess of
patching capabilities. The tenporary file nust be maintained until
the link, trunk, or circuit has been in-effected. Once in-effected,
the tenporary file may be di scarded, unless a permanent history file
Is required by the above criteria. Collocated facilities (within the
sane building) are only required to maintain one history file. Each

history file nust contain a copy of:
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C9.4.1 The initial test and acceptance data (DD Form 1697 or 1697-1).

C9.4.2 Copies of the latest TSO that reflects the current end-to-end
configuration, control office assignnent, etc.

C9.4.3 In-effect, exception, and del ayed service reports applicable
to the latest TSO \Wen an exception or del ayed service report is
submtted that pertains to an internediate facility, the internedi ate
facility nmust maintain their history file until the condition causing
the report to be rendered is cleared and an in-effect report is

subm tted.

C9.4.4 Status Acquisition Message (SAM. Footnote 14.

C9.4.5 Copies of quality control waiver requests and approvals.

C9.4.6 Copies of any appropriate docunentation (i.e., QCresults,

|l etters, etc.) resulting fromaction(s) taken to resol ve degradati ons
when a trunk or circuit fails managenent threshold for two
consecutive nonths or nore. Docunentation nust be kept on file for 1

year.

C9.5 Reference Library. A basic reference library nust be

mai ntained in each DIl TCF, LCC, and NCO. O her manned DI |
facilities responsible for performng technical control functions (e.
g., PTF, radio relay sites, switching centers) are only required to
maintain a limted library. Unmanned DIl facilities are not required
to maintain a reference library. Collocated facilities may maintain
a common library if it is easily accessible to those personnel
performng technical control functions. DI SA areas, using the

gui delines established in this chapter, should devel op publications
requi renments for each type of facility within their area of
responsibility (e.g., TCF, PTF, DSN, AUTODI N DVM5, w deband facility,
HF facility).

C9.5.1 DI SA Publications. The current editions of the follow ng
DI SA publications are required for a basic library. DI SACs preceded

by an asterisk (*) are required for limted |ibraries.
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C9.5.1.1 *DI SAN 210-0-1, DISA Crculars and Noti ces.

C9.5.1.2 DI SAC 310-50-6, Defense Conmmuni cations System Orderw re.

C9.5.1.3 *DISAC 310-55-1, Status Reporting for the Defense
Communi cati ons System

C9.5.1.4 DI SAC 310-65-1, Grcuit and Trunk File Data El enents and
Codes Manual of the Defense Communi cations System (Dil).

C9.5.1.5 *DI SAC 310-70-1, DIl Technical Control.

C9.5.1.6 DI SAC 310-D70-30, DI AUTODI NN DVS Switching Center and
Subscri ber Operations (if applicable).

C9.5.1.7 DI SAC 800-70-1, Operation and Control of the Defense
Satellite Communi cations System (DSCS) (if applicable).

C9.5.1.8 DI SAC 310-70-57, DIl Quality Assurance Program and
appl i cabl e suppl enent s.

C9.5.1.9 *DI SAC 300-85-1, Reporting of DI Facility and Link Data.
RCS: DI SA(AR) N330- 3.

C9.5.1.10 DI SAC 310-90-1, Physical Security Measures for DIl
Facilities.

C9.5.1.11 DI SAC 310-130-1, Subm ssion of Tel econmmuni cations Service
Request s.

C9.5.1.12 DI SAC 310-130-2, Defense Communi cations System Managenent
Threshol ds (MI) and Performance Cbjectives (PO.

C9.5.1.13 *DI SAC 310-130-4, Defense Uses Guide to the
Tel ecomruni cations Service Priority (TSP) System

C9.5.1.14 DI SAC/ DI TCO 350-135-1, Defense Conmmercial Conmunications
Acqui sition Procedures. (For DIl facilities having |leased facilities
or circuits.) This publication is available on the D SA/ DI TCO Hone

Page, http://ww.ditco.disa. ml/asp/news. asp.
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C9.5.1.15 *DI SAC 300-175-9, DIl QOperation-Mintenance Electrical
Per f or mance St andar ds.

C9.5.1.16 *DI SAC 350-195-2, Exercise of Auxiliary Electric Power
Syst ens.

C9.5.2 Mlitary Standards. The following mlitary standards (M L-
STDS) are available for distribution. Those DIl facilities required
to maintain a basic reference library are encouraged to maintain the

followmng ML-STDs designated with an asterisk (*). Footnote 15.

C9.5.2.1 ML-STD 188-110A, Equi prent Techni cal Design Standards for
Common Long Haul / Tactical Data Mdens.

C9.5.2.2 ML-STD 188-111A, Subsystem Desi gn and Engi neeri ng
St andards for Conmon Long Haul / Tactical Fiber Optics Conmuni cati ons.

C9.5.2.3 ML-STD 188-112, Subsystem Desi gn and Engi neeri ng Standards
for Common Long Haul / Tactical Cable and Wre Conmmuni cati ons.

C9.5.2.4 ML-STD 188-113, Inter-operability and Performnce
Standards for Analog-to-Digital Conversion Techni ques.

C9.5.2.5 MVL-STD 188-114A, Electrical Characteristics of D gital
Interface Circuits.

C9.5.2.6 M L-STD 188-115, Inter-operability and Performnce
St andards for Communi cations Tim ng and Synchroni zati on Subsystens.

C9.5.2.7 ML-STD 188-124B, G oundi ng, Bonding and Shiel ding for
Common Long Haul / Tactical Communi cations Systens | ncluding G ound

Based Communi cations-El ectronics Facilities and Equi pnents.

C9.5.2.8 ML-STD 188-140A, Equi pnent Techni cal Design Standards for
Common Long Haul / Tacti cal Radi o Comruni cations in the Low Frequency

Band and Lower Frequency Bands.

C9.5.2.9 ML-STD 188-145, Interoperability and Perfornmance Standards
for Digital LOS M crowave Radi o Equi pnent.
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C9.5.2.10 *ML-STD 188-154A, Subsystem Equi pnent and Interface
St andards for Common Long Haul and Tactical Tel econmuni cati ons

Control Facilities.

C9.5.2.11 ML-STD-188-161D, Interoperability and Performance
Standards for Digital Facsim|e Equipnent.

C9.5.2.12 ML-STD 188-190, Methods for Communi cations Systens
Measur enent .

C9.5.2.13 M L-STD 188-200, System Design and Engi neeri ng Standards
fpr Tactical Communications. (Replaces ML-STD 188-100 and M L-STD

188C)

C9.5.3 Mlitary Handbooks. The following mlitary handbooks (M L-
HDBK) are available for distribution. Those DI facilities required
to maintain a basic reference library are encouraged to maintain the

followng ML-HDBKs designated with an asterisk (*).

C9.5.3.1 M L-HDBK-188, CGuide for Devel opers and Users of
Communi cati ons Systens Standards.

C9.5.3.2 M L-HDBK-232A, RED/ BLACK Engi neering-Ilnstallation
Gui del i nes.

C9.5.3.3 *M L-HDBK-411B, Power and Environmental Control for the
Physi cal Plant of DoD Long Haul Commruni cati ons.

C9.5.3.4 M L-HDBK-412, Site Survey and Facility Design Handbook for
Satellite Earth Stations.

C9.5.3.5 ML-HDBK-413, Design Handbook for Hi gh Frequency Radio
Communi cat i ons Syst ens.

C9.5.3.6 M L-HDBK-415, Design Handbook for Fiber Optic
Communi cati ons Systens.

C9.5.3.7 ML-HDBK-416, Design Handbook for Line of Sight M crowave
Communi cati on Systens.

file:/// T/OP33PUBS/310701/dc310701_c9.html (19 of 21)1/23/04 5:20:44 AM



dc310701_c9

C9.5.3.8 ML-HDBK-417, Facility Design for Tropospheric Scatter
(Transhori zon M crowave System Design).

C9.5.3.9 *ML-HDBK-419A, G oundi ng, Bondi ng and Shi el ding for
El ectroni cs Equi pnment and Facilities.

C9.5.3.10 M L-HDBK-420, Site Survey Handbook for Commruni cations
Facilities.

C9.5.4 Federal Standards. The follow ng Federal Standards are
recomrended for facilities wiwth basic reference libraries. Footnote

16.

C9.5.4.1 FED STD 1033, Digital Communications Performance Paraneters.

C9.5.4.2 FED STD 1037C, d ossary of Tel ecommuni cati ons Terns.

C9.5.5 Allied Publications. The current edition of ACP 131,
Comuni cations Instructions Operating Signhals, nmust be maintained in
each DIl facility using teletypewiter orderwires or critical control

circuits.

C9.5.6 Technical Orders and Manual s.

C9.5.6.1 Technical orders or manuals for each item of test equi pnent
i nstall ed or used by personnel perform ng technical control functions

must be available in the DI facility.

C9.5.6.2 Technical orders or manuals for all termnal and ancillary
equi pnment installed in the DIl facility nust be available to

personnel perform ng technical control functions.

Conti nue to:
CHAPTER 10. COWWERCI ALLY LEASED Cl RCU TS

Return to:
Basic C rcul ar

Tabl e of Contents
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CHAPTER 10. COMVERCI ALLY LEASED ClI RCU TS

Cl10.1 Ceneral. This chapter provides guidance for coordinating
circuit actions for those circuits provided by commercial carriers.
DI SAC 350-135-1, Defense Conmercial Communi cations Acqui sition
Procedures, is the prescribing directive for |easing comerci al
circuits. Refer to it for details on |easing comercial circuits.
For the purposes of this Grcular leased circuits are divided into
three categories: circuits provided by U S. donestic carriers,
circuits provided by U S. international carriers (USICs), and

circuits provided by foreign (non-U.S.) carriers.

Cl0.1.1 U. S donestic |eased comruni cations services are usually
procured fromcomon carriers in accordance with the tariff

provi sions established with the Federal Communi cati ons Conm ssi on
(FCCO) and other regulatory bodies. Donestic carriers nmay not tariff
the full range of paraneters contained in the DIl Technical Schedul es
(DI SAC 300-175-9). Only those paraneters that are tariffed are
guaranteed. For services within CONUS, the Defense Commerci al

Comruni cations Ofice (DI TCO converts paraneter codes contained in
the TSOto the tariff offering of the carrier which will neet or

exceed the paraneters of the applicable DI Technical Schedul e.

Cl0.1.2 USICs generally bid to provide service, and contracts for
the service are based on the paraneters contained in the TSO  The
USI C awarded the contract is then responsible for installing and

mai ntai ning the |l eased service within the cited paraneters. The USIC
may designate a representative to receive and act upon trouble
reports in those areas where the carrier does not have an office.

The DI TCO Status Acquisition Message (SAM Footnote 17. will provide
t el ephone nunbers of commercial activity |ocations that will accept
collect calls for trouble reporting purposes at both end term nal s.

Refer to DI SAC 350-135-1.

C10.1.3 The Defense Commercial Comrunications Ofice (D TCO
procures the portion of international |eased services provided by
foreign carrier through the USIC whenever possible. Foreign carriers
are frequently owned by the Governnent of the country in which they
operate. Their nethods of operation are prescribed by the foreign
Governnent, and the service offered under the rates, rules, and

regul ations of the foreign carrier admnistrations nay or my not
conformto International Tel egraph and Tel ephone Consultive Committee
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(CCI1.T.T.) recoomendations. |In many areas, foreign carriers do not
provi de for working overtine, during weekends, or during national
hol i days. However, the USICs have a 24 hour central trouble call

desk.

C10.1.4 Upon conpletion of circuit |easing action required by the

TSO, DITCOw Il transmt a Status Acquisition Message (SAM Footnote
18. to all addressees of the TSO. SAMs are required for the initial
activation and subsequent major nodification of all |leased circuits,
and nust be filed in the circuit history fol der.

C10.2 Responsibility for Meeting and Maintaining Technical
Suf fi ci ency.

Cl10.2.1 Wthin CONUS. Circuits are nornally |l eased fromone carrier
under a "single Communications Service Authorization (CSA" concept.
This neans that, to the extent possible, DI TCO selects a single
carrier to provide for the overall service and to nake arrangenents
as necessary with other carriers participating in providing the
service to furnish nodens, conditioning, transm ssion paths, etc., as
appropriate. Term nal equi pnent may either be | eased under the sane
CSA or separately, or may be Governnent furnished. The carrier

sel ected is responsible for performng all coordination necessary to
establish and maintain the quality of service ordered between
termnals shown in the CSA, and for providing required signals and
signal levels (as specified in the CSA) where Governnent and | eased
facilities interface. The carrier is not responsible for end-to-end
service when the circuit specified in the CSAis a segnented | ease
and is extended past the end termnals shown (i.e., by DI nultiplex

or channel packing systens, by mlitary facilities, etc.).

Cl10. 2.2 CONUS- Al aska and CONUS- Canada. GCircuits | eased between
CONUS and Al aska are procured on a single lease. Circuits | eased
bet ween CONUS and Canada are nornmally procured on a segnented basis
fromdifferent carriers. Carriers are responsible only for the
portion of the service specified in their contracts. In the event a
carrier providing service fails to respond to TCF PTF requests to

| sol ate and correct circuit problens, contact the Systens Control
Oficer (SCO at nessage address "Dl SA GOSC WASHI NGTON DC' or call

| mredi ately for assistance.
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C10.2.3 Transoceanic Crcuits. For |eased services provided
entirely by common carrier facilities, the USIC is responsible for
techni cal sufficiency end-to-end, including connecting facilities
provi ded by arrangenent with the U S. donestic and with foreign

carriers.

Cl10.2.3.1 For transoceanic services, the conposition of which is
predom nantly comon carrier, as determ ned by the Governnent, but
whi ch cont ai ns Gover nnent - owned segnents, the carrier awarded the
contract is responsible for the technical sufficiency of the service
end-to-end, including connecting facilities provided by arrangenent
with U S donestic, USICs, and with foreign carriers. The

responsibilities are (for Governnent-owned):

Cl0.2.3.1.1 The carrier awarded the contract will engineer the
service on an end-to-end basis and will provide the Governnent with
the technical paraneters necessary to condition the Governnent - owned
segnent to neet the overall transm ssion requirenent. The Governnent
will provide, install, and maintain the equi pnent necessary to

condition and term nate Governnent - owned segnents.

Cl10.2.3.1.2 The Governnent and the carrier will establish a
demarcation point for determ ning outages chargeable to the carrier
for all transoceanic circuits. The demarcation point will be the

| ocati on where the Governnent-owned segnent neets the common carrier
segnent. However, where the demarcation point does not clearly
separate Governnent and commercial equi pnment or facilities, ownership
of the equipnent or facilities will determ ne nai ntenance

responsibility.

Cl10.2.3.1.3 The USIC awarded the contract wll performall testing
and other actions necessary to naintain the continuity and quality of
service end-to-end without regard to the denmarcation point

est abl i shed between Gover nnent - owned segnents and conmon carrier

segnent s.

Cl10.2.3.2 For transoceanic service, the conposition of which is
predom nantly Governnment owned, as determ ned by the Governnent, but
whi ch contains a common carrier segnent, the Governnent is
responsi ble for the technical sufficiency end-to-end. The

responsibilities are (for carrier segnents):
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Cl0.2.3.2.1 The CGovernnment will engineer the service end-to-end and
wll order fromthe comercial carrier the tariffed offering which
neets or exceeds the paraneters required to neet the overall

transm ssion requi renments when the segnents are connected in tandem
The carrier awarded the contract will provide, install, and maintain
t he equi pnent necessary to condition and term nate the carrier-owned
segnent, except when the Governnent specifies that Governnent -

furni shed equi pnent wll be used.

Cl10.2.3.2.2 The Governnent and the carrier will establish a
demarcation point for determ ning outages chargeable to the carrier.

The demarcation point will be designated in the TSO submtted to
DITCO, and will be made a matter of record in the order or contract
covering the service. The demarcation point will be the | ocation

where the CGovernnent - owned segnent neets the conmon carrier segnent.
However, when the demarcation point does not clearly separate
Governnent and commerci al equi pnent or facilities, ownership of the

equi pnment or facilities wll determ ne nmaintenance responsibility.

Cl0.2.3.2.3 The Governnment will control all testing and other

actions necessary to maintain the continuity and quality of service
end-to-end without regard to the demarcation point established. The
Governnent will acconplish the testing of comon carrier segnents in
coordination with the control office designated by the international

carriers.

Cl10. 2.4 Foreign Leases.

Cl0.2.4.1 The TSOw Il designate a facility which will accept |eased
service on behalf of the Governnent.

Cl10.2.4.2 Initial test and acceptance (T&A) data will be used as the
baseline for those circuits unable to neet all paraneters specified

i n the appropriate Technical Schedule. \Wenever a mgjor realignnment
of facilities which the circuit traverses is acconplished, or when
nmeasured performance of facilities is obtained as a result of a
Techni cal Evaluation Programvisit, the new data obtained for circuit

performance will be used as the baseline.

Cl0.2.4.3 GCrcuits failing to neet all paraneters specified in the
appropriate Technical Schedule when T&A is perforned will not be
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accepted for service by the CCO CMO wi t hout approval of the TSO
I ssuing authority. Procedures contained in chapter 6 and chapter 8

of this circular nust be foll owed.

C10.3 Initial Acceptance of Leased Service. The TSO w || designate
a DI facility which will accept |eased service on behalf of the U S
Governnment. |If the | eased service traverses a DIl TCF/ PTF, or is

renotely accessible by a DIl TCF PTF, then the DIl TCF/ PTF w Il be
assi gned as the Communi cations Control Ofice (CCO responsible for
accepting service. Oherw se, the TSO nust designate a
Comuni cat i ons Managenent O fice (CMD to accept service. The CCO or

CMO wi | I:

C10.3.1 Ensure that leased circuit segnents neet all circuit
paraneters for the type of service specified in the SAM

Cl10.3.2 Contact the TSO issuing authority when the carrier fails to
neet all required circuit paraneters. The TSO i ssuing authority wl|
determ ne whet her service will be accepted or will obtain such a

determ nation fromthe TCO or TSR issuing authority.

C10.3.3 Submt required conpletion reports.

C10.3.3.1 If the circuit neets all required paraneters and the user
has satisfactory service, an In-effect Report will be submtted. The

circuit will be nmaintained within these paraneters.

Cl10.3.3.2 |If the circuit does not neet all required paraneters and
the TSO i ssuing authority advises that the circuit nust neet these
paraneters prior to accepting the service, a Delayed Service Report
will be submtted if the carrier is unable to provide required

service on the date specified in the TSO

Cl10.3.3.3 If the circuit does not neet all required paraneters and
the TSO i ssuing authority advises that the circuit nay be accepted
for service, an Exception Report will be submtted. Until the
Exception Report is cleared (e.g., the carrier corrects all circuit
deficiencies or TCO authorizes a change in paraneters or other
techni cal aspects), neasured test data during the initial T&A wl !l be
mai nt ai ned as tenporary baseline data until the responsible carrier
corrects all circuit deficiencies. The TSO issuing authority is
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responsi bl e for necessary action to ensure that the Exception Report
I s subsequently cleared. Once all exceptions are cleared, an In-

Ef fect Report will be submtted.

Cl0.4 Circuit Probl ens.

C10.4.1 Upon activation of a circuit, users are responsible for
reporting degradations and outages to the serving TCF/ PTF for

corrective action.

Cl10.4.2 Wien a | eased service is interrupted or fails to neet the
paraneters prescribed in the DI TCO SAM (for reasons other than
custonmer negligence or failure of facilities furnished by the
custoner), the serving TCF/ PTF wll inmmediately log the circuit out
of service with the responsible carrier. |If there is no serving TCF/
PTF the user is responsible for reporting the degradation or outage
directly to the carrier and for informng the CCO or CMO of the
situation. |f satisfactory action is not taken by the carrier on
probl ens that affect service, the situation should be docunented on
DD form 1368 Footnote 19. and forwarded in accordance wth DI SAC 350-

135-1. In cases where the circuit has a history of substandard
performance, the DI TCO may el ect to change carriers based on
subm ssion of DD form 1368 and in accordance with the procedures of

the [ easing activity.

C10.4.3 Prior to reporting an outage to the comercial carrier, the
TCF/ PTF will attenpt to isolate the trouble if any Governnent-
furnished term nal equi pnent or circuit segnent is used. Wen the
trouble is isolated to the Governnent-furni shed segnent or equi pnent,
i ncl udi ng equi pnent | eased under Federal Supply Schedul es, the
failure wll not be reported to the common carriers. The Governnent
I S subject to a mai ntenance-of-service charge when trouble reported
to the carrier is subsequently isolated to equipnent or facilities

provi ded by the Governnent.

Cl10.4.4 \WWenever an outage attributable to a | eased segnent occurs,
regardl ess of the direction of outage (send or receive), the carrier
provi di ng end-to-end technical sufficiency or an authorized
representative will be notified of the outage. The serving TCF PTF,
or user when there is no TCF/ PTF, wll notify the appropriate carrier
representative of the outage to preclude unnecessary delay in circuit
restoration. The time the carrier or authorized representative is
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first notified of the outage by the TCF/ PTF or user is the tine that
the commercial segnment is considered to be out of service. Leased
circuits logged out of service are considered to be out in both

directions and reroute actions nust include send and receive paths.

Cl10.4.5 Wien the carrier returns the circuit to service, the TCF/ PTF
will performthose quality control tests which are necessary to
establish that the circuit neets required paraneters. Wen the user
establ i shes end-to-end contact on the circuit and is satisfied with

the performance, the TCF/ PTF wll log the circuit back to service.

C10.4.6 Care nust be exercised when turning a circuit over to the
carrier to "check"” circuit operation. Unless the carrier is
specifically advised that the circuit is "logged out" of service, the
carrier may decline to accept circuit outage even though the cause
for degraded service is subsequently identified as a carrier

problem CQutage tine chargeable to the carrier begins at the tine
the TCF/ PTF or user notifies the carrier that the circuit is out of
service. Chargeable outage tinme is considered term nated when the
carrier notifies the TCF/ PTF or user that the probl em has been
corrected, unless the carrier is notified wthin 30 mnutes that the

problemstill exists.

C10.5 TCF/ PTF Cooperation Wth Comrercial Carriers.

C10.5.1 TCF/ PTFs are required to cooperate wwth the carriers to
activate circuits and to restore disrupted service as soon as

possi ble. However, it is not the responsibility of the TCF/ PTF to
performunlimted test neasurenents for the carrier after a circuit
has been | ogged out of service. Once the TCF/ PTF has determ ned t hat
a circuit is out of service due to |leased facilities, it becones the

carrier's responsibility to isolate and correct all circuit probl ens.

C10.5.2 The TCF/ PTF will provide the carrier with test neasurenent
data obtai ned when carrier facilities are determned to be the cause
of the outage. These data may assist the carrier in isolating the
troubl e, but does not necessarily indicate that other paraneters are
within required specifications. Wen the carrier returns the circuit
to the TCF/ PTF, the carrier is, in effect, stating that the circuit
neets all of the circuit paraneters contained in the SAM |If
subsequent tests perfornmed by the TCF/ PTF show that the carrier has
not fully restored the service, the TCF/ PTF may request the carrier
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to performtest neasurenents on the | eased segnent(s) of the circuit
fromthe point of interface between the Governnent and the carrier.
Difficulties in obtaining the cooperation of the carrier nust be
fully docunented and i medi ately reported to appropriate TCO for

further action.

C10.5.3 Since DIl procedures and standards cannot be inposed on
comrercial entities, an understandi ng of conmercial procedures and
standards is frequently necessary when dealing with U S. and foreign
carrier personnel. TCF/ PTF supervisory personnel should arrange to
neet with representatives of comrercial carriers providing | eased

services to their facilities.

C10.6 Schedul ed CQut ages.

Cl0.6.1 The DOCC is responsible for coordinating the scheduling of
pl anned commercial facility outages which will affect DIl | eased
circuits. Planned outages nust be coordi nated with individual users

as required in chapter 7 of this circular.

Cl10.6.1.1 Planned Commercial Facility Qutage. The carriers
occasionally require that certain nmultichannel facilities be renoved
fromservice to performnecessary repairs, cutovers, power

| nprovenents, quality control testing, etc. The carrier nust reroute
or otherw se provide service to DIl users during facility outages,
and the outages should be schedul ed for the non-busy period of the
users. When the carrier cannot reroute the individual services on an
uni nterrupted basis during a planned facility outage, the carrier
must notify the DOCC of the nature and estimated duration of the
outage. The DOCC el enent approving the outage will ensure that
affected TCFH/ PTFs and control offices are advised of the approved

out age.

Cl0.6.1.2 GCrcuit Releases. Acircuit release is granted for the
time requested by a carrier to performperiodic routine maintenance,
| npl ement required circuit changes, or acconplish other actions that
require renoving a circuit fromservice on a previously schedul ed
basis. Crcuit releases are granted for a specified tinme which is
mutual |y agreeable by the user and the carrier. Circuit releases are
not granted to correct deficiencies on circuits previously | ogged out
of service by the TCF/ PTF or for those circuits being used on an
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| npai red basi s.

Cl0.6.1.2.1 USICs will direct all requests for DIl circuit rel ease
to the NCS/ DI SA RCC or appropriate RCC. The NCS/ DI SA RCC or RCC wi ||
ef fect necessary coordination wth subordi nate DOCC el enents, TCF/
PTFs, and users to obtain the circuit release, and will confirmthe
approval of the request wth the carrier or schedule an alternate

rel ease tine.

Cl10.6.1.2.2 Donestic carriers wll direct all requests for DI
circuit releases to the NCS/ DI SA GOSC. The NCS/ DI SA GOSC wi | |
Initiate necessary coordination wth TCF/ PTFs and users in DI SA areas
1, 2, 6, and 9 to obtain the circuit rel ease. The decision rendered
by the NCS/ DI SA GOSC and RCC wi |l be dissem nated by tel ephone to the

facilities, users, and agencies invol ved.

Cl10.6.1.2.3 Foreign carriers wll direct all requests for circuit

rel ease to the appropriate servicing TCF/ PTF. Serving TCF/ PTFs w | |
obtai n user concurrence and advise other TCF/ PTFs in the circuit and
appropriate DOCC el enents of the schedul ed outage prior to notifying

the foreign carrier that the release tine is acceptable.

Cl10.6.1.3 Requests for Extensions of Authorized Qutages. Wen a
carrier is unable to conplete necessary actions within the tine
peri od aut horized, requests for extension for the planned facility

outage or circuit release will be processed as outlined above.

C10.6.2 Commercial carrier outages, schedul ed or unschedul ed, nust
be reported on DD form 1368 by the facility designated in the TSO for

rei mbursenent of service not provided.

C10.7 Inpaired Service.

Cl10.7.1 (Qccasionally, it is necessary to accept service froma

comercial carrier on an inpaired-service basis when quality control
tests indicate one or nore Technical Schedul e paraneters are out of
tol erance and the carrier is not in a position to fully restore the

service. The follow ng guidelines apply:

C10.7.1.1 TCF/ PTFs may accept circuits for service on an inpaired
basis when the user is able to pass required traffic on the circuit
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and agrees to accept the service on an inpaired basis, and the
carrier estimates that normal service can be provided within 3 days.

C10.7.1.2 \Wen corrective action has not been acconplished by the

carrier within 3 cal endar days of the date service was accepted on an
| npai red basis, the TCFH/ PTF will initiate action with the appropriate
DOCC el enent to escalate the problemto higher |evels for assistance

I n expediting restoration of service to nornal.

C10.7.1.3 Appropriate DOCC el enents will be notified whenever a
circuit is placed in an inpaired-service status. Notification wl]l
I nclude identification of the carrier, the nature of the inpairnent,
and the date the circuit is scheduled to be fully restored to
service. Appropriate DOCC elenents will also be notified when

service has been fully restored.

Cl0.7.1.4 GCrcuits accepted for service on an inpaired basis are not
consi dered out of service for DI SAC 310-55-1 or DD form 1368

reporting purposes.

Cl10.7.1.5 Circuits that fail to pass required traffic wll be | ogged
out of service, and the carrier will be required to restore service

as soon as possible.

Cl10.7.1.6 Excessive occurrences of a circuit being placed in an
| npai red service status will be docunented and reported to the TSO

I ssuing authority for corrective action.

Cl10.7.2 Accepting circuits for service on an inpaired basis is a
j udgnent deci sion nade by the CCO acting as the agent of the
Governnent. DOCC el enents will assist the CCOin making this

decision, if required.

C10.7.3 The Governnent is |liable for the paynent of the full
recurring charges for the service during all periods of acceptance on

an i npaired basis.

C10.8 Quality Control (QC) Testing of Commercially Leased G rcuits.
The requirenent for QC testing of leased circuits is identical with
that required on Governnent-owned circuits. Refer to chapter 6 of

this circular for specific test requirenents.

file:///T)/OP33PUBS/310701/dc310701_c10.html (10 of 14)1/23/04 5:20:54 AM



dc310701_c10

Cl10.8.1 Test Schedul es.

C10.8.1.1 The Conmmuni cations Control Ofice (CCO w Il coordinate QC
test schedules with commercial carriers to ensure that the carriers
wi || have personnel and test equi pnent available to conduct QC

tests. Refer to paragraph C10.8.3 of this chapter for DSN | ST

testing.

Cl0.8.1.2 The CCOw Il notify the appropriate TCO of any commerci al
carriers refusing to participate in schedul ed out-of-service QC
testing. The TCO should then verify the terns of the |ease and
either contact the carrier to arrange scheduling or initiate a

request for QC testing.

C10.8.1.3 Wien the TCF/ PTF is relieved of the responsibility for
conducting QC tests on specific circuits, all outages attributed to
the carrier on those circuits will be reported to the carrier as "not

provi di ng required service."

Cl10.8.2 Segnented Testing of Commercial Leased Crcuits. Leased

I nternational and transoceanic circuits for channel - packed trunks
extend from serving TCF/ PTF to serving TCF/ PTF. The commerci al | ease
and the channel - pack | ease are separate contracts and are tested and
reported separately. The comercial carrier awarded the contract is
responsi ble for the technical sufficiency of the circuit between
serving TCF/ PTFs. Leased circuits between serving TCF/ PTFs and users
are ordered by separate DI TCO action. The donestic or foreign
carriers providing tail segnents are responsible only for the
technical sufficiency of the tail segnents they provide. Refer to

chapter 6 for segnented testing requirenments.

C10.8.3 Quality Control (QC) Testing Requirenents of Commercially
Leased Defense Switched Network (DSN) | STs.

C10.8.3.1 Provisions for QC testing by the USIC are outlined in

I ndi vi dual CSAs which are issued by DITCO to the comercial agency
providing the service. The CSA constitutes a witten agreenent
bet ween t he Governnent and the conmmercial carrier to conduct fault

| sol ation, restoration, and quality control testing on DSN | STs.

file:///T)/OP33PUBS/310701/dc310701_c10.html (11 of 14)1/23/04 5:20:54 AM



dc310701_c10

Cl10.8.3.2 (QCtesting of DSN | STs connecting an overseas mlitary
swtching center with a comercial swtching center in the CONUS is
acconpl i shed by personnel at mlitary TCF/ PTFs in conjunction with
personnel at commercial facilities in the CONUS and Hawai i . QC
testing of DSN | STs between overseas switching centers (excluding
Hawaii) is acconplished by personnel at mlitary TCF PTFs. The
mlitary TCF/ PTFs responsibility for participating in QCtesting is
outlined in chapter 6. Additional QC requirenents for CONUS and

overseas | STs are prescribed in the foll ow ng paragraphs:

C10.8.3.2.1 Testing wll be scheduled quarterly by the CCO normally
the servicing mlitary technical control in the overseas area. The
CCOw Il forward the quarterly schedule to the appropriate DI SA Area
90 days prior to the start of the quarter. The DI SA area wll review
t he CCOs schedul es, resolve possible conflicts and incorporate all

I nputs into an area QC schedule, to be forwarded to HQ DI SA, Code
DOV, 60 days prior to the start of the quarter. Schedules wl |

I ncl ude, as a mninum the CCSD, commercial CSA nunber, circuit
paraneter, fromto GEOLOCO and schedul ed test tinme. HQ DI SA/DOV w ||
review the area QC schedul es, arrange coordination wth the CONUS
commer ci al agencies, resolve any conflicts, and notify the area QA

D vision of required changes, or approval, no later than 30 days
prior to start of the quarter. Deviation fromthe approved schedul e
must be coordinated with DOV, responsible RCCs, USIC, CONUS sw tching
centers and participating DI TCF/ PTFs. CCOs nust initiate advance
coordi nati on of scheduled tests to ensure availability of personnel
and equi pnent necessary to neet testing requirenents contained in
chapter 6. Test schedul e changes wll be coordinated well in advance
of scheduled tinme to mnimze inpact on personnel and equi pnent and
to prevent the Governnent fromincurring additional charges fromthe
vendor. Al scheduled quality control testing will be acconplished
end-to-end under the purview of the CCO who will order testing with
the CONUS switching centers on behalf of the Governnent and w ||

mai ntain strict accounting of the start and end tines of testing to
facilitate billing verification. The CCOw Il not, under any

ci rcunstances, order testing on behalf of USIC during fault isolation

or correction.

Cl10.8.3.2.2 Intentional disruptions to DSN | STs for any | ength of
time are not authorized unl ess:

Cl10.8.3.2.2.1 Quality control tests are to be conducted on the
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circuit in accordance with the DI SA schedul e.

C10.8.3.2.2.2 |Isolation and correction of a circuit problemis
required.

Cl10.8.3.2.3 The comercial carrier is allocated 3 hours for the to
perform QC tests on each | ST.

Cl10.8.3.2.4 |If a leased DSN I ST fails to neet specifications during
a scheduled QC test and the circuit cannot be realigned to

specifications during the allocated 3 hours, the CCO has two opti ons:

C10.8.3.2.4.1 Normally, the CCOwW Il log the circuit out to the USIC
and the circuit will remain out of service until all specifications
are met.

Cl10.8.3.2.4.2 \Wen operational circunstances dictate, the CCO nay
return the circuit to service in an "inpaired" status if the circuit
I s capable of providing service for which it was leased. Prior to
returning the circuit to service, the TCF/ PTF will coordinate with
the USIC and establish a firmdate and tine (wthin 3 days) when the

i npai rment will be corrected.

Cl10.8.3.2.5 Only one | ST between two switches should be renoved from
service for Ctesting at a given tinme. The first circuit wll be
| ogged out and returned to service before the next IST is renoved for

testing.

Cl10.8.3.2.6 Test results will be recorded on DD form 1697 and
mai ntai ned in the appropriate circuit history fol ders.

Cl10.9 Leased Crcuit Qutage Reporting.

C10.9.1 General. DI SAC 350-135-1, Defense Commercial Conmmuni cations
Acqui sition Procedures, contains requirenents for the subm ssion of
Modi fi ed Use of Leased Commruni cations Facilities Reports (DD form
1368) to DITCO HQ DI SA, and the TCO  TCF/ PTF and CCO CMO managenent
personnel should be thoroughly famliar with the provisions of that

Crcul ar.
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C10.9.2 Responsibility to Report. DI TCF PTFs, CCO CM3s, users, or
ot her agenci es designated in the TSO nust, in accordance wth DI SAC
350-135-1, submt a report each nonth on those |eased circuits
experiencing outage attributed to the carrier. Footnote 20. CQutages
caused by the failure of Governnent-provided equipnent or facilities,
or due to negligence of Governnent personnel, will not be included in
this report.

C10.9.3 Extended or Frequent Qutages. A DD form 1368 may al so be
submtted for services that suffer extended or frequent interruptions
or when DI TCO assistance is desired in seeking to inprove the

reliability of the | eased service.

Return to:
Basic C rcul ar

Tabl e of Contents
Publ i cati on Listing

M chael E. Craft, craftmawcr.disa.m!| - Last revision: 12 June 1998
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#

T0: {Enter unit designation and address of the user)
SUBJECT: Defense Commnications System (DCS) User Responsibilities
REF: Defense Inforsation Systems Agency (D1SA) Circular 310-70-1

1. Your circuft (CCSD) to {location) jdentifies you as a user of the DCS.
Ac a DCS user you share the responsibility of ensuring reliable and
qua]ity service,

2. Please notify your servicing DCS Technical Control Facility {TCF} as
soon as service interruptions er civcuit problems are encountered. Your
servicing TCF is (facility name/DBM organization), at telephone number
{commercial and DSN}. You should expect to work with your servicing pcs
TCF when it is necessary iD remove your circuit from service. This is
normally required for fault isolation purposes during degradation or
outages and for performing quality control testing. If you cannot release
the eircuit due to mission reguivements, advise your servicimg DCS TCF
when you can release the circuit. Please provide your servicing DS TCF
with the telephone number{s} to be used for contacting your facility.
Changes should be promptly reported to your servicing DCS TCF.

3. You wust initiate a Request For Service (RFS) by coordinating with
your servicing DCS TCF, or local telecommunications office, prior to
making any equipment or configuration change(s) to your service, This
inciudes such things as changing tevwinal -equipment, transmission speed,
gser location, etc. The RFS must be submitted to the appropriate
Telecommunications Certification Office (TCO}. If approved, the TCO will
submit .2 Telecommunications Service Request {TSR) to the DISA. The DISA
will then issue a Telecommunications Service Order (750) authorizing the
change(s). Refer to DISAC 310-130-1 for detalls on TSR’s.

4. If your servicing DCS TCF fails to satisfy your requiremenils, you
<hould contact the local telecommunications office at {telephone number).

5. Thank you for using the DCS. Please feel free to contact your
servicing DCS TCF for assistance at any time,

DCS Facility Chief

Figure 2-1. Sample DLS User Notification Letter
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Figure 4-3. Major Nede Timing.
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Figure 4-4. Minor Node Timing.
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Figure 4-5. DPAS Timing Configuration.
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Figure 6-2. Network Element Performance Monitoring

file:///TYOP33PUBS/310701/dc310701f6-2.9if1/23/04 5:24:45 AM



file:///T)/OP33PUBS/310701/dc310701f6-3.gif

#
DEAS TRAMCON
Bit Error Rate (BER) Received Signal Level (R5L}
Change of Frame Alignment {COFA} Signal Quality Monitor {SQL)
Frame S1ip Frame £rror Count (FEC)
Errored Seconds (ERS) Frame Error Seconds (FES)

Severely Errored Seconds (SERS)
{yclic Redundancy {heck-& (CRC-8)
put of Frame [OOF)

Bipoiar Viplations (BPY}

Figure 6-3, Performance Monitoring Parameters

file:///T/OP33PUBS/310701/dc310701f6-3.¢if1/23/04 5:24:54 AM



file:///T)/OP33PUBS/310701/dc310701f6-4.gif

e

Ise B ML (%)

1 AND 2 1 99%
3 2 95%
4 3 2%
K 4 90%
L A1l Others B80%

o
Figure 6-4. Management Thresholds

file:///T)/OP33PUBS/310701/dc310701f6-4.gif 1/23/04 5:25:04 AM



file:///T|/OP33PUBS/310701/dc310701f8-1a.gif

s —
TENCLASIIF ) B PABEOT

-1
UNCLAS
T30 DIOK7Z/RE-N

A, DESTOO TSR-CRP TRAFFLC WASHINGTOW OC//NSG 2i319L MAY ¥
B. MGR HCS-TSP UASHINGTON DL//MSG 1XDGEI WAY 9]
C. TELCON D BANDERS DISASDOLA AND Rk BUME DIBASDOCY
“1. MWPOIE
A. THE MRPOAE OF THLIS TEOD IE TO:
1 PROVIDE, INSTALL AND MAINTAIN A 558 LEASED CIRCUIT BETVEEN ME
LAMGLEY AFE Wh PSN [3.A) AND THE JEMBACH GE P3N (3.0) IAM REF “A".
2} DECCY: LEASE INTERMATIONMAL 56KE CIRCUIT AND DAO/ESU'S, WITH
INTERFALES ANC NECEXAARY COMDITLONING EQUIPHENT, BETWEEN THE LAMGLEY
-AFE VA TEF (3.8} AMG THE SEMEACH G6E TCF (3.C). DRU/CEL'S AMD
INTERFACES WILL B¢ LOCATED AT LANGLEY AFD VA DO 3.4} AND SEMBACH G
pel {3.0).
% FPER REF "C* CIRCUIT IY TO SE COMMERSTAL LEASE IN DRCER TO PRWIDE UDM DIEMET
SACERONE CIRCUIT ROUTING DIVERSITY ANC NETHWORN SUSTAIMARILITY.
L)) ESTABLISH TSP AUTHORIZATION CODE {TPF CONTROL ID AND TIF
AUTHORIZATION MUMBER: FOR TW13 E3T CIRCUIT 1AM REF "A" AMD "B“.
32 DISA/DISPE: FROVISE BFE CRYPTO AND APPROFNIATE CABLES AT 3.A MMD

3+n+ -
(3] SEE MENARES ©5.I) FOR ADOITIOMAL INFORMATION.
B, MA ]
L. WA
2. SENERAL CIRCUIT/TRUME IWFOMATION
A, DUTERGRU B. TIPOOTITi-{R €. START
P. WASD0L OLT 71 (8IM) _
E. C1) LMSLTAFA DOL 5171 CONTACT: WOOE SI1TE COORDIMATOR (¥) STA-T229,
TCY BO&-~TH4-TZ2S
LNGLYAFE TEF S%/1  COMTACT: ~ CIRCUIT ACTIONS (&)} BOA-T&E-TZ25,
CYISTA-TES

SEMBATH TLF GEF&  CONTACT: CIRCUIT ACTIONS {0} DaB-{D67-54B84,
OV A4ATE-THRDS G4B4

4] SEMBACH DOT GE/L CONTACT: NODE SITE COORDINMATOA (C) DE3IRS7-5lB4,
V) AR TANN 5484
F. A . FULL SALEX
H. C0O LMGLYAFD/1STEF/OV)STa-TES, (CYA0E-TOA-7E25
I. 56kBS 4. YR-D4A K. FuLL FERIOD
L. MO SIGMALING
A. Ha N. DUZLAPRTIOTTE . WA F. A Q. A
R. YSAR 5, I T. 264M, 2507, 2OUC
0. 1) WA

NN
Figure 8~1, Sample TSOD.
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13 CA} BN /30 INP
(B} TERM: &N
(2 UWIGUE INST FACT: THIZ CIRCUIT WELL TERMINATE oM PORT 3 OF
e .
13  Ke-BiA

(E} INSIDE WIRE INSTL/AMAINT: CPIVT-NO/CERIWM-NO
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18} CTORL ACHESS: HILL 90T LEAK
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B iaen i STITEF
BLDG: 758
o 22
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in CA) TERM: &M
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Figure B-1. Sample TSC {Continued).
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mhE: 113
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Figure 8-1, Sample TSO {Continued).
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Figure 8-1, Sample TSO {Continued).
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H. "WARMER EXEMPT," THIS SERYICE IS FOR A COMMCM USER STYSTEM.
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(TR TasE~1B49/1850. THE CIRCUIT VENDOR SHALL MARK AMD TAE THE L{IRCUIT WITH
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0900 AND 1&X0 LOCAL TIME EACH VORK BAY ONLY,
{2} DSNETI LINE MUWEER 154 13 T¢ BE CANCELLED WMEN THIZ CIRCUIT IS
DFERATIDNAL .
€4) EARLIER JEWNVICE DATE T4 BEAJRABLE AND ACCEFTABLE.
J. EST 3%C LIFE: 40 NCMTMS
K. RFE Oz DANET] NC LINE NUMSER K2
L. BATA BAYSE ACTION WILL BE TAKEN BY D1ZASDOCA. BB
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H. HQ DISA TSO POC 15 D SAMDERS (DOCA.S)Y DOML TO3-802-4704, DN 222-45704.
4. TMITCHED RECORD NETWORK INFOQ (PDN)
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H. WA
1. Wk
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H.
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ML ASSIF TP

Figure B-1. Sample TS0 [Concluded).
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FM 1912 CSGP LANGLEY AFB ¥A//DON//
To DISA TMS0 TSR-TSO-CRP TRAFFIC SCOTT AFB IL
INFO “ALL ADDRESSEES IN TSO“
BT
UKCLAS
SUBJ: IN-EFFECT REPORT
. REFERENCE TSD MESSAGE
. D10474/26W0-01
. DU2AAPRO110772
. DU1826WU
. ALLA DPQLO33AY
. START
. A. 1416007 OCT 91
B. 1412002 OCT 91
- REMARKS
. POC INFORMATION

Figure 8-2. Sample In-Effect Report.
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R 1912 CSGP LANGLEY AFB VA//DON//

TO DISA TMSO TSR-TSO-CRP TRAFFIC SCOTT AFE IL
INFO "ALL ADDRESSEES IN TSO"

BT

URCLAS

SUBJ: EXCEPTION REPORT

A. REFEREMCE TS50 MESSAGE

1. D1DA74/26W1-01

2. DU24APRI110772

3. DU1826WU
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; g. 141200Z OCT 9t
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APPROX 30 OCT 91.

gi POL INFDRMATION

Figure B-3. Sample Exception Report.
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FM 1212 CSGP LANGLEY AFB VA//DON//
TO DISA TMSQ TSR-TSO-CRP TRAFFIC SCOTT A¥E [L
INFO "ALL ADDRESSEES IR 7507
BT :
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BUT ANTICIPATED APPROX 30 OCT 91.
10. POC INFORMATION
BT

Figure 8-4, Sample Delayed Service Report.
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Figure 9-4. DD Form 1697, Circuit Parameter Test Data - Analog.
(Front)
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Figure 9-5. DD Form 1697, Circuit Parameter Test Data - Analog.
(Reverse)

file:///T)/OP33PUBS/310701/dc310701f9-5f.gif (2 of 2)1/23/04 5:27:44 AM



file:///T/OP33PUBS/310701/dc310701f9-6f .gif

CIRCUIT PARAMETER TEST DATA - DIGITAL

T AT T e
. A M N [N lﬁ ;‘l‘ﬂ
FATTINN 11,
T RITIE ITATON WAL _— . ATVON ¢ -
- -
TEST SECIRCATIONY i EMACHL Loy T, l K CEnvE TARamENNT
—r - —
_ Toxal Erron
14 T ERADA RATE M 1X18
L A
I i il
Ermisrme! SaCOuibh
15 % NNROR PRET -
»% 175
— A — - "
Errored Mocks
16 % BLOCK ERRON s
W Bock o
| . L
Toknl Peuk iy Racarvw H Thpnmmn .Y
17. TGP
RETOATION [ [F EL Y il L) Traevbmrt hy
i _
— i - i
_ - L
TE. MEMAEMY ‘ | PaLY D FAL
r - - - 15, HGMATURE OF TESTER
MEAFORM ALL TESTS SIMULTANEDUSLY
WHENEVER POSRSIELE.
i - -~ i i _

i
——a— am . -

file:///T/OP33PUBS/310701/dc310701f9-6f.gif (1 of 2)1/23/04 5:28:00 AM

< dba



file:///T|/OP33PUBS/310701/dc310701f9-6f . gif
WHEMEVER POSSIILE. 1 ]

DO Form 16971, SEF 90 - - -
Figure 9-6. DD Form 1697-1, Circuit Parameter Test Data - Digital.
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Figure §-7. Master 5Station Log.
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TABLE 6-1. ANALOG CIRCUIT QUALITY CONTROL TEST SCHEDULE

Parameter Codes c?, €1, 2 €3, €5, CT,
C4, M1, M2 D1, D6, M3
Frequency’ T&A IN OUT| T&A IN  OUT
Test Parameter
 Transmission Level 1 W I W
Net Loss I A 1 SA
C-Message Noise or C-Notched Noise I A I SA
Signal to C-Notched Noise Ratio I A I Sh
Impulse Noise I A 1 SA
Envelope Delay I A | SA
Freguency Response : I A I SA
Max Change in Audio Fregquency I A 1 SA
Maximum Met Loss Variation 1 AR 1 AR
Terminal Impedance | AR I AR
Monlinear Distortion® AR AR
Phase Jitter® AR AR
Gain Hits" AR AR
Phase Hits® AR AR
Drop Outs* AR AR
Gain Linearity at Input AR AR
$ignal to Guantizing Distortion® AR AR
Cireuit Continuity® AR AR
Cross Modulation® AR AR
SIS T T AR AR
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Parameter Codes ¥1,Y2,¥3,Y4,| .

51,52,53,54 JlS J37,

<5,R1,R2,R3 | g2, J5| J47, Wi Nl
Frequency’ TRA DUT |T8A OUT| TAA OUT |T&A IN OUT
I.es.t_.Eir:im.tﬂ
Bit Error Rate I AR I SA I A
% Error Free Sec I AR I SA I A
Availability I AR I AR I AR
% Block Error I AR I AR | AR
Jitter 1 AR 1 AR I AR
Loss of Bit Count I AR I AR I AR
Integrity (LBCI)
Sync Time® I AR
Interchannel 1 AR
Diffezent1a1
Delay
Laop Iranspurt I AR
Delay
Total Peak . 1 W AR
Telegraph Dist
Bias Distortion | AR
{Mark/Space)
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TABLE 6-3. FDM GROUP {60 - 108 kHz)

Frmqm‘.-lra':::uff‘F T&A IN OUT
Test Parameter
Frequency Response I AR
Envelope Delay I AR L
Amplitude Stability 1 AR
Maximum Frequency Dffset 1 AR
Impedance I AR
Return Loss I AR
Interface Transmission
Level Point 1 AR
Phase Jitter | AR

| Random Noise Unweighted I AR
Impulse Moise 1 AR
Average Long-term Power I AR
Maximum Operating Signal

Power I AR

Maximum Test Tone Power 1 AR

P1{lot Frequency

Line-up Loss
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